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Purpose

The purpose of this internal policy is to define the process for reporting an incident that may result in a Confidential
or Restricted Information Breach for the Office of Policy & Management’s (“OPM”) employees, fellows, interns,
consultants, contractors, and partners (“subject personnel”), to identify roles and responsibilities for responding to a
report of a potential breach, and to establish feedback mechanisms to enable investigation and remediation. This
policy applies to all subject personnel whose duties involve the handling of private, confidential, sensitive,
protected, or restricted data (regardless of format) as identified by OPM in the inventory of Confidential or
Restricted Information, updated annually, or as otherwise defined herein for inclusion.

This policy is intended to raise awareness, focus attention on data security and privacy, and communicate clearly the
steps to be taken when an incident occurs. OPM is committed to fulfilling its role as a responsible data steward and,
as such, requires all subject personnel to become familiar with the policy and take the necessary steps to comply.

Scope and Reach

This policy applies to subject personnel who collect, access, or possess Confidential or Restricted Information, or
other Personally Identifiable Information (“Pll”) or Protected Health Information (“PHI”). Any agreements with
vendors, partners, consultants, intermediaries shall contain language clearly identifying and incorporating this

policy.

This policy covers all data catalogued in the most recent annual inventory of Confidential or Restricted Information
as well as confidential Pll and PHI, as defined herein, regardless of the inventory category or source. It also applies
regardless of the format of the data, e.g., electronic or hard copy. The breach procedures described herein do NOT
apply to Confidential or Restricted Information, Pll or PHI that OPM has permission or authority to release publicly.

Policy Statement/Narrative

Any individual who knows or reasonably suspects that a theft, loss, breach, or exposure of Confidential or Restricted
Information, Pll or PHI was attempted or has occurred must, within 1 hour of discovery, contact
OPM.Incidents@ct.gov and file a data breach incident report form (Attachment A). This information will be used by
the OPM Incident Response Team to begin its investigation and follow up with the reporting party. The OPM
Incident Response Team, depending on the scope and nature of the data breach, will reach out to the Department
of Administrative Services (“DAS”) Bureau of Information Technology Services (“BITS”) Helpdesk to notify the DAS
BITS Security Team and any other parties needed to assist in the investigation, terminate unauthorized access,
and/or notify appropriate state and federal partners and/or law enforcement if necessary. Attachment B provides a
process flowchart individuals can use to comply with this policy and Attachment C provides a list of contacts.
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Roles and Responsibilities

e OPM Employees, Interns, Fellows, Consultants, Contractors, and Partners — Review this policy and
subsequent revisions when published, and submit any certification required by the agency. Participate in
any educational sessions and ask questions. Protect data you have access to, whether in paper or electronic
form. Immediately report an incident by providing as much information as quickly as possible utilizing the
form in Attachment A. Be available to provide additional information and answer questions as incidents are
escalated for review and investigation.

e OPM Incident Response Leader (“IRL”) — Actively monitor OPM.Incidents@ct.gov and review incidents as
quickly as possible. Perform initial review to confirm incident and notify the OPM Incident Response Team,
which will also automatically receive a copy of the OPM.Incidents@ct.gov electronic communication
detailing the incident once submitted. Lead any emergency engagement with the DAS BITS Helpdesk.
Prepare a post-incident activity report summarizing the incident from start to conclusion leveraging
Attachment A, in consultation with the IRT.

e OPM Incident Response Team (“IRT”) —Support the OPM Incident Response Leader in carrying out the
procedures to respond to the data breach incident. Support efforts to raise awareness and lead by
example. If necessary, determine if escalation is needed and engage appropriate agencies/partners
(including law enforcement, Connecticut Intelligence Center (“CTIC”), and/or the State Information Security
Team) to identify, contain, and terminate unauthorized access. Provide feedback for inclusion in the post-
incident activity report.

e State Information Security Team (“IST”) — State Chief Information Security Officer (“CISO”) and State Chief
Information Officer (“CIO”) will reach out to their respective staff based on the nature, scope, and severity
of breach if needed, and direct and support incident mitigation activities by their staff.

Monitoring Compliance —

1) The IRT shall convene annually to review incidents reported in the last year and the efficacy of this policy,
and to implement any necessary changes to this policy or to the incident reporting process.

2) The IRT shall disseminate this policy to staff annually, develop and collect certifications of compliance, and
incorporate refreshers of this policy into relevant existing staff training or otherwise develop specific
training for staff in coordination with Division Heads.

3) The OPM Agency Data Officer and Chief Data Officer will review with agency data stewards all data in the
inventory of Confidential or Restricted Information to maintain awareness and answer any questions.

Definitions

“Confidential or Restricted Information” means information identified in OPM’s annual inventory of Confidential or
Restricted Information, as updated. In addition, “Confidential Information” includes any information that a state
contracting agency identifies as confidential to the contractor. “Confidential Information” does not include
information that may be lawfully obtained from publicly available sources or from federal, state, or local
government records that are lawfully made available to the general public.

“Personally Identifiable Information” or Pll means information that can be used to distinguish or trace an individual's
identity, either alone or when combined with other personal or identifying information that is linked or linkable to a
specific individual, and may include (but is not limited to) an individual's name, date of birth, mother's maiden
name, motor vehicle operator's license number, Social Security number, employee identification number, employer
or taxpayer identification number, alien registration number, government passport number, health insurance
identification number, demand deposit account number, savings account number, credit card number, debit card
number, precise geolocation information or unique biometric data such as fingerprint, voice print, retina or iris
image, or other unique physical representation, or other educational Pll subject to 34 CFR 99, as amended from
time to time.
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“Protected Health Information” or PHI means individually identifiable health information as defined in 45 CFR
160.103, as amended from time to time.

“Confidential or Restricted Information Breach” means an instance where an unauthorized person or entity engages
in unauthorized access to Confidential or Restricted Information, PIl, PHI, including, but not limited to, the following
occurrences: (A) Any Confidential Information that is not encrypted or secured by any other method or technology
that renders the personal information unreadable or unusable is misplaced, lost, stolen or subject to unauthorized
access; (B) one or more third parties have accessed, or taken control or possession of, without prior written
authorization from the state, (i) any Confidential Information that is not encrypted or protected, or (ii) any
encrypted or protected Confidential Information together with the confidential process or key that is capable of
compromising the integrity of the Confidential Information; or (C) there is a substantial risk of identity theft or fraud
of the client of the state contracting agency, the contractor, the state contracting agency or the state.

“Unauthorized Access” means an incident where access is attempted or gained to systems or data, whether physical
or digital, by a person or entity without permission to do so. Such permissions include: connect, authenticate, read,
write, create, delete, modify, copy, scan, etc. This unauthorized access can be by an individual or by another system.

Version History

Date \Version Description Publisher

Sept. 19, 2022 1.0 Initial Version IT Policy Development Team

January 27, 2026 |2.0 First Revision; updates to processes and |IT Policy Development Team
definitions
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Attachment A — Incident Report

OPM Incident Report for Confidential or Restricted Information Breach

Instructions

Reporting Employee: Please provide as much information as you know in Sections 1 and 2 and be sure
to include the appropriate contact information for follow-up by IT staff. It is not necessary for you to
know everything before you report an incident; the timeliness of the report is the most important.

IT Intake Staff/Team Lead: Fill in incident tracking and related information in Section 1 as applicable.
Catalogue actions and timing in Section 3 and update/add as incident and response evolves.

IRT: Support the Team Lead in actions related to Section 3, complete Section 4 and add information and
additional lines as necessary until close out.



Section 1: Contact and Tracking

Reporting Employee OPM Incident No. [IT to provide]

Name OPM Intake Staff [IT to provide]

Phone Referred to IRT [IT to provide]
Date/Time

Email ClO/CISO Notified [IRT to provide]
Date/Time

Division

Section 2: Incident Description (Reporting Employee)
Date(s)/Time(s) of Incident

Date/Time of Discovery

Type/Description of Incident (How did the
incident occur? Malware, Phishing,
Lost/Stolen Equipment or Files, etc.)

Data Involved/Type (Note if PIl, PHI or
confidential/restricted data was involved)
Number/Volume of Records

Additional Information

Section 3: Incident Management (OPM Intake Staff and IRT)
Is reported incident a breach?
Validation of type and scope of breach
(duration, volume of records, type of
records), additional investigation results
Containment/Mitigation undertaken
(Engagement with DAS?)
Additional information

Section 4: Incident Resolution (IRT)

Date/Time IRT convened
Meeting summary(ies)/outcomes (Duplicate
entry as needed)

Description of any notifications required or
made (IST? Attorney General? Federal cyber
response agency? Law enforcement?)
Description of any required follow up

Recommendations for future action
Date of Close Out
Additional Information




Attachment B — Data Breach Incident Reporting Flowchart
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Attachment C — List of Contacts

To Report a Possible Data Breach Incident

Incident Team Leaders

Incident
o

o O O O

Primary Contact
Jordan Hill, IT Analyst
Jordan.Hill@ct.gov
Office 860.418.6389
Mobile 860.904.0218

Secondary Contact

Erika Olsen, Sr. IT Policy Advisor
Erika.Olsen@ct.gov

Office 860.418.6432

Mobile 860.818.4804

Tertiary Contact

Kara Murphy, Staff Attorney
Kara.Murphy@ct.gov

Office 860.418.6233

Mobile 860.593.8543

Response Team
Sr IT Policy Advisor
OPM IT Manager
Chief Data Officer
OPM General Counsel
If needed:
= Agency Data Officer

OPM.Incidents@ct.gov

=  OPM Communications Leader

State Security Team

O
O

CT Chief Information Officer

CT Chief Information Security Officer
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