PA 24-19 (HIE) Recommendations
Workgroup

August 27, 2024, 1:00 p.m.
Via Zoom
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AGENDA
PA 24-19 RECOMMENDATIONS WORKGROUP

TOPIC PRESENTER

Welcome, Call to Order & Introductions OHS Commissioner Deidre Gifford

Charter Overview Tyra Anne Peluso, OHS

Statewide HIE Regulatory and Policy Framework — Privacy and  Attorney Richard Gold
Security

Overview on how Connie meets Policy Framework Jenn Searls, Connie
Member Recommendations Workgroup Members
Next Steps & Meeting Adjournment OHS Commissioner Deidre Gifford

PA 24-19 Recommendations Workgroup Meeting — August 27, 2024 c CONNECTICUT



Charter Overview

Tyra Anne Peluso, OHS
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Disclaimer:

The content of this presentation is provided for
iInformation purposes only. The information
contained in this presentation is subject to

change after agency review and may differ from
any formal Regulations promulgated by OHS, or
any Policies and Procedures approved by the
agency. The information provided should not be
relied upon as legal guidance.
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Article 1: Authority to Establish a Workgroup
Section 1: Public Act 24-19, Section 23 (a)

“Not later than September 1, 2025 [was intended to be September 1, 2024], the Commissioner
(the “Commissioner”) of the Office of Health Strategy (“OHS") shall establish a working group to
make recommendations to the office regarding the parameters of the regulations to be
adopted by, and any policies and procedures to be implemented by, the office pursuant to
subsection (f) of section 17b-59e of the general statutes, as amended by this act. Such
recommendations shall include but need not be limited to (1) privacy of protected health care
information, (2) cybersecurity, (3) health care provider liability, (4) any contract required of
health care providers to participate in the State-wide Health Information Exchange, and (5) any
statutory changes that may be necessary to address any concerns raised by the working

group.

Charter Overview @€ conNEcTICUT



Article 2: Background

Section 1: Background

= |In accordance with the provisions of CGS Chapter 54, the Commissioner is charged with the responsibility and authority
to adopt regulations necessary to implement the provisions of CGS 17b-59d (State-wide Health Information Exchange)

and CGS 17b-59e (Electronic health record systems. Connection to State-wide Health Information Exchange).

Section 2: Purpose

= The purpose of PA 24-19, Section 23, Recommendations Workgroup (the “Workgroup”) is to establish a workgroup to
make recommendations to OHS regarding the parameters of the regulations to be adopted by, and any policies and

procedures to be implemented by OHS pursuant to section 19a-754a of the general statutes, as amended by PA 24-19,,
to support Connecticut’s Statewide Health Information Exchange (“HIE”).

Charter Overview @€ conNEcTICUT



Article 2: Background

Section 3: Process and Scope - Topics, Scope, and anticipated meeting dates

= Not later than January 1, 2025, the Commissioner shall report, in accordance with the provisions of section 11-4a
of the general statutes, to the joint standing committee of the General Assembly having cognizance of matters
relating to public health regarding the recommendations of the working group.

= The Workgroup will meet two (2) to four (4) times over an estimated two-month timeframe to gather the
workgroup’s recommendations. Members are expected to present their recommendations on each of the
statutorily established topics as determined by the agenda for each meeting. The Commissioner will gather the
Workgroup’s recommendations, and document them into a report.

Topic of Focus Meeting Date

Privacy and Cybersecurity August 27

Healthcare Provider Liability and Any contract required of health care
providers to participate in the State-wide Health Information Exchange Septemlber 26

Any Statutory Changes That May Be Necessary to Address Any Concerns

Raised by the Working Group as well as additional topics provided by October 22
members
Review Draft Recommendations Report November 20
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Article 2: Background
Section 3: Process and Scope - Topics, Scope, and anticipated meeting dates

August 27: Privacy and Security

Statutoril
y Defined Scope

Identified Topic

PA24-19, Sec. 22(a)(2)(d)

Nothing in this section shall be construed to require a health care provider to share patient information with the State-wide
Health Information Exchange if (1) sharing such information is prohibited by state or federal privacy and security laws, or
(2) affirmative consent from the patient is legally required and such consent has not been obtained.

“Individually identifiable health information” in a person’s medical record that was collected, created or used while
someone was receiving health care services.

Health Insurance Portability and Accountability Act of 1996 (HIPAA): a law requiring privacy and security of patient’s PHI to
be protected.

Privacy of Protected

Health Care Information HIPAA as a minimum. No person may reveal any communication identifying a patient to a person, with limited exceptions.
Requires consent of the patient or their authorized representative.

HIPAA allows healthcare providers to release without a patients consent for:

- Treatment (e.g. consultations between providers)

« Payment (e.g. submitting insurance claim)

« Healthcare Operations (e.g. quality improvement efforts)

- Public Interest and Benefit Activities (e.g. required by law, public health activities)

Reproductive health data sharing

PA24-19, Sec 20 - cybersecurity requirements: Data will be encrypted and protected in accordance with laws and
Cybersecurity standards.



Article 2: Background
Section 3: Process and Scope - Topics, Scope, and anticipated meeting dates

September 26:

Statutorily Identified Topic Defined Scope

PA24-19, Sec. 22(a)(2)(e)
No health care provider shall be liable for any private or public claim related directly to a data
breach, ransomware or hacking experienced by the State-wide Health Information Exchange,
provided a health care provider shall be liable for any failure to comply with applicable state and
Health Care Provider Liability federal data privacy and security laws and regulations in sharing information with and connecting
to the exchange. Any health care provider that would violate any other law by sharing information
with or connecting to the exchange shall not be required to share such information with or
connect to the exchange.

PA24-19, Sec. 22(a)(2)(c)
Waiver - A health care provider shall not be required to connect with the State-wide Health

Any Contract Required of Health Care Information Exchange if the provider (A) possesses no patient medical records, or (B) is an
Providers to Participate in the State-wide  individual licensed by the state that exclusively practices as an employee of a covered entity, as
Health Information Exchange defined by the Health Insurance Portability and Accountability Act of 1996, P.L. 104-191, as amended

from time to time, and such covered entity is legally responsible for decisions regarding the
safeguarding, release or exchange of health information and medical records, in which case such
covered entity is responsible for compliance with the provisions of this section.

Charter Overview @€ conNEcTICUT



Article 2: Background
Section 3: Process and Scope - Topics, Scope, and anticipated meeting dates

October 22:

Statutorily Identified Topic Defined Scope

Additional topics provided by members:

Any Statutory Changes That May Be
Necessary to Address Any Concerns Raised by « Define Scope of “active sharing of medical records”, inclusive of out of state patients
the Working Group + Patient Rights and Education

+ Reproductive health data sharing

+ Cost to Small Businesses
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Article 3: Membership
Section 1. Members

The Workgroup shall consist of not more than fifteen members, including, but not limited to, (1) the
Commissioner of OHS, or the commissioner’s designee, who shall serve as chairperson of the
working group, (2) the Health Information Technology Officer, designated pursuant to section 19a-
754a of the general statutes, or the officer's designee, (3) the chairpersons and ranking members of
the joint standing committee of the General Assembly having cognizance of matters relating to
public health, and (4) representatives of health care provider associations in the state, which may
include associations representing hospitals, ambulatory surgical centers, physicians, women's
health care providers, behavioral and mental health care providers, health care services providers
for the aging, gender-affirming care providers, patient advocates and health care payers.

Section 2: Term of Membership: Membership on the Workgroup shall be until such time as
the recommendations to the Commissioner are completed.

Section 3: Attendance: Members of the Workgroup will commit to regular attendance of all

meetings. Due to the time sensitivity of the workgroup deliverable, members need to be present at
all meetings.
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Article 3: Membership
 dvidwa | Orgomimtion | Reprosenting ___

Deidre S. Gifford, Commissioner
Sumit Sajnani, Health Information Technology Officer

Senator Saud Anwar, Co-Chair, PH Committee
Representative Cristin McCarthy Vahey, Co-Chair, PH
Committee

Senator Heather Somers, Ranking Member, PH
Committee

Representative Nicole Klarides-Ditri, Ranking Member,
PH Committee

Jennifer Cox, JD, Legal Counsel

Amanda Gunthel, President

David Anthony Yoder, DO, MPH, FACP, and
representative of CT Chapter of the American College
of Physicians

Zari S. Watkins, JD, MBA, Chief Operating Officer &
Compliance Officer

Mikayla Sleeter-Bozym, PhD, LPC, NCC

Mag Morelli, President

Christy Olezeski, PhD, Associate Professor of Psychiatry,
Director, Yale School of Medicine Pediatric Gender
Program

Susan Halpin, Executive Director
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Office of Health Strategy (Executive Director of OHS)
Office of Health Strategy (Health IT Officer)

CGA (Chairperson of the joint standing committee of the GA)

CGA (Chairperson of the joint standing committee of the GA)
CGA (Ranking Member of the joint standing committee of the GA)

CGA (Ranking Member of the joint standing committee of the GA)

Connecticut Hospital Association, Cox & Osowiecki, LLC

CT Association of Ambulatory Surgical Centers

American College of Physicians

Planned Parenthood of Southern New England, Inc.

CT Counseling Association [ private practice — Waves of Growth
Therapy, LLC

LeadingAge Connecticut

Owner of Affirmative Health and Wellness (primary care practice
that focuses on LGBTQIA+ population and provides gender-
affirming care)

CT Association of Health Plans

OHS
OHS
CGA

CGA
CGA

CGA
Hospitals

Ambulatory surgical centers

Physicians

Women's health care providers

Behavioral and mental health
care providers

Health care services providers
for the aging

Gender affirming care
providers

Payer
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Article 4: Role of the Workgroup Chair

Section 1: Chair Appointment

« The Commissioner or her designee shall serve as chairperson of the Workgroup.

Section 2: Duties of Chair

« The Chair of the Workgroup will preside at all meetings of the workgroup to ensure
appropriate representation and subject matter expertise and will provide guidance and
content review to staff and contractors supporting the Workgroup. The Health Information
Technology Officer will assume the responsibilities of the Chair, in the event of the Chair’s
absence from any Workgroup meeting. Based upon the Workgroup’s recommendations, the
Commissioner shall report, in accordance with the provisions of section 11-4a of the general
statutes, to the joint standing committee of the General Assembly having cognizance of
matters relating to public health.
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Article 5: Meeting Operating Procedures

« The Workgroup will convene through virtual meeting technology for approximately three
meetings for the purpose of gathering the members recommendations on each of the
statutorily identified topics for OHS. The meeting schedule and frequency will be determined
by the Chair, with kick-off of the Workgroup on August 27, 2024, and a final meeting to review
the draft recommendations in November.

« The Workgroup's purpose is to present recommendations on the topics as identified by PA
24-19, section 23. Members dre expected to be prepared to present their recommendations
on the agenda topics for each Workgroup meeting.

« Meetings will be governed by Robert’s Rules of Order, Abbreviated. A majority of the memlbers
of the Workgroup shall constitute a quorum. Action on agenda items may be taken by no less
than a majority of a quorum. All meeting notification information will be published on the
Connecticut Public Notice website and on the OHS welbsite. Members of the Workgroup are
expected to be active participants in meetings, and to be prepared for meetings by reviewing
materials in advance.
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Article 6: Record, Governance and Public Comment

- The Workgroup will adhere to all requirements, policies, and laws set forth by the State of
Connecticut Freedom of Information Commission.
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DEFINED PURPOSE AND GOALS OF THE STATE-WIDE HIE

Sec. 17b-59d(b) It shall be the goal of the State-wide Health Information Exchange to:

(1) Allow real-time, secure access to patient health information and complete medical records across all health care
provider settings;

(2) provide patients with secure electronic access to their health information;

(3) allow voluntary participation by patients to access their health information at no cost;

(4) support care coordination through real-time alerts and timely access to clinical information;
(5) reduce costs associated with preventable readmissions, duplicative testing and medical errors;

(6) promote the highest level of interoperability;

(7) meet all state and federal privacy and security requirements;

(8) support public health reporting, quality improvement, academic research and health care delivery and payment reform through data
aggregation and analytics;

(9) support population health analytics;
(10) be standards-based; and

(1) provide for broad local governance that

(A)includes stakeholders, including, but not limited to, representatives of the Department of Social Services, hospitals, physicians, behavioral health
care providers, long-term care providers, health insurers, employers, patients and academic or medical research institutions, and

(B) is committed to the successful development and implementation of the State-wide Health Information Exchange.

Charter Overview
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Statewide HIE Regulatory and Policy
Framework — Privacy and Security

Attorney Richard Gold



Privacy and Cybersecurity

Setting the Stage
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Goals of Statewide HIE

sec. 17b-59d(b) It shall be the goal of the State-wide Health Information Exchange to:

(1) Allow real-time, secure access to patient health information and complete medical records across all
health care provider settings;

(2) provide patients with secure electronic access to their health information;

(3) allow voluntary participation by patients to access their health information at no cost in accordance with 45 CFR
171;

(4) support care coordination through real-time alerts and timely access to clinical information;
(5) reduce costs associated with preventable readmissions, duplicative testing and medical errors;

(6) promote the highest level of interoperability;

(7) meet all state and federal privacy and security requirements;

(8) support public health reporting, quality improvement, academic research and health care delivery and payment
reform through data aggregation and analytics;

(9) support population health analytics;
(10) be standards-based; and
(1) provide for broad local governance that

(A) includes stakeholders, including, but not limited to, representatives of the Department of Social Services, hospitals,
physicians, behavioral health care providers, long-term care providers, health insurers, employers, patients and
academic or medical research institutions, and

(B) is committed to the successful development and implementation of the State-wide Health Information Exchange.
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Developing Regulations Regarding Privacy

= Definition of Privacy

— an individual’s interest in protecting his or her PHI and the
corresponding obligation of those persons and entities, that
participating in the Statewide HIE for the purposes of
electronic exchange of such information, to respect those
iInterests through fair information practices

= All federal and state statutory and regulatory mandates
and requirements

= Both privacy considerations of Statewide HIE and
Participating Agencies accessing Statewide HIE

Statewide HIE — Regulatory and Policy Framework c CONNECTICUT
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Privacy (cont.)

= Obtaining affirmative consent when required

= Opt-in default system
— Individual may opt-out for any reason

Statewide HIE — Regulatory and Policy Framework c CONNECTICUT
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Developing Regulations Regarding
Cybersecurity

= Definition of Security

— Utilization of physical, technological, and administrative safeguards to
rotect the integrity, confidentiality, and availability of individually
identifiable health information

* Protections and Safeguards of Statewide HIE
— “Guardrails” for reasonable security for Statewide HIE
— Federal and State requirements
= Access limitations
— Valid, role-based need to access
— Permitted purposes only
— Minimum necessary access to data
— Double log-in identifiers/passwords

= Back-up Plans for HIE system and data

Statewide HIE — Regulatory and Policy Framework c CONNECTICUT
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Cybersecurity (cont.)

= Security Plans

- Including proactive and reactive audits regarding
access

= Breach prevention, mitigation & notification
= Breach reporting
» Breach response

Statewide HIE — Regulatory and Policy Framework c CONNECTICUT

Health Strategy



Overview on how Connie meets
Policy Framework

Jenn Searls, Executive Director, Connie
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Member Recommendations
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Next Steps & Adjournment

September 26t - 1:00
Next Meetings - October 22nd - 1:00
November 20t - 1.00
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