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The Agreement amends Gontract number 05D5529021H by and between the Department of Social Services (the
“Department”) and Hewlelt Packard State & Local Enterprise Services, Inc. ("HPSL") (jointly knowr as the
“Parties”) for the provision of the Child Care Management Information System (*CCMIS”) and some software
needs, as previously amended The Parties agree that:

1. The total contract value is increased by $1,104,000.00 from $4,236,372.00 to $5,34Q,372.00.

2. As a ministerial correction, this amendment shall be numbered 5 to represent the Fifth Amendment
made to Contract Number 09DS$52802YF. The prior amendments made to the original contract,
Contract Number 0508529021H, remain in full force and effect unless they have been amended
previously. The original contract, the two amendments under the 05 contract number and the 5
amendments made to the 09 number all constitute one, binding, legal document but for administrative
purposes the Department had 1o aller the numbers when the Contractor’s name changed from Saber
Software, Inc. to Hewleti-Packard State & Local Enterprise Services, Inc.

Payments shall be paid in accordance with the schedule helow for annual FileNet software support and

ﬂ/m maintenance.

Torpos - HPSLserices-suppartfor COMIS-and the interface between FileNel-and-CCMIS-eease-afterdune-36;
/; g} 2044_despite the factthat the FileNet software-maintenance-willcoptinue-through-Decamber-31, 2014
L
For HI

w

The Department acknowledges and agrees that HPSL will no longer act as the intermediary between the
third party FileNet maintenance provider and the State if CCMIS services support is not renewed with

HPSL prior to June 30, 2014,

The Parties hereby agree to further amend the Contract as follows:
1. Part 3 of the Contract (“Budget and Payrent Provisions”) is amended in the following ways:
A. Section 1 ("Customer Service Cenler”) is amended by the addition of the following language:
Year 9 begins January 1, 2013; and
Year 10 begins January 1, 2014

B. Section 4 ("Payment Provisions”) A is deleted and replaced in its entirety with the following:
"The maximum value of this contract for the period January 1, 2005 through June 30, 2014 shall not

exceed $5,340,372.00." i

C. Section 4 (“Payment Provisions”) B is amended by the addition of the following language:
i. 31, A lhirty-first payment equal to $102,000 on or about July 15, 2012.
ii. 32 A thirty-second payment equal to $102,000 on or about October 15, 2012,
iii. 33. A thirty-third payment equal to $240,000 on or about January 15, 2013. This payment shall
include the amount for annual FileNet software maintenance. ferdaruan-+-2013-threugh

December-31-2043.
iv. 34. A thirty-fourth payment equal to $102,000 on or about April 15, 2013.
hm v. 35, A thirty-fifth payment equal to $105,000 on or about July 15, 2013,
ToDss Vi 36 Athirty-sixth payment equal to $105,000 on or about October 15, 2013.
vii.  37. A thirty-seventh payment equal to $243,000 on or about January 15, 2014, This payment
— shall include the amount for asual FileNet software maintenance. for-Januan-1,-2044-through
Forl Becember34-2044-June-30,-2044,

viil. 38, A thirty-eighth payment equal to $105,000 on or about April 15, 2014,
ix. Any required travel necessary to support this Contract will be at the request of the Department,
pre-approved in writing and reimbursed by the Department.

D. Section 4 ("Payment Provisions") D is deleted and replaced in its entirety with the following:
“The Contractor shall submit a written request for payment on a guarterly basis. Each payment
request must be submitted in accordance with this Section 4 and provide the required information for
fhe DSS W-1270 Form to the Department’s Contract Manager as identified in Part 4 Section 1.7
LIAISON AND NOTICES. Request for payment will be honored and funds released based on
submission of the written request, the DSS W-1270 Form and the Contractor's salisfactory

compliance with the terms of the Contract.”
2. Part 4 of the Contract, Mandatory Terms and Conditions is amended in the following ways:

A. Seclion 1.2 (“"Contract Term") is deleted and replaced in its entirety with the following:
“The Contract term shall be from January 1, 2005 through June 30, 2014.”
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B. Saction 1.7 B (“Liaison and Notices”) is amended to provide that notices to the Contractor shall be

directed 1o:

Hewlett-Packard State & Local Enterprise Services, Inc,
Attention: SLED CT CCMIS Account Executive

13600 EDS Drive

Mail Stop; 65-B21

Herndon, Virginia 20171

Telephone Number: 704-779-3879

and payments to the Contraclor shall be directed to:
Hewlett-Packard State & Local Enterprise Services, Inc.

P.O. Box 848433
Dallas, TX 75284

C. Section 5.2 ("Key Persons”) is amended by the addition of the following language:
“D. HP may utilize any of its facilities at any location to meet the requirements of this Contract.”

D. Section 5.3 (“Non-Discrimination Regarding Sexual Orlentation”) as set forth in Amendment 2 is
deleted and replaced by the following section:

Noni-discrimination.

(a) For purposes of this Section, the following terms are defined as follows:

()

2
@
O]

®)
©)

©

@)

(10)

"Commission” means the Commission on Human Rights and Opportunities;
"Contract” and “contract” include any extension or modification of the Contract
or contract;

"Contractor” and “contractor” include any successors or assigns of the
Confractor or contractor;

"Gender identity or expression” means a person's gender-related identity,
appearance or behavior, whether or net that gender-related identily, appearance
or behavior is different from that traditionally associated with the person's
physiology or assigned sex at birth, which gender-related identity can be shown
by providing evidence including, buf not limited to, medical history, care or
treatment of the gender-related identity, consistent and uniform assertion of the
gender-related identity or any other evidence that the gender-related identity is
sincerely held, part of a person's core identity or not being asserted for an
improper purpose.

“good faith" means that degree of diligence which a reasonable person would
exercise in the performance of legal duties and obligations; )

"good faith efforts” shall include, but not be limited to, those reasonable inifial
efforts necessary to comply with statutory or regulatory requirements and
additional or substituted efforts when it is determined that such initial efforts will
not be sufficient to comply with such requirernents;

"marital status" means being single, married as recognized by the State of
Connecticut, widowed, separated or divorced;

"mental disability" means one or more mental disorders, as defined in the most
recent edition of the American Psychiatric Association's "Diagnostic and
Statistical Manual of Mental Disorders”, ar a record of or regarding a person as
having one or more such disorders;

“minority business enterprise" means any small contractor or supplier of
materials fifty-one percent or more of the capital stock, if any, or assets of which
is owned by a person or persons: (1) who are active in the daily affairs of the
enterprise, (2) who have the power to direct the management and policies of the
enterprise, and (3) who are members of a minority, as such term is defined in
suibsection (a) of Connecticut General Statutes § 32-9n; and

"public works contract” means any agreement batween any individual, firm or
corporation and the State or any political subdivision of the State other than a
municipality for construction, rehabilitation, conversion, extension, demolition or
repair of a public building, highway or other changes or improvements in real
property, or which fs financed in whole or in part by the State, including, but not
limited to, matching expenditures, grants, loans, insurance or guarantees.

Page 3 of 7



For purposes of this Section, the terms "Contract" and “contract” do not include a contract where
each confractor is (1) a political subdivision of the state, including, but not limited to, a
municipality, (2) a quasi-public agency, as defined in Conn. Gen. Stat. Section 1-120, (3) any
other state, including but not limited to any federally recoghized Indian tribal governments, as
defined in Conn. Gen. Stat. Section 1-267, (4) the federal government, (5) a foreign government,
or (8) an agency of a subdivision, agency, state or government described in the immediately
preceding enumerated items (1), (2), (3), (4) or (5).

)
)

®

©)

“

®

The Contractor agrees and warrants that in the performance of the Contract such
Contractor will not discriminate or permit discrimination against any person or group
of persons on the grounds of race, color, religious creed, age, marital status,
national origin, ancestry, sex, gender identily or expression, mental retardation,
mental disability or physical disability, including, but not limited to, blindness, unless
it is shown by such Contractor that such disability prevents performance of the work
invalved, in any manner prohibited by the laws of the United States or of the State of
Connecticut: and the Contractor further agrees to take affirmative action to insure
that applicants with job-related qualifications are employed and that employees are
treated when employed without regard to their race, color, religious creed, age,
marital status, national origin, ancestry, sex, gender identity or expression, mental
retardation, mental disability or physical disability, including, but not limited fo,
blindness, unless it is shown by the Contractor that such disability prevents
performance of the work involved;

the Cantractor agrees, in all solicitations or advertisements for employees placed by
or on behalf of the Contractor, lo state that it is an "affirmative action-equal
opportunity employer” in accordance with regulations adopted by the Commission;

the Contractor agrees to provide each labor union or representative of workers with
which the Contractor has a collective bargaining Agreerment or other contract or
understanding and each vendor with which the Contractor has a contract or
understanding, a notice to be provided by the Commission, advising the labor union
or workers' representative of the Contractor's commitiments under this section and
to post copies of the notice in conspicuous places available to employees and
applicants for employment; :

the Contractor agrees to comply wilh each provision of this Section and Connecticut
General Statutes §§ 46a-68e and 46a-68f and with each regulation or relevant order
issued by said Commission pursuant to Connecticut General Statutes §§ 46a-56,
46a-68e and 46a-G8f; and

the Contractor agraes to provide the Commission on Human Rights and
Opportunities with such information requested by the Commission, and permit
access (o pertinent books, records and actounts, concerning the employment
practices and procedures of the Contractor as relate to the provisions of this Section
and Connecticut General Statutes § 46a-56. If the contract is @ public works
contract, the Contractor agrees and warrants that he will make good faith efforts to
employ minority business enterprises as subcontractors and suppliers of materials
on such public works projects.

(c) Determination of the Contractor's good faith efforts shall include, but shall not be limited
1o, the following factors: The Contractor's employment and subcontracting policies,
patterns and practices; affirmative advertising, recruitment and training; technical
assistance activities and such other reasonable activities or efforts as the Commission
may prescribe that are designed to ensure the participation of minority business
enterprises in public works projects.

(d) The Confractor shall develop and maintain adequate documentation, in a manner
prescribed by the Gommission, of its good faith efforts.

(e) The Contractor shall include the provisions of subsection (b) of this Section in every
subcontract or purchase order entered into in order to fulfill any abligation of a contract
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(9)

(h)

with the State and such provisions shall be binding on a subeontractor, vendor or
manufacturer unless exempted by regulations or orders of the Commission. The
Contractor shall take such action with respect to any such subcontract or purchase
order as the Commission may direct as a means of enforcing such provisions including
sanctions for noncompliance in accordance with Connecticut General Statutes §46a-56;
provided if such Contractor becomes involved in, or is threatened with, litigation with a
subcontractor or vendor as a result of such direcfion by the Commission, the Contractor
may request the State of Connecticut fo enter into any such litigation or negotiation prior
thereto to protect the interests of the State and the State may so enter.

The Contractor agrees to comply with the regulations referred to in this Section as they
exist on the date of this Confract and as they may be adopted or amended from time to
time during the term of this Contract and any amendments thereto.

(1)  The Contractor agrees and warrants that in the performance of the Contract such
Cantractor will not discriminate or permit discrimination against any person or
group of persons on the grounds of sexual orientation, in any manner prohibited
by the laws of the United States or the State of Connecticut, and that employees
are treated when employed without regard to their sexual orientation;

(2)  the Contractor agrees to provide each labor union or representative of workers
with which stch Contracior has a collective bargaining Agreement or other
contract or understanding and each vendor with which such Gontractor has a
contract or understanding, a notice to be provided by the Commission on Human
Rights and Opportunities advising the labor union or workers' representative of the
Contractor's commitments under this section, and to post ceples of the notice in
conspicuous places available to employees and applicants for employment;

(3) the Contractor agrees to comply with each provision of this section and with each
requlation or relevant order issued by said Gommission pursuant to Connecticut
General Statutes § 46a-56; and

(4)  the Contractor agrees to provide the Commission on Hurnan Rights and
Opportunities with such information requested by the Commission, and permit
access to pertinent books, records and accounts, concerning the employment
practices and procedures of the Contractor which relate to the provisions of this
Section and Connecticut General Statutes § 46a-56.

The Contractor shall include the provisions of the faregoing paragraph in every
subcontract or purchase order entered into in order to fulfill any obligation of a contract
with the State and such provisions shall be binding on a subcontractor, vendor or
manufacturer unless exempted by regulations or orders of the Commission. The
Contractor shall take such action with respsct to any such subcontract or purchase
order as the Commission may direct as a means of enforcing such provisions including
sanctions for noncompliance In accordance with Connecticut General Statutes § 46a-
56; provided, if such Contractor becomes involved in, or is threatened with, litigation with
a subcontractor or vendor as a result of such direction by the Commission, the
Contractor may request the State of Connecticut to enter into any such litigation or
negofiation prior thereto to protect the interests of the State and the State may so enter.

sz }7 E. The following language is added as Section 2.5 (“Protection of Contfidential Information”):

For DSS

“7
For 14P

Protection of Confidential Information.

(@)

“Confidential Information” shall mean any name, number or other information that
may be used, alone or in conjunction with any other information, to identify a specific
individua! including, but not limited to, such individual's name, date of birth, mother's
maiden name, motor vehicle operator's license number, Social Security number,
employee identification number, employer or taxpayer identification number, alien
registration number, government passport number, health insurance identification
number, demand deposit account number, savings account number, credit card
number, debit card number or unique biometric data such as fingerprint, voice print,
retina or iris image, or ather unigue physical representation. Without limiting the
foregoing, Confidential Information shall also include any information that the
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(b)

(c)

(d)

{f)

Departrment classifies as "confidential” or "restricted.” Confidential Information shall not
include information that may be lawfully obtained from publicly available sources or from
federal, state, or local government records which are lawfully made available to the
general public.

“Confidential Information Breach” shall mean, generally, an instance where an
unauthorized person or entity accesses Confidential Information in any manner,
including but not limited to the following occurrences: (1) any Confidential Information
that is not encrypted or protected is misplaced, lost, stolen or in aily way compromised,
(2) one or more third parties have had access to or taken control or possession of any
Confidential Information that is not encrypted or protected without priar written
authorization from the State; (3) the unauthorized acquisition of encrypted or protected
Confidential Information together with the confidential process or kay that is capable of
compromising the integrity of the Confidential Informatien; or (4) if there is a substantial
risk of identity theft or fraud to the client, the Contractor, the Department ar State.

Contractor and Conlractor Parties, at their own expense, have a duty to and shall
protect from a Personal Information Breach any and all Confidential Information which
they come to possess or control, wherever and however slored or maintained, in a
commercially reasonable manner in accordance with current industry standards,

Each Contractor or Contractor Party shall implement and maintain a comprehensive
data securily program for the protection of Confidential Information. The safeguards
contained in such program shall be consistent with and comply with the safeguards for
protection of Confidential Information, and information of a similar character, as set forth in
all applicable federal and state law and written policy of the Department or State
concerning the confidentiality of Confidential Information, all as set forth in Exhibit D. Such
data-security program shall include, but not be limited to, the following:

(1) A security policy for employees related to the storage, access and transportation
of data containing Confidential Information;

(2) Reasonable restrictions on access to records containing Confidential Information,
including access to any locked storage where such records are kept;

(3) A process for reviewing policies and securify measures at least annually;

(4) Creating secure access controls to Confidential Information, including but not
limited to passwords; and

(5) Encrypting of Confidential Information that is stored on laptops, portable devices

or being transmitted electronically.

The Contractor and Contraclor Parties shall notify the Department and the Connecticut
Dffice of the Attorney General as soon as praclical, but no later than twenty-four (24)
hours, after they become aware of or suspect that any Cenfidential Information which
Contractor or Contractor Parties possess or control has been subject to a Confidential
Information Breach. If a Confidential Information Breach has occurred, the Contractor
shall, within three (3) business days after the natification, present a credit monitoring
and protection plan to the Commissioner of Administrative Services, the Department
and the Connecticut Office of the Attorney General, for review and approval. Such credit
monitoring or protection plan shall be made available by the Contraclor at its own cost

- and expense to all individuals affected by the Personal Information Breach. Such credit

monitoring or protection plan shall include, but is not limited to reimbursement for the
cost of placing and lifting one (1) security freeze per credit file pursuant to Connecticut
General Statutes § 36a-701a. Such credit monitoring or protection plans shall be
approved by the State in accordance with this Section and shall cover a length of time
commensUrate with the circumstances of the Confidential Information Breach. The
Contractors’ costs and expenses for the credit monitoring and protection plan shall not
be recoverable from the Department, any State of Connecticut entity or any affected
individuals.

The Contractor shall incorporate the requirements of this Section in all subcontracts

requiring each Contractor Party to safeguard Cenfidential Information in the same
manner as provided for in this Section.
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(g) Nothing in this Section shall supersede in any manner Contractor's or Conlractor Party's
obligations pursuant to HIPAA or the provisions of this Contract concerning the
obligations of the Contractor as a Business Associate of the Department.

This document constitutes an amendment to the above numbered contract. All provisions of that
contract, except those explicitly changed or described above hy this amendment, shall remain in full
force and effect.
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Bureau of Enterprise Systems and Technology
Network Security Policy and Procedures

Version: 2.1

Purpose

PolicyStatements

Planning and Reporting ReSDOHSIbllltIES
Scope

Definitions

Purpose

" The Chief Information Officer for the State of Connecticut and the Department of Information
Technology have established this policy and reporting requirements, and assoclated standards to . |
assure that critical information is protected and data flow is not interrupted by unauthorized

access.
Policy Statements

The following pOllcy statements are abstracted from the official State of Connecticut Network
Security Policy.

1. All information travelling Over State computer networks that has not been specifically
identified as the property of other parties will be treated as though it is a State asset, If
there is no primary agency designated to administer this information, DOIT will become the
steward of this data until another agency is designated. It is the policy of the State to
prohibit unauthorized access, disclosure, duplication, modification, diversion, destruction,
loss, misuse, or theft of this mformatlon

2. .In addition, it is the policy of the State to protect information belonging to third parties--
that has been entrusted to.the State in confidence--in the same manner as private sector
trade secrets as well as in accordance with applicable contracts.

3. All computers permanently or intermittently connected to State of Connecticut networks,
and all DOIT computers that intermittently or continuously connect to an internal or
external network must employ password-based access controls. All users must be
positively identified prior to being-able to use any multi-user computer or communications
system resources.

4, The computer and communications system privileges of all users, systems, and
independently operating programs (such as "agents") must be restricted based on the
need-to-know.

5. Participation in external networks as a provider of services that external parties rely on is
expressly prohibited unless the Agency System Administrator has identified, in writing, the
security risk involved and submitted those risks to the Security Oversight Committee, and
the Chief Information Officer has expressly accepted these and other risks associated with
the proposal.

‘6. Any modification in existing Network/Systems configurations, that is in contrast to the
Statewide Security policy must be submitted for approval to the Security Oversight
Committee. .

7. Each agency that has existing dial-up lines/modems today must submlt a request for
consideration of approval to the Security Oversight Committee.

8. Wireless communications, or other broadcast technologies, must not be used for data
transmission containing State "confidential" or "restricted" data unless the connection is
encrypted and has an acceptable level user authentication.

9. Third party vendors must NOT be given dial-up privileges to State computers and/or

http://www.ct.gov/best/cwp/view.asp?a=1245&q=253 996&pp:1 2&n=1 8/28/2012




BEST: Network Security Pol..y and Procedures . Page 2 of 3

networks unless the involved system administrator determines that they have a bone fide
need. These privileges must be enabled only for the time period required to accomplish the-

approved tasks (such as remote maintenance).
10. All users wishing to use the State internal networks, or multi-user systems that are
connected to the State internal networks, must sign a compliance statement prior to being

issued a user-ID,
11. Confidential or restricted data in unencrypted format is prohibited on State mobile

computing and storage devices. Please see the State Policy on mobile computing and
storage devices for additional guidance and requnrements

Implementation of the Policy

An Implementation Committee, composed of DOIT and other agency IT staff, will assist agencies
in gaining initial compliance with this policy. The Implementation Committee will review the

following actions by agencies:

a. Designate an information security liaison.
b. Each agency must determine what agency mformatlon is confidential or restricted, and

submit this information in writing.
c. Each agency that has existing dial-up lines/modems today must submlt a request for review

and approval.

An Agency that has it's own Internet connection today, must submit the following information:

a. Name of the Internet Provider and line speed of the circuit,
b. Model and type of Firewall hardware and software.
c. Port nhumbers that are opened in the Firewall.

The Security Oversight Committee will initially review:

a. Agency developed security policies,
b. Any modification in existing Network/Systems configurations that may not conform to the

Statewide Security policy.

Agency Planning and Reporting Responsibilities

Planning:

1. Each State agency will develop it's own network security policy. The agency security policy
will address:

a. System Access Control which includes how to choose passwords, how to set-up
passwords and log-in/log-off procedures, -

b. System Privileges; limiting system access, process for granting system privileges and
the process for revoking system privileges and Establishment of Access Paths; -

c. Computer Network Changes; conditions for participation in external networks, policy
for Initiating sessions via dial-up lines, establishing wireless communications and
discussion of computer viruses, worms, and Trojan horses.

Each agency, must determine what agency information is confidential or restricted
3. The agency network security policy will be incorporated in the agency's Information
Technology plan and architecture document.

[

Reporting:

1. Any modification in existing Network/Systems configurations, that is In contrast to the

7 hitp://www.ct.gov/best/cwp/view.asp?a=12458q=253996&pp=12&n=1 8/28/2012




BEST: Network Security Po. y and Procedures ' Page 3 of 3

Statewide Security policy must be submitted for approval to the Security Oversight
* Committee
2. Any agency that has its own Internet conrection today or will have in the future, must
submit the following information to the Security Oversight Committee:
a. Name of the Internet Provider and line speed of the circuit
b. Model and type of Firewall hardware and software.
c. Port numbers that are opened in the Firewall.

Compliance:

1.. Each agency must submit it's own Network Security Policy Lo the Security Oversnght
Committee for review and approval.

2. Each State Agency must have a designated information security liaison. The name,
telephone number and email address of. the individual or individuals must be sent to Mark
Reynolds at marlk.reynolds@po.state.ct.us. This information must come from the
Commissioner or IT Manager level.

“Any modification in existing Network/Systems configurations, that is in contrast to the Statewide -
Security policy must be submitted for approval to the Security Oversight Committee.

Scope

This policy applies to the following entities: any State of Connecticut agency, institution, office,
department, commission, council or instrumentality that utilizes State owned and maintained data
networks in the conduct of its business.

Definitions

State Agency:
For the purposes of this policy, the term State Agency refers to any State of Connecticut agency,

institution, office, department, commission, council or instrumentality,

Compliant:
For the purposes of this policy, an agency's network security poilcy will be considered compliant

when it meets the criteria defined in, and/or performs as described m, the State Network Securlty
Policy.

http://www.ct.gov/best/cwp/view.asp?a=12458&q=253996&pp=12&n=1 8/28/2012
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FExecutive Summary

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) requires
covered entities and covered components of hybrid entities to comply with 54 standards
and implementation specifications regarding the protection of electronic protected health
information (ePHI) and information technology (IT) resources that store, process, access,
and/or transmit ePHI. The standards and implementation specifications are defined in the
HIPAA regulations, 45 C.F.R. Subpart A of Part 160 and Subparts A and C of Part 164
(HIPAA Security Rule). :

The Department of Information Technology (DOIT) is the state agency charged by state
statute to develop and administer integrated policies and standards pertaining to
information and telecommunication systems for all state agencies. See Conn. Gen. Stat.
§§ 4d-1, ef seq. As directed by the State Chief Information Officer (CIO), DOIT has
established within it the IT Security Unit (ITSU). The ITSU is responsible for
establishing and overseeipg information security functions that must exist for all state
agencies. These information security functions include developing and administering
policies, security audits and assessments, security tools, security operations, security
investigations, security awareness, and risk management pertaining to the potential Joss
or disclosure of IT assets and electronic information.

The ITSU, in collaboration with agencies, developed the State HIPAA Security policies
and centralized procedures to be followed by those state agencies that are covered entities
for the purpose of compliance with the HIPAA. Securify Rule. State HIPAA Sccurity
policies and centralized procedures will be administered by the I'TSU. In addition to
centralized procedures, decentralized (agency developed) procedures will be developed
as directed by policy. A Business Associate Memorandum of Understanding between
DOIT and each covered entity agency will be developed to establish responsibilities.

As of this revision date, the following state agencics have been identified as covered
entities or hybrid entities,

1. Department of Administrative Services

2. Department of Children and Family

3. Department of Social Services

4. Department of Public Health*

5. Department of Metal Retardation

6. Department of Mental Health and Addiction Services
7. University of Connecticut®

8. University of Connecticut Health Center

9. Department of Veterans Affairs

10. Teachers Retirement B(mrd

*For pur, poses of this policy the agency has been declared a “hybrid entity” wherein only

the agency’s covered components are subjected to bfaze HIPAA Security Policies and
Procedures.
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Implementation and Enforcement: The agency heads of the above-referenced
covered entities, and their designees, along with the ITSU, are responsible for

establishing, implementing, and enforcing State HIPAA Security policies and
procedures, State HIPAA Security policies and procedures do not preempt any
existing or similar laws or policies.

Scope: The State HIPAA policies and procedures apply to all ePHX and IT resources
that store, process, have access to, and/or transmit ePHI held by the covered entities

and covered components of hybrid enfities.
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Policy Definitions

For the purposes of the State HIPAA Secunty Policy and Procedures, the following terms
have been defined.

Access — The ability or the means necessary to read, write, modey or commnunicate
data/information or otherwise use any system resource. -

Access-Control — The process that limits and controls access to resources of a computer
system; a logical or physical contro] designed to protect against unauthorized entry or
use. -

Access Control Mechanisms — Hardware, software, or firmware features and operating

" and management procedures in various combinations designed to permit authorized, and

detect and prevent unauthorized access to a computer system.

Access Rights — Also called “permission's” or “privileges”, these are the rights granted to
users by the Agency. Access rights determine the actions users have been authorized to
perform (e.g., read, write, execute, create and delete).

5. Apgency — see covered entity.

10.

11.

12.

Agency Security Official — The individual designated by the Agency who is responsible
al that Agency for the development and implementation of the policies and procedures
required by the HIPAA Security Rule.

Application — A computer program or set of programs that processes records for a
specific function.

Application Controls - These refer to the transactions and data relating to computer-
based applications whose purpose is to ensure the completeness and accuracy of records
and the validity of the entries in the records. ‘Applications controls may be manual or
programmed, and the records and entries may result from both manual and programmed
processing. Examples of application controls include, but are not limited to, data input
validation, agreement of batch totals and encryption of data transmitted.

Audit — A methodological examination and review of an Agency’s implementation of
HIPAA Security Policics and Procedures.

Authentication -- The corroboration that a person is the one claimed. Authentication is
the act of verifying the identity of a user and the user’s eligibility to access computerized
information. Authentication is designed to protect against fraudulent logon activity. Tt
also can refer to the verification of the correctness of a piece of data.

Backup — Exact copies of files and data, and the necessary equipment and procedures
available for use in the event of a failure of applications or loss of data, if the originals
are destroyed or systems are not functioning,

Business Associate — A person or organization that performs, or assists in the
performance of a function or activity on behalf of a covered entity, any function or
activity involving the use or disclosure of ePHI, or any other function or activity
regulated by HIPAA, or provides legal, actuarial, accounting, consulting, data
aggregation, management, administrative, accreditation, or financial services of ePHIL
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13.

14.
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16.

17.

18.
19;

20.

21.

22.

23.

24,

25.

26.

2

Business Continuity Plan — Also known as contingency plan. A document describing
how an organization responds to an event to ensure critical business functions continue
without unacceptable delay or change.

Business Continuity Planning — Business continuity is the ability to maintain the constant
availability of critical systems, applications, and information across the enterprise.

Centralized Procedures — Procedures that are developed and administered by the I'TSU
pertaining to the HHIPAA Security Rule and that must be implemented by all Agencies.

CIQ — State of Connecticut Chief Information Officer and the administrative head of the
Department of Information Technology.

Covered Entity (CE) — A health plan, a health care clearinghouse, or a health care
provider who transmits any health information in electronic form in connection with a
transaction covered by HIPAA. For purposes of these policies and procedures, covered
entities include all the state agencies, or covered components of hybrid entities, listed in
the Executive Summary. .

Data Owners — Individuals employed by state agencies, who have been given the
responsibility for the integrity, accurate reporting, and use of computerized data.

Decentralized Procedures — Procedures that are developed, administered and
implemented by the Agencies that are Agency specific.

Department of Information Technology (DOIT) — The state agency that is responsible for
developing and implementing policies and architeclure pertaining to information and
telecommunications system for state agencies.

Disaster Recavery Plan — A documenied plan thal provides detailed procedures to
Tacilitate recovery of capabilitics at an alternate site.

Disaster Recovery Planning — Disaster recovery refers to the immediate and temporary
restoration of critical computing and network operations after a natural or man-made
disaster within detined timetrames. An organization documents how it will respond to a
disaster and resume the critical business functions within a predetermined period of time;
minimize the amount of loss; and repair, or replace, the primary facility to resume data
processing support.

Electronic Protected Health Information (ePHI) — Agency information that is individually
identifiable health information that is transmitted by electronic media or maintained in
electronic media.

Encryption — A technique (algorithmic process) used to transform plain intelligible text
by coding the data so it is unintelligible to the reader.

Health Care Clearinghouse — A public or private entity, including a billing service,
repricing company, community health management information system or community
health information system, and “value added” networks and switches, that either

processes or facilitates the processing of health information.

HIPAA — The Health Insurance Portability and Accountability Act of 1996 and the rules
and regulations promulgated thereunder. _

Hybrid Entity — A Hybrid Entity has programs or functions considered to be thase of a
Covered Entity; however the functions covered by HIPAA are not the agency’s primar;
function or “dominant mission”. '
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28.

29.

30.

34.
35.
36.

37
modification, or destruction of information or inferference with systems operations in an

38,

39.

Information Security —~ Administrative, physical and technical conirols that seek to
maintain confidentiality, integrity and availability of information.

Information Technology (IT) Resources — IT resources are tools that allow access to
electronic technological devices, or are eleclronic technological devices themselves that
service information, access information or is the information itself stored electronically.
These resources include all state-supplied computers and servers; desktop workstations,
laptop computers, handhcld computing and tracking devices; cellular and office phones;
network devices such as data, voice and wireless networks, routers, switches, hubs;
peripheral devices such as printers, scanners and cameras; pagers, radios, voice
messaging, computer generated facsimile transmissions, copy machines, electronic
communication including email and archived messages; electronic and removable media
including CD-ROMs, tape, floppy and hard disks; external network access such as the
Internet; software, including packaged and internally developed systems and applications;
and all information and data stored on State equipment as well as any other equipment or
communications that are considered 1T resources by DOIT. :

Information Technology Security Unit (JTSU) — The unit within DOIT under the
direction of the CIO that is responsible for overall information security functions for the
executive branch of State government. Information security functions include policy
administration, security audits and assessments, security tools, security operations,
security investigations, security awareness training, and risk management pertaining to
the potential loss or unauthorized disclosure of IT resources and electronic information.

. Logical Access Control — The policies, prdcedums, organizational structure and

electronic access controls designed to restrict access to computer software and dala.

. Malicious Sofiware — Software, for example, a virus, designed to damage or disrupt a

system,

. Password — A protected, generally computer-encr ypted string of characters that

authenticate an 1T resource user to the IT resource.

Preventive Conirols — Controls designed to prevent or restrict an error, omission or
unauthorized intrusion to IT resources. :

Risk Analysis — An assessment of the potential risks and vulnerabilities to the
confidentiality, integrity and availability of IT resources,

Risk Management — The process of identifying, measuring, controlling and minimizing
ot eliminating security risks that may negatively affect information systems.

Security Incident — The attempted or successful unauthorized access, use, disclosure,

information system.

Unigue User Identifier — A unique sct of characters assigned to an individual for the
purpose of identifying and tracking user identity.

Workforce Member (User of an Information Technology Resource) — Employees,
volunteers, trainees, and other persons whose conduct, in the performance of work for a
covered entity, is under the direct control of such entity, whether or not they are paid by
the covered entity.
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1. HIPAA Administration Policy

Purpose: The purpose of the policy is to comply with the HIPAA Security Rule’s
requirements pertaining to policies and procedures and documentation requirements and
the appointment of a security official.

Ll

12,

1.3.

1.4.

1.5

Ageﬁcies shall adopt and follow the State HIPAA policies and procedures.

The agency heads and their designees, along with the ITSU, are responsible for
establishing, implementing, and enforcing Staic HIPAA Security policies and
procedures. State HIPAA Security policies and procedures do not preempt any
existing-or similar laws or policies.

The State HIPA A policies and procedures apply to all ePHI and I'T resources that
store, process, have access 1o, and/or transmit ePHI held by the covered entities
and covered components of hybrid entities.

The following policies shall be adopted and enforced as applicable.
1.4.1. HIPAA Administrative Policy.

1.4.2. Securily Awareness and Training Policy

1.4.3. Acceptable Use and Sanction Policy

1.4.4. Information Technology Access Policy

1.4.5. Information Technology Security Policy

1.4.6. Information Technology Activity Review and Logging Policy
1.4.7. Incident Response and Reporting Policy |

1.4.8. Information Technology Resource Management Policy

1.4.9, Facility Security Policy ‘

1.4.10, Business Continuity Planning & 1T Disaster Recovery Policy
1.4.11. Risk Management and Audit Policy

1.4.12. Business Associate Contracts Policy

1.4.13. Isolating Health Care Clearinghoilse Policy

Policies and procedures shall be reasonable and appropriate to comply with the
standards, implementation specifications, or other requirements of the HIPAA
Security Rule, taking into account the size, complexity, and capabilities of the
Agency; the Agencies technical infrastructure, hardware, and software
capabilities; the costs of security measures; and the probability and criticality of
potential risks to ePHI. ;

State of Connecticut HIPAA Security Policy - Release 2.0 Page 6 of 23




1.6. Centralized procedures shall be developed by the ITSU for those procedures that
are to be used by all agencies. Agencies shall develop decentralized procedures
that must be specific to their state agency to define specific operational steps for
policy compliance.

1.7. Guidelines that set forth “best practices™ shall be developed by the ITSU for the
purpose of assisling Agencies to comply with policies and procedures.

1.8. Policies, procedures, and guidelines shall be documented and stored, by the
Agencies and the ITSU, in paper form or electronically.

. 1.9, HIPAA Security Rule policies and procedures and actions, activities or
assessments required by the HIPAA Security Rule, including but not limited to,
risk analysis, evaluations, and documentation related to security incidents and
their outcomes, shall be maintained for six years from the creation date or the
dale when it last was in effect, whichever is later.

1.9.1. Documentation shall be made available to anyone responsible for
implementing, managing, and auditing the procedures to which the
documentation pertains.

1.9.2, Documentation shall be reviewed, updated and modified, as needed, if
environmental or opetational changes affect the security of ePHI.

1.10. The Agency shall ideniify a securitly official who is 1'esp6nsible, in conjunction
with the ITSU, for the development and implementation of the policies and
procedures required for compliance with the HIPAA Security Rule.
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