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Planning & Drinking Water State Revolving Fund (DWSRF) Section
DATE: August 12, 2025

SUBJECT: Importance of Public Water System Sabotage Prevention and Response

In light of the ongoing geopolitical tensions in the Middle East, the Connecticut Department of Public
Health (DPH) would like to remind each community public water system (PWS) of the importance of
sabotage prevention and response. Each PWS should prioritize the following:

(1) maximize the physical security and cybersecurity of critical assets, such as by inspecting
locks, latches, gates, fences, ensuring cameras and alarms are operational, and by implementing
these top actions for securing networked systems;

(2) train staff to identify and respond to suspicious behaviors and to be cyber-aware;

(3) ensure plans are updated and routinely exercised to swiftly mitigate harm or damage in the
event of a malicious act or terrorist attack.

This request comes as the risk of domestic terrorism is heightened, as outlined in a Department of
Homeland Security National Terrorism Advisory System Bulletin issued on June 22. Iranian-affiliated
cyber actors may target U.S. devices and networks for near-term cyber operations, as outlined in a June
30 fact sheet issued by U.S. defense and intelligence agencies.
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https://www.cisa.gov/sites/default/files/2024-03/fact-sheet-top-cyber-actions-for-securing-water-systems.pdf
https://www.dhs.gov/ntas/advisory/national-terrorism-advisory-system-bulletin-june-22-2025
https://www.cisa.gov/resources-tools/resources/iranian-cyber-actors-may-target-vulnerable-us-networks-and-entities-interest
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To assist with this request, DPH encourages all PWSs to:

1. Take advantage of free consultations and technical assistance provided by the Cybersecurity and
Infrastructure Security Agency (CISA) and U.S. Environmental Protection Agency (EPA) for
bolstering physical security and cybersecurity posture.

2. Review the links to additional resources available on CISA’s Water and Wastewater Sector
website.

3. Apply for cybersecurity and resilience project grant funding through the State and Local
Cybersecurity Grant Program and through the Midsize and Large Drinking Water System
Infrastructure Resilience and Sustainability Program (time-sensitive-informative webinar
8/19/25; application deadline 10/6/25).

For more information on these resources or to request a free consultation with a security advisor, please
contact Eric Lindquist of DPH, who can provide you with contact information for CISA or have CISA
reach out directly. Eric can be reached at eric.k.lindquist@ct.gov or 860-884-8865.

As a reminder, in the event of an ongoing or imminent attack, immediately call 911 and the New Haven
Office of the Federal Bureau of Investigation at (203) 777-6311. Any observed activity that is suspicious
in nature but not a clear and present threat should be documented and reported to the Department of
Emergency Services and Public Protection for further investigation using the suspicious activity report
portal or by calling the Homeland Security Tip Line at (866)-457-8477.

DPH thanks you for your ongoing vigilance in protecting assets vital to public health and safety.

c: Brenda Bergeron, Esq., Deputy Commissioner, DESPP
Lisa Michelle Morrissey, MPH, Deputy Commissioner, DPH
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