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1.  If a folder hasn’t already been made, create a folder on the Documents 
folder with the DSS Case Number and the Town of Incident. When the 
media is inserted/downloaded into the computer, right click on the media 
and run both a Malwarebytes Scan and a McAfee Virus Scan.

 

2. Once the scan is complete, screenshot the results for the purpose of 
documentation and save that into the document folder. 
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3. After making sure that there are no viruses and malware is present on the 
media, document what is present on the submitted media by performing 

screen captures including the sub-folders.  A copy of the submitted media 
should be placed into the document folder.   

Downloaded files should first be write-protected.  To accomplish this, right 
click on the file/folder and under “Properties” in the “General” tab, select 
the and check off “read only”.  Click “Apply” and then “Ok”.

After the media has been write-protected, a hash value of the original and 
the copy should be obtained to verify that it is an exact copy.  A screen shot 
of the hash values should be placed into the case documentation.

Note:  if downloading from the “Arbitrator Back-End Client” this original 
hash value cannot be obtained.
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4. Once the media has been copied, drag the working files into “Media Info”

View the information in HTML (or whichever format is easier for you to 
read), and screenshot/print the information. 
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Print out this information and highlight the following:
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Premiere Pro CC - basic workspace layout for reference. 
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5. Open Adobe Premiere Pro CC:

 

Select:  new project. 

6. The following image depicts the setup of the menu when you select “New 
Project”.   In the Name Section, add a name for your project.  This is usually 
the case number and other identifiers.  Select “browse” to be able to select 
the designated folder created in Step 1.  Once that is completed select “OK”. 
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7. Once the workspace opens, import the media file to be redacted.  Use the 
following to perform this import: File  Import and then browse for the 
folder on your desktop containing the copy of the submitted media.  This 
step would also be used to access media that was downloaded directly from 
the Arbitrator program and placed in the document folder.
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8. Once the media is imported, click and drag the media to the “Add Item” button (shape of a sticky note).  This will create a sequence that fits the settings of 
your original video.
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9.  If redactions are needed to both audio and video, refer to page 16 of this work instruction.  If no audio redaction is needed, proceed to Step 10.  If redactions 
are needed only for audio, refer to page 16 of this work instruction.

10.  Review the video to determine what needs to be redacted by the requesting agency.   Once it is clear what areas of the video need to be redacted, pause 
the video at the beginning of where the redaction should take place.  In the tools menu, select the “Razor Blade” tool to cut the video, scroll to the end of the 
portion of the video needing redaction and again cut the video using the “Razor Blade” tool.  The selected segment of video enclosed within the “razor blade” 
cuts should be the area in which the redaction is going to be applied. The left and right cursor arrows move the video frame by frame for a more accurate 
location to cut using the “Razor Tool”.   

     
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11. Once the video selection is isolated by the razor cuts, choose the arrow selection tool and go to the Effects section.   In the “Effects” section select  Blur & 
Sharpen  Camera Blur.  Once Camera Blur is chosen Click and Drag that effect and drop it onto the section of the video that you have isolated to redact.  

       
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

12. Once that effect is place on that section of the video, go to the effects control menu here you will need to adjust the “Percent Blur”.  You can select a range 
from “25%” to “10%” as the blurring to apply to the entire video.  It is preferable to use 15%, but if the details of the image are still legible, you may need to 
increase the blur up to 25%
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The images below illustrate the final results when using different levels of blurring percentage.  

              

                                    25% Blur                                        vs.                                  15% Blur                                           vs.                                          10% Blur

13. When there are multiple videos for the same case that require redactions, open up “new sequence”. This will create a new tab in your workspace under the 
name of that original case file. Use the following steps to achieve this: File  Import, and follow steps 8-11. 
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14. Once the video is redacted, export the video in a format that the requesting agency will be able to playback on their computers or devices available to them, 
using the following steps: File  Export  Media.
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15. When exporting the MP4 file, check off 
the box that says “Match Sequence 
Settings” under export settings***. 

Go to “Output Name” select the blue 
hyperlink in that section to reinsure that 
when the content is exported it is going to 
the correct folder and is named properly. 

For example, if the media was originally 
labeled as “408_VTS_011.VOB” the media 
being exported out would be 
“408_VTS_01.1.VOB_Redacted”. This way 
you will be able to tell which is the media 
you produced vs the file that came in for a 
redaction.

If you have more than one video in the 
project make sure to export each one. 
They all have to be individual exports. 

***See below if exporting an imported 
WMV video.  Note: MP4 is the prefable 
format to export.  
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Change the output 
name to “the title 
of your 
video_redacted”, 
and select the 
designated folder 
for the case to save 
the video in. 

Scroll to make the 
Video Codec is “Xvid 
MPEG-4”

Referring to the 
metadata from Media 
Info, plug in the 
Width, Height, Frame 
Rate, and Field Order 
of the video.  

Select the format for 
the exported video to 
be an AVI 
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Redacting the Audio in video using Premiere Pro CC

When redacting audio in a video. You want to “lock” the video by clicking the icon that looks like a pad lock. This prevents the video from being affected by your 
next cuts to the audio and next redactions. 

Review the audio to determine what needs to be redacted as detailed by the requesting agency.   Once it is clear what areas of the audio need to be redacted, 
pause the video at the beginning of where the audio redaction should take place.  In the tools menu, select the “Razor Blade” tool to cut the audio at the place 
of the start of the redaction.  Scroll to the end of the portion of the audio needing redaction and again cut the audio using the “Razor Blade” tool.  The selected 
segment of audio enclosed within the “razor blade” cuts should be the area in which the redaction is going to be applied. Using the cursor, highlight the razor cut 
area and then hit “delete”.   

Once the audio is redacted you can export your now redacted video and audio by following the instructions under number 14. 

Note:  when needing to conduct both video and audio redactions on the same file, it is preferable to “unlink” the video from the audio and lock the segment 
that is not being redacted at that time.  This will present extra “razor” cuts from being applied to both areas (video and audio) of the timeline simultaneously.
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Acquiring Video from Arbitrator 360° Backend Client

1.  If a folder hasn’t already been made, create a folder in the Documents folder with the appropriate case number and any other designator.  

2.  If the request for a redaction is submitted via an RFA to acquire the video from the Arbitrator 360° Backend Client, log into Arbitrator 360° Backend Client 
using your credentials. 

3.  Search for video needed by using the “Quick Search Fields” and the provided information on the Request for Analysis. 

4.  Once the requested video is located, select the file from the file list.  You may have to refresh the list for the new video to show up. After the video is 
selected, use the “copy” tab from the options on the bottom of Back-End Client screen, and select “Convert Copy to MP4”. The video will download into your 
selected folder, and you can then work with it in Premiere Pro.

Follow the highlighted inserts in the images.

Note:  MP4 is a higher quality video and preferable over the WMV format.
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Once the video is downloaded into the appropriate folder on your computer, you may begin redactions and or enhancements as needed 

2.  Select the 
designated File 
Folder for the case 
where video should 
download.

3. Convert the video into 
your designated folder. 

1.  Select appropriate 
overlay needed to 
display in video 
playback.


