MMIE SOP-30.1 Appendix for Redactions Revision: 1 Effective: 12/18/2018
1. If a folder hasn’t already been made, create a folder on the Documents Expand

folder with the DSS Case Number and the Town of Incident. When the

Browse with IrfanView

media is inserted/downloaded into the computer, right click on the media [ou==tijat=peiiEoER= ey  (E) 180918 1204
and run both a Malwarebytes Scan and a McAfee Virus Scan. Open in new window

Print with DirPrn ... z

Mame
Share with 3
E Adobe Drive Cst » 4 Files Currently on the Disc (2)
Burn to disc J 480
. 556

E Combine files in Acrobat...

Scan with Malwarebytes

Spybot - Search & Destroy [J
st o>

Format...

Eject

Copy

Mew 3

Properties
Tive (E

> 58 lims (\\10.51.108.115) (¥:)
> 5 lab (\\10.51.108.115\dpslab) (Z:)

>9§ MNetwaork
e 2items

2. Once the scan is complete, screenshot the results for the purpose of
documentation and save that into the document folder.
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| el A 2~ N
Malwarebytes | FREE

&N Dashboard Scan

Scan Schedule

Close X
{‘:—:_r;:'} Quarantine
E] Reports
53 Your scan is complete.
O3 Settings
ot No threats detected!
Scan time: 1m : 465
Items scanned: 31
Threats detected: 0
Export Summary View Report
Why Premium
[ \"> On-Demand Scan Progress - E@E
Scan Detection Help I
] =2 E
Propertties
Secanning in: |
ftem: |
Progress
Nething found Time: 0:22:14 Scanned: 32 Detections: 0

3. After making sure that there are no viruses and malware is present on the
media, document what is present on the submitted media by performing

Effective: 12/18/2018

screen captures including the sub-folders. A copy of the submitted media
should be placed into the document folder.

Downloaded files should first be write-protected. To accomplish this, right
click on the file/folder and under “Properties” in the “General” tab, select
the and check off “read only”. Click “Apply” and then “Ok”.

After the media has been write-protected, a hash value of the original and
the copy should be obtained to verify that it is an exact copy. A screen shot
of the hash values should be placed into the case documentation.

Note: if downloading from the “Arbitrator Back-End Client” this original
hash value cannot be obtained.
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1.« Statelab » Training » BodyWorn Camera » 1stVideo » 20181017-120249 » 20181017 » 100949 v | %4 || Search 100949 P
. —
@ | » Computer » Seagate Backup Plus Drive (G) » Statelab » Training » BodyWorn Camera » Length Test » | 43 )| Search Length Test ) e e L e ok - O @
5
Organize > Includein library > Sharewith v Slideshow. Bum . New foldes =- A @ 0 Seagate Backup Plus Drive (G) *  Name Date modified Type Size
‘ -~ 9 fims (\10.51.108.15) (V:
W, Favoikes & fms ) 00685 2018101 71409480 pof 10/17/20181202PM  Adobe Actobat Document 7K@
L] Creative Cloud Files 1 1993 folder #2 - , 5
B Destiop o2 a ) qla00685_20161017140346€0.01_000.mpé 1017/20181203PM  GOM Media file{mp4) 82,686 KB
= '} olaer
e 1 _I—— . = o 9 qla00685,_20181017140048€0 01 000,11t 1017/20181203PM  GOM Media fil vt 248
. Recent Places ’ i a
OTEDES SLEDLY BESERD  CER G oo sey gl : Chpemicam”a‘ saton ] qla00685_20181017140948€0) 0181017140919 00.000bam!  I0AT/Z0081202PM XML Document 248
@ Libraries ot e = ¥ | qla0068S_20181017140948€0_20181017140919 00 000moml  10/17/20181202PM XML Document 11K8
% Documents ﬁ 11 CRIMINALISTICS
&) Music — e v
i Pictures length test video mpd export I
H videos lea:ll.z;“r;d «completion.png ] ems
l 10 items.

Js| | « SateLab » Trining » Body Wom Camera 1 IstVideo » JIBONT-06T » 2018017 » 10099 o [# | earch 10099 s}
& <« 5

1 2008 folder £2

1. Alpha

1. Chemical Analysis Section
1 CRIMINALISTICS

2 ftems

Organize ¥ Includeinlibrary v Sharewith v Playall  Bum  New folder | : v‘ il @
| Seagate Backup Plus Drive (6) * Name g Date Type Size Length
2 i 0.51.108.115) (V:
= IT;;;\: - A qla00685_20181017140048 ). pf 10/17/201811:07 AM Adobe Acrobat Document TKB
| older
. qla00685_20181017140948¢0 01 000wy 10/17/2018 1107 AM GOM Media file{,wmv) 162033 KB 00:02:41

4. Once the media has been copied, drag the working files into “Media Info”

View the information in HTML (or whichever format is easier for you to
read), and screenshot/print the information.
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|9 Mediarea.net/Media Ce\CD - mﬁ\s5M1.vos
[H File 'i;View ©. Options {3 Debug {§ Help () Language
@ [causerswutiMedizDes ktopuH TrainingiRedaction Practice\CD - 480 + 556\556WTS_01_1.V08 =)

Container and general information
MPEG-PS: 447 MiB, 10 min 0 s
1video stream: MPEG Video

1 audio stream: AC-3

»i

~ Firstvideo stream
! 0 6 000 kbis, 7207480 (16:9), at 29.970 (30000/1001) FPS, MPEG Video (NTSC) (Version 2) (Main@Main) (BVOP)

First audio stream
128 kbis, 48.0 kHz, 16 bits, 2 channels, AC-3 (DVD-Video) (Dolby Digital)

@ Basic
Sheet

el

Tree

Text

HTML

XML

JSON
MPEG-7
PBECorel.2
PECore 2.0
EBUCore 1.5
EBUCorel.6

information about this file, you must select a different view (Sheet, Tree...)

EBUCore 1.8 (acq. metadata: parameter then segment)

EBUCore 1.8 (acq. metadata: segment then parameter)

Effective: 12/18/2018

Video

Nominal frame rate :

D: 2

Formar : WMV2

Codec ID : WMV

Codec ID/Info : Windows Media Video 8
Description of the codec : Windows Media Video V8
Duration : 2min45s
[Tt ratte mode ; Lonstant

Bit rate : 8000 kb/s

Width : 1280 pixels

Height : 960 pixels

Display aspect ratio : 43

Frame rate : 29.970(29970/1000) FPS

30.000 EPS

Bit depth :
Bits/(Pixel*Frame) :

Stream size :

‘Language |
NumberQfFrames :

§ bits

0217

157 MiB (97%)
English (United States)
4932

Print out this information and highlight the following:

Audio

ID: 1

Format : PCM
CodecID: 1

Duration : Imindss

FBit rate mode : Constant

Bit rate : 128 kb/s
Channel(s) : 1 channel
Sampling rate : 8000 Hz

Bit depth : 16 bits

Stream size : 251 MiB (2%)
Language : English (United States)
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Premiere Pro CC - basic workspace layout for reference.

Audio Clip Mixer
(hidden)
Effect Controls Metadata
(hidden) (hidden) Workspaces Program Monitor

Source Monitor

Info (hidden)
Project

Clips

Media Browser  Libraries Tools Tracks  Timeline Sequence Audio Master
[(hidden) (hidden) pane| Meters
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5. Open Adobe Premiere Pro CC: 6. The following image depicts the setup of the menu when you select “New

Project”. In the Name Section, add a name for your project. This is usually
the case number and other identifiers. Select “browse” to be able to select

the designated folder created in Step 1. Once that is completed select “OK”.

Pr [8

m-’
Adobe — --

Premiere P..

Select: new project.

Last opened

LAST OPENED +

Open Project..

New Team Project...

Open Team Project...
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7. Once the workspace opens, import the media file to be redacted. Use the
following to perform this import: File 2 Import and then browse for the
folder on your desktop containing the copy of the submitted media. This
step would also be used to access media that was downloaded directly from
the Arbitrator program and placed in the document folder.

Effective: 12/18/2018
Edit Clip Sequence Markers

Graphics  Windo

MNew

Open Project...

Open Team Project...

Open Recent

Convert Premiere Clip Project...

Close

Close Project
Close All Projects
Refresh All Projects
Save

Save As...

Save a Copy...

Save All

Revert

Sync Settings

Capture...
Batch Capture...

Link Media...
Make Offline...

Adobe Dynamic Link

Adobe Story

Import from Media Browser

b
Ctrl+0Q

Ctrl+W
Ctrl+Shift+ W

Ctrl+5
Ctrl+Shift+5
Ctrl+Alt+5

Ctrl+Alt+1

Import...

Cirl+1 |

Import Recent File
Export

Get Properties for
Project Settings

Project Manager...

Exit

3

3

3

3

Ctrl+Q
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8. Once the media is imported, click and drag the media to the “Add Item” button (shape of a sticky note). This will create a sequence that fits the settings of

your original video.
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9. If redactions are needed to both audio and video, refer to page 16 of this work instruction. If no audio redaction is needed, proceed to Step 10. If redactions

are needed only for audio, refer to page 16 of this work instruction.

10. Review the video to determine what needs to be redacted by the requesting agency. Once it is clear what areas of the video need to be redacted, pause
the video at the beginning of where the redaction should take place. In the tools menu, select the “Razor Blade” tool to cut the video, scroll to the end of the
portion of the video needing redaction and again cut the video using the “Razor Blade” tool. The selected segment of video enclosed within the “razor blade”
cuts should be the area in which the redaction is going to be applied. The left and right cursor arrows move the video frame by frame for a more accurate

location to cut using the “Razor Tool”.
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11. Once the video selection is isolated by the razor cuts, choose the arrow selection tool and go to the Effects section. In the “Effects” section select 2 Blur &

Sharpen - Camera Blur. Once Camera Blur is chosen Click and Drag that effect and drop it onto the section of the video that you have isolated to redact.
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12. Once that effect is place on that section of the video, go to the effects control menu here you will need to adjust the “Percent Blur”. You can select a range
from “25%"” to “10%” as the blurring to apply to the entire video. It is preferable to use 15%, but if the details of the image are still legible, you may need to
increase the blur up to 25%
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The images below illustrate the final results when using different levels of blurring percentage.

25% Blur VS. 15% Blur . 10% Blur

13. When there are multiple videos for the same case that require redactions, open up “new sequence”. This will create a new tab in your workspace under the

name of that original case file. Use the following steps to achieve this: File = Import, and follow steps 8-11.
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Effective: 12/18/2018

14. Once the video is redacted, export the video in a format that the requesting agency will be able to playback on their computers or devices available to them,

using the following steps: File = Export = Media.

File| Edit Clip Sequence Markers

Graphics  Window Help

MNew

Open Project...

Open Team Praject...

Qpen Recent

Convert Premiere Clip Project...

b
Ctrl+0

Close Crrl+ W

Close Project Ctrl+Shift+W

Close All Projects

Refresh All Projects

Save Ctrl+S

Save As... Ctrl+Shift+5

Save a Copy... Ctrl+Alt+S

Save All

Revert

Sync Settings 3

Capture... Fs

Batch Capture... F6

Link Media...

Make Offline...

Adobe Dynamic Link 3

Adobe Story »

Import from Media Browser Ctrl+Alt+1

Import... Ctrl+1

Import Recent File »

Export | 1B Media... Ctrl+M

T N Motion Graphics Template...
Captions...

Project Settings » Tape (DV/HDV)...

Project Manager... Tape (Serial Device)...

. EDL...

Exit Ctrl+Q

OMF...
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15. When exporting the MP4 file, check off
the box that says “Match Sequence

Settings” under export settings***.

Go to “Output Name” select the blue
hyperlink in that section to reinsure that
when the content is exported it is going to
the correct folder and is named properly.

For example, if the media was originally
labeled as “408_VTS_011.VOB” the media
being exported out would be
“408_VTS_01.1.VOB_Redacted”. This way
you will be able to tell which is the media
you produced vs the file that came in for a
redaction.

If you have more than one video in the
project make sure to export each one.
They all have to be individual exports.

***See below if exporting an imported

WMV video. Note: MP4 is the prefable
format to export.
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Select the format for

the exported video to
be an AVI

Change the output
name to “the title
of your
video_redacted”,
and select the
designated folder
for the case to save
the video in.

Scroll to make the
Video Codec is “Xvid
MPEG-4”

Referring to the
metadata from Media
Info, plug in the
Width, Height, Frame
Rate, and Field Order
of the video.
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Finally, select the “Audio” tab
and referringtothe metadata
from Media Info under
“Audio” plug in the "Sample
Rate”, “Channels”, and

“Sample Size". Upon
completion select “Export” to
the designated folder.
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Redacting the Audio in video using Premiere Pro CC

When redacting audio in a video. You want to “lock” the video by clicking the icon that looks like a pad lock. This prevents the video from being affected by your

next cuts to the audio and next redactions.

Review the audio to determine what needs to be redacted as detailed by the requesting agency. Once it is clear what areas of the audio need to be redacted,
pause the video at the beginning of where the audio redaction should take place. In the tools menu, select the “Razor Blade” tool to cut the audio at the place

of the start of the redaction. Scroll to the end of the portion of the audio needing redaction and again cut the audio using the “Razor Blade” tool. The selected
segment of audio enclosed within the “razor blade” cuts should be the area in which the redaction is going to be applied. Using the cursor, highlight the razor cut
area and then hit “delete”.

Once the audio is redacted you can export your now redacted video and audio by following the instructions under number 14.

Note: when needing to conduct both video and audio redactions on the same file, it is preferable to “unlink” the video from the audio and lock the segment
that is not being redacted at that time. This will present extra “razor” cuts from being applied to both areas (video and audio) of the timeline simultaneously.
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Acquiring Video from Arbitrator 360° Backend Client

1. If a folder hasn’t already been made, create a folder in the Documents folder with the appropriate case number and any other designator.

2. If the request for a redaction is submitted via an RFA to acquire the video from the Arbitrator 360° Backend Client, log into Arbitrator 360° Backend Client

using your credentials.

3. Search for video needed by using the “Quick Search Fields” and the provided information on the Request for Analysis.

@ Arbitrator 360°- Back-End Client - 2.9.42.32 - Hermandez

| | E T | Adv Search | Import Streaming | Report

Default Saved Search

From Hour Min  AMPM Search For:

[[110/11/2018 |+ | 01 34 PM - _Search |+
To Hour  Min  AM/PM ) All Records Clear Histary

[C10/718/2018 |~ | 01 34 PM @ Records in Current List

TI'II..IrnbnaiI Source Filename  Classify Case File # Start Time Duration Officer! Officer2 Agency Unit Shift Area Vi
Rndv Wom [ alaNnNRRR 2 AT IDNNN-12 1 4A2R070 ronnarcticot

4. Once the requested video is located, select the file from the file list. You may have to refresh the list for the new video to show up. After the video is
selected, use the “copy” tab from the options on the bottom of Back-End Client screen, and select “Convert Copy to MP4”. The video will download into your
selected folder, and you can then work with it in Premiere Pro.

Follow the highlighted inserts in the images.

Note: MP4 is a higher quality video and preferable over the WMV format.
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[3) Arbitrator 360°- Back-End Client - 2.9.42.32 - Hemnandez

| Main | Adv Search

Revision: 1

50

i

Import Streaming

Default Saved Search

From Hour Min  AM/PM Search For:
[F110/11/2018 || 01 34 PM
To Hour Min  AMPM

() All Records

[]10/18/2018 |~ | 01 34 PM

Clear Histary

Thumnbnail

Sa

@ Records in Current List

Effective: 12/18/2018

Report

- L sesrnly)

Body Worn

_‘E—Lf

-

-

B

Source Filename Classify Case File# Stari Time Duration Officerl Officer2  Agency Unit Shift Area

Body 'Wom | glaDDB85_2 10/17/201 | 00:00:13 | 425029 Connecticut
0181017135 8 9:56:35 State Police
635e0 AN

Body Worn | glaD0B85_2 10/17/201|00:02:40 | 425029 Connecticut
0181017140 3 State Police
943e0 10:09:49

Body Worn | qla00B885_2 10/17/201|00:02:44 | 425029 Connecticut
0181017141 a8 State Police
500e0 10:15:00

Body Wom | glaDD6835_2 10/17/201|00:04:12 | 425029 Connecticut
0181017141 8 State Police
835e0 10:18:36

Body 'Wom | glaDDG85_2 10/13/201 | 00:01:58 | 425029 Connecticut
0181018163 8 State Police
650e0 12:36:50

Body 'Wom | glaDDB85_2 10/18/201 | 00:01:51 | 425029 Connecticut
0131018164 3 State Police
125e0 12:41:25

Body Worn | qgla00B85_2 DSS-Practice| 10/18/201 [00:00:36 |425029 Connecticut
0181018171 B81:19:58 State Police
958e0 P

Body Wom | glaDD6835_2 10/12/201|00:00:29 | 425029 Connecticut
0181018173 81:33:29 State Police
32060 =

Body "Worn | gla00685_2 | Equipment  |DSS- 10/18/201|00:00:21 | 425029 Connecticut
0181018173 Test Practice-2 (8 1:38:46 State Police
B46e0 FM

—

1
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Burn DVD-Video
Convert Copy to WV
I Convert Copy to MP4. I

Export Capy
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Arbitrator 360°- Back-End Client - 2.9.42.32 - Hemandez-Ortiz Jennifer, <425029>@10.51.125.50

Main Import Streaming Report

Overlay OSD Settings

1. Select appropriate
overlay needed to

[ Agency . L

(] unit display in video
playback.

2. Select the

designated File

Folder for the case e
[¥] Time Stamp

where video should

download.

Quiput Settings

Gi\State Lab\Training'\Body Worn Camera\3rd Video _

=

=
O] = 3. Convert the video into
= = your designated folder.

Once the video is downloaded into the appropriate folder on your computer, you may begin redactions and or enhancements as needed
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