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NCMEC CRIS Submissions

The above mentioned files are being submitted to NCMEC [National Center for Missing and
Exploited Children] for a CRIS Review [Child Recognition and Identification System]. This will
determine if any files depict victims identified in previous law enforcement investigations. Once
a report is provided from NCMEQC, it will be forwarded to the submitting officer.

GrayKey Agent Install

An agent has been installed on this phone to attempt to brute force the user installed passcode.
The agent will run continuously on the device until a result is obtained. The phone will need to
remain powered for the duration of this process. Once the passcode is determined, the screen will
change to green, and the passcode will be indicated on the screen. At this point, the phone can be
resubmitted to the lab for further examination.

See included documentation for further details.

Examiner: include the GRAYKEY IPHONE UNLOCK AGENT WITH RETURN — DEVICE
GUIDANCE MEMO documentation with the report, submission, and/or attachment media.

Cellebrite Premium Agent Install

An agent has been installed on this phone to attempt to brute force the user installed passcode.
The agent will run continuously on the device until a result is obtained. The phone will need to
remain plugged in and powered on for the duration of this process. Once the passcode is
determined, the screen will turn green. The phone will require to be returned to the lab for further
examination. The passcode will not be indicated on the screen once found.

See included documentation for further details.
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Examiner: include the CELLEBRITE UFED PREMIUM IPHONE UNLOCK AGENT WITH
RETURN — DEVICE GUIDANCE MEMO documentation with the report, submission, and/or
attachment media.
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