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INTRODUCTION

1.2

1.3

This Quality Assurance Manual defines the Department of Emergency Services and
Public Protection (DESPP), Division of Scientific Services (DSS) overall commitment to
quality and provides information about the processes that are usedsto generate quality
data, the indicators that continually measure/monitor the systenis and the agtivities which
are part of the quality system. The sum total of these activities will provide an accurate
assessment of customer satisfaction and provide the foundation forimprovement of
services to our stake-holders in the State of Connecticut.

Quality Policy Statement

The primary goal of DSS is to provide high quality, forensically/defensible analytical
services to our customers. The Division Missien Statement emphasizes the importance of
servicing customer needs and requirement$:

Scope

The Department of Emergency Services and\Publi¢ Protection (DESPP), Division of
Scientific Services (DSS) providesiforénsic analyses of evidence submitted by Law
Enforcement, Judicial Servieesiand State and Federal Agencies.

Link to the scope of accteditation for the'Division:

https://search.anab.org/public/organization_files/State-of-Connecticut-Department-of-
Emergency-Services-and-PubliesProtection-Division-of-Scientific-Services-Cert-and-
Scope-File-02£04-2022 1643994972 .pdf

This QualitypAssurance (QA) Manual specifies the general policies of DSS that ensure
the quality, administrative and technical operations of the laboratory.

The Quality'System and Management System cover work carried out in the laboratory’s
permanent facilities, at sites away from its permanent facilities, or in associated
temporary or mobile facilities.

Knowledge of the contents of this manual is the responsibility of all employees of the
Division.
Normative References

The documents that guide the Management System include:
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4.1
4.1.1

a) International Standard ISO/IEC 17025:2017. This document will be referred to using
QF

b) ANAB AR3125 Forensic Science Testing and Calibration Laboratories Accreditation
Requirements. This document will be referred to using (%)

c) Federal Bureau of Investigation (FBI) Quality Assurance Standards (QAS) for
Forensic DNA Testing Laboratories and DNA Databasing Laboratories (2011).

d) ATF Minimum Required Operating Standards (MROS) Audit'for National Integrated
Ballistic Information Network Sites (2018).

e) ANAB Guiding Principles of Professional Responsibility for Ferensic/Service
Providers and Forensic Personnel (GL-1.4)

f) DSS Laboratory Standard Operating Procedures (SOPs); as applicable.

Terms and Definitions

Terms used in this document are alignedwith ISO/IEC 17025:2017 and ANAB AR3125
terms and definitions.

General Requirements
Impartiality
('4.1.1)

Laboratory activities are impattial and are structured and managed so as to safeguard
impartiality.

(14.1.2)
DSS Management is ecommitted to impartiality.
('4.1.3)

The Laboratory will be responsible for ensuring no commercial, financial, or other
pressures compromise impartiality or the quality of work. All Management and Division
personnel are free from any undue internal and/or external inappropriate influences or
pressures that may adversely affect the quality of their work. Guidance to ensure that
DSS personnel are not subject to such influence is provided and detailed in GL-5
“Ethics.” (' 4.1.3)

4.1.3.1 (?4.1.3.1)

The Management System of the DSS includes:

a) GL-5 “Ethics” which includes the commitment of the DSS to good professional
practice.
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4.2

b) GL-5 “Ethics” includes a requirement for annual review of the ‘ANAB Guiding
Principles of Professional Responsibility for Forensic Service Providers and
Forensic Personnel’ (refer to GL 1.4). Documentation is retained within the
Quality Management Software (QMS).

C) GL-5 “Ethics” provides guidance on follow-up to reported ethics issues as
appropriate.
('4.1.4)

While the Division of Scientific Services (DSS) is a part of a ldrger organization active in
Law Enforcement and related activities, the relationship of.the Division to the parent
organization is designed to preclude any undue involvement or influénce®t Departmental
Personnel. The DSS Director reports directly to the Commissioner of the Department of
Emergency Services and Public Protection. Other DivisiondManagefs and the Division’s
scientific staff have no reporting responsibility outside this'direet chain of command.

Management will ensure that Division personfiel.avoid involvement in any activities that
might be construed as compromising the forensic defensibility of the Division’s analyses,
reports or personnel integrity. Guidane@yin thisyarea is provided in GL-5 “Ethics”.

Such pressures will be reported to the Director andappropriate responses will be
coordinated. If documentation is réquired, it will be maintained by the Laboratory
Director or in the appropriatesrecord with the Quality Section.

DSS personnel are required to read the current, published version of the ANAB Guiding
Principles of Professional Responsibility for Forensic Service Providers and Forensic
Personnel annually®Cempliance with this will be documented in the QMS. A record of
the review willde maintained for 10 years, as detailed in GL-5 “Ethics.”

(14.1.5)

The Laboratory williidentify risks to its impartiality on an ongoing basis through the
review of compliance-related issues, the review/creation of Standard Operating
Procedures (SOP’s), and by monitoring adherence to the Division’s Quality Assurance
Manuals and Section/Unit SOPs.

While the Division of Scientific Services (DSS) is a part of a larger organization active in
Law Enforcement and related activities, the relationship of the Division to the parent
organization is designed to preclude any undue involvement or influence of Departmental
Personnel. The DSS Director reports directly to the Commissioner of the Department of
Emergency Services and Public Protection. The Division Managers and the Division’s
scientific staff have no reporting responsibility outside this direct chain of command.

If a risk to impartiality is identified, a review will be conducted to ensure that proper
corrective action is taken to eliminate or minimize the risk.

Confidentiality
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4.2.1

422

423

4.2.4

(14.2.1)

The DSS is authorized by Section 29-7b of the Connecticut General Statutes (GL1.2).
The responsibility of the DSS is to meet the requirements of the statute while also
meeting the needs of its customers, the applicable requirements of ANAB Accreditation
Requirements, ISO/IEC 17025:2017, and the requirements of the DNA Quality
Assurance Standards (QAS).

The laboratory shall be responsible, through legally enforceable commitments, for the
management of all information obtained or created during the pérformanceiof laboratory
activities. The laboratory shall inform the customer in advance, of the information it
intends to place in the public domain. Except for information that the customer makes
publicly available, or when agreed between the laboratory and.the customer (e.g. for the
purpose of responding to complaints), all other informatiends considered proprietary
information and shall be regarded as confidential.

All employees of the DSS will adhere to the eonfidentiality policy as set forth in GL-5
“Ethics”. The DSS will not make public ¢enfidential information unless agreed upon by
the customer.

(14.2.2)

Generally, the DSS only releases‘€ase ififormation (i.e. reports) to the submitting agency
and the related GA (Geographiecal Area) Court. If an agency, requests a copy of another
agencies case report the individual needs,to obtain permission from the submitting
agency. The contract between the DSS and submitting agencies allows for the sharing of
case information as.intelligence leads with law enforcement agencies. If required to
release case-speeific information'on a large scale for other reasons the Director or their
designee willdnform the related customers.

The Toxicology Unit will disseminate case reports related to DUIs per General Statutes
248, 14-227a section b), subsection 2).

(14.2.3)

All employees of the DSS will adhere to confidentiality policy as set forth in GL-5
“Ethics”.

(14.2.4)

The Division of Scientific Services has policies and procedures that address
client/customer confidentiality, proprietary rights and the secure storage and where
applicable, transmission of electronic data, and that those policies and procedures are
followed.

The Division of Scientific Services has policies and procedures that address
client/customer confidentiality, proprietary rights and the secure storage and where
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52

5.2.1

applicable, transmission of electronic data, and that those policies and procedures are
followed.

GL-5 “Ethics” addresses confidentiality and proprietary rights.
GL-4 “LIMS” addresses secure electronic storage of data.
GL-11 “Control of Records” addresses transmission of electronic data.

When the DSS uses contract employees, those employees will adhere to DSS ethics
policy. Additionally, when the DSS sub-contracts work, the contract'will include
language on confidentiality.

Structural Requirements
(*5.1)

The Division of Scientific Services is part of the State of €onnecticit Department of
Emergency Services and Public Protection (DESPP). The Conneéticut DESPP is the
legally responsible entity for the Division. The DSS is authorized by Section 29-7b of the
Connecticut General Statues (GL1.2).

(1'5.1)

DSS Top Management consists of the Direetor and, Deputy Directors. The Director has
overall responsibility for the laboratorys

The Director has the delegatedsauthority through the Commissioner of the Department of
Emergency Services and Public Protection to make and enforce decisions within the
Division of Scientific Setvices as pef Connecticut General Statute Section 29-7b (GL1.2).

Each Deputy Directomreports to the Director. The DSS Director represents the Division
in the Departmeft of Emergeney Services and Public Protection (DESPP), reporting
directly to the: Commussiencr thereof. These relationships are detailed in the Divisions
Organization Chart!

25.2.1

The defined duties of the Director of the DSS can be found in the state job description
available on the State of CT Department of Administrative Services (DAS) web site.
Below are summaries of job duties.

Director:

Serves as the scientific management and Division representative within the Department
of Emergency Services and Public Protection and is responsible for the overall operation
of the Division. The Director acts to support the Deputy Directors for both administrative
and scientific matters. The Director is responsible for ensuring that work and personnel
assignments are structured in such a manner as to allow for efficient operation of the
Division. The Director is responsible for establishment and implementation of the Quality
Assurance/Management System of the Division, in association with the Division Quality
Assurance Manager (QM). The Director and QM ensure that the Quality System includes

State of Connecticut Department of Emergency Services and Public Protection
Division of Scientific Services
Documents outside of the QMS are considered uncontrolled.




GL 1 Quality Manual Document ID: 1388
Revision: 22
Effective Date: 03/24/2024
Approved by Director: Dr. Guy Vallaro Status: Published
Page 8 of 78

all components necessary to comply with ANAB AR3125, ISO/IEC 17025:2017, the FBI
Quality Assurance Standards, and the ATF Minimum Required Operating Standards
(MROS). The Director works in conjunction with the Deputy Directors (DD), Assistant
Director(s) (AD), Assistant Director of the State Forensic Science Laboratory (ADFL),
Quality Assurance Manager, FB/DNA Quality Assurance Manager, Scientific Services
Administrative Manager (SSAM), Laboratory Information Systems Manager (LISM),
Section Supervisors and Unit Leads to monitor the Quality System and make
improvements as needed.

Deputy Director (section specific):

Deputy Directors direct specific Sections within the Divisien, as determined to be
appropriate by the Director. The Deputy Directors report'directly to the Director and are
responsible for the overall operation of the Units that fmake up the Secttons, including
strategic planning, preparation of budgets, formulation of project goals and objectives,
analytical processes, evidence handling, overseeing of grantsiand security. The Deputy
Directors are responsible to support the Quality Assurance/Management System of the
Division, in association with the Quality Assurane&iManager and FB/DNA Quality
Assurance Manager. As part of this they mustiensure that the Quality System includes all
components necessary to comply with ANAB AR3125 and ISO/IEC 17025:2017.
Additionally, as applicable they must enstire:adhereénce to the FBI QAS and ATF MROS
documents. The Deputy Directors'work in conjunction with the Assistant Directors,
Quality Section, Section Supervisorsand Unit Leads to monitor the Quality System and
make improvements as needed.

Assistant Directors (section specific):

Assistant Director§ report directlysto the Deputy Directors and are responsible for the
day-to-day opefations of their respective Sections. The Assistant Directors are
responsible for'ensuring thatpwork and personnel assignments are structured in such a
manner as to allow: for the efficient operation of the Units. The Assistant Directors are
responsibléito supportthe Quality Assurance/ Management System of the Division, in
association with the Quality Assurance Manager and FB/DNA Quality Assurance
Manager.| As part of this they must ensure that the Quality System includes all
componentsito comply with ANAB AR3125 and ISO/IEC 17025:2017. The Assistant
Directors work in conjunction with the Deputy Directors, Quality Section and Section
Supervisors and Unit Leads to monitor the Quality System and make improvements as
needed.

Assistant Director of the State Forensic Science Laboratory (ADFL):

The Assistant Director reports directly to the Director. The Assistant Director is
responsible to support the Quality System of the Division, in association with the Quality
Assurance Manager and Forensic Biology/DNA Quality Assurance Manager. As part of
this they must ensure that the Quality System includes all components necessary to
comply with ANAB AR3125, ISO/IEC 17025:2017 and the FBI DNA Quality Assurance
Standards. The Assistant Director works in conjunction with the Quality Section, Section
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Assistant Directors and Deputy Directors to monitor the Quality System and make
improvements as needed.

Quality Assurance Manager (QM):

The Quality Assurance Manager reports directly to the Director. The Quality Assurance
Manager is a central and essential position within the Division; the QM serves to
facilitate the implementation of the overall Quality System. As such, the Quality
Assurance Manager is responsible for monitoring the Quality System.and identifying
deviations or potential deviations from the system. The QM willétrive to.improve the
overall Quality System of the Division. The Quality Assurancé Manager works directly
with the Director, Deputy Directors, Assistant Directors and'the FB/DNA Quality
Assurance Manager to ensure that the Quality System méets the requiremients of ANAB
AR3125, ISO/IEC 17025:2017, the FBI DNA Quality*Assurafice Standards and the ATF
MROS document. The Quality Assurance Manager'is also@ sourcefof guidance for
Section Supervisors and Unit Leads to aid them in achieving the‘goals of the Quality
System.

Forensic Biology/DNA Quality Assurance Manager (EB/DNA QM):

The FB/DNA Quality Assurance Manager wilbwork with the Quality Assurance
Manager to monitor the Quality System of'the Division. The FB/DNA QM assists in
identifying deviations and areasfor impfovement within the system. Together the
FB/DNA QM and QM monitor,the Quality System to ensure compliance with ANAB
AR3125, ISO/IEC 17025:2017 and the EBI Quality Assurance Standards. Note: The
position referred to as FB/DNA QMghas the official state title of Forensic Biology/DNA
Quality Assurance Manager; the specialization of this position as defined in the state job
title is DNA. In thé absence of andndividual with this title, this role may be fulfilled by
the DNA technical lead.

Scientific ServicesAdministrative Manager (SSAM):

The Scientific Services Administrative Manager reports directly to the Director. The
SSAM 1is respoensible for the oversight of the Administrative Support, Information
Technology,Case Management and Evidence Receiving Units. Additionally, they are the
liaison with the building maintenance contract company and oversee all related projects.
The SSAMiis responsible for the administration of a comprehensive program to manage
the evidence of criminal and civil cases at the Division. The SSAM additionally has the
responsibility of the oversight of grants, fiscal and security of the laboratory.

Laboratory Information System Manager (LISM):

The Laboratory Information System Manager works closely with the Director, SSAM
and other Managers. They will oversee the laboratory information system and develop
and implement comprehensive tools to allow for data analysis to be used for objective
decision-making and strategic planning.

Leadership Associate:

State of Connecticut Department of Emergency Services and Public Protection
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The position of Leadership Associate is used as a transition to a designated Management
position. The Leadership Associate will be introduced to many of the general
Management duties, but the specific duties of this position will be dependent of the final
designation class and as such will be determined as needed.

Section Supervisors (FSE3) or Leads (FSE2 or equivalent):

Supervisors or Leads directly monitor all aspects of work in their Unit(s). They must
have a thorough understanding of the Quality System as it relates to.the work performed
in their assigned areas. They must ensure that analysts follow allgprocedures and quality
control measures for the tasks being performed. They ensure that through training,
analysts are made aware of the specific quality procedures for the'assigned tasks. They
(or their designee) document all aspects of training for néw employees, including
competency testing. They work closely with the Deputy,and Assistant Directors, and the
Quality Section to identify what individuals require proficiency testing/monitoring and in
what discipline. The Section Supervisors and/or Leads should have an understanding of
the ANAB AR3125, ISO/IEC 17025:2017 agereditation process and of the standards.
DNA Section Supervisors/Leads are also tesponsible,to have an understanding of the FBI
DNA Quality Assurance Standards. Supervisors/Leads associated with the Firearms Unit
are responsible for understanding and maintaining the ATF MROS standards for the use
of NIBIN.

The Division of Scientific Servicesis'one of several Divisions within the Department of
Emergency Services and Public Protection.

Division: Defined as all Sections under the direction of the DSS Director.

Section: A subsset of Unitsygrouped based on the needs of the Division. Sections are
led by the Deputy Directors or Assistant Directors. Support Sections are under
the direction of'6ther titled Managers.

Unit: The individual disciplines and components of testing within the DSS. Units are
under the direction of Assistant Directors (Deputy Directors in the absence of
an Assistant Director) and, in general, are led by an FSE3 or FSE2.

Stipport Units are under the direction of Managers, and are led by FSE2, FSE1
ot other as needed.

(15.3)

DSS covers a range of laboratory activities that are under the laboratory’s scope of
accreditation. Refer to the current scope of accreditation and accreditation certificate in
the QMS in the folder ‘Scope of Accreditation — ANAB’ At no time will an employee of
the DSS infer accreditation in activities outside of those listed in the DSS Scope of
Accreditation.

The Division of Scientific Services consists of:

Administration:
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Quality Section (QS)
Support Services Section:
Administrative Support Unit
Case Management Unit (CMU)
Evidence Receiving Unit (ERU)
Information Technology Unit (ITU)
Chemical Analysis Section (CAS):
Toxicology Unit (TX)
Breath Alcohol (BA)
Controlled Substance Unit (CS)
Chemistry Unit (CHEM)
Fire Debris
Gun Shot Residue
Forensic Biology/DNA Section (FB/DNA):
Forensic Biology Unit (FB)
DNA Unit (DNA)
Database (DB)
Nuclear
Identification Section (ID):
Computer Crime§and Electronic Evidence Unit (CC)
Forensie.Analysis
Inyestigations
Firearms Unit (FA)
Imprints Unit (IM)
Latent Prints Unit(LP)
Multimedia Unit (MMIE)

The CT Division'of Scientific Services is a National DNA Index System (NDIS)
participating laboratory and will conform to requirements in the NDIS Operation
Procedures Manual and in applicable FBI DNA Quality Assurance Standards (QAS).

The Director and the Quality Assurance Manager have approved a contingency plan for
the designation of a Technical Leader in the DNA Unit in the event that the position
requires refilling for any reason. The intent of this plan is to comply with Section 4.1.6 of
the FBI DNA QAS documents. This plan addresses two distinct sets of circumstances.
First, the appointment of a current employee that has the required qualifications to be a
Technical Leader per the FBI DNA QAS documents and secondly, a plan to address the
possibility that no current employee meets the requirements as set forth in the FBI DNA
QAS documents. This plan is detailed in GL1.7.

The DSS has also developed a contingency plan pursuant to the FBI QAS document to
address the event that the number of qualified DNA analysts, employed by the DSS, falls
below two (refer to GL-1.8). This plan has been approved by Division Management as
appropriate.
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54.1

The Director and Deputy Director of the Identification Section have approved a
contingency plan for the designation of a NIBIN Program Administrator in the event the
position requires refilling for any reason. Refer to FA-SOP-22 “NIBIN” for guidance.

(15.4)

The Management System is designed to ensure that laboratory activities shall be carried
out to meet the requirements of ANAB, the laboratory’s customers, the FBI QAS for
DNA and the ATF MROS for Firearms. Additionally the DSS willimegtthe needs of the
State of Connecticut as defined by state regulations/statutes.

The Management System covers work performed by any and all of.the Units within the
Division of Scientific Services, whether work is being performed at'the 278 Colony
Street Meriden facility, as a function off-site, or in field-related operations.

At this point in time, the Division has no permanent oft-site facilities. The Division does
utilize a mobile work facility for the Computer Crimes, Investigations Unit.

The Division may allow periodic teleworksbasedion, the needs of the Division. In these
events the DESPP IT Unit will be consulted te ensure the individual(s) have the current

technologies to access needed materials'and perform secure remote work. (Refer to GL-
23)

The DSS has a Computer Crimes Investigations' Unit; the work performed at crime
scenes as State Police Officers for this'Unit does not fall under DSS accreditation scope
of testing. Case materialg delivered to the’Division for analysis by this Unit do fall under
the DSS accreditation scope of testing.

The Multimedia Unit and Computer Crimes and Electronic Evidence Unit may assist on-
site in the retri€val of media/data. In general the Multimedia Unit assists in the retrieval
of media/data fromaecordmg devices. The Unit creates two copies of the “evidence”; one
being given to the requesting PD on site and the second being transferred back to the
DSS. The Computer Crimes Unit assists in the retrieval of data and/or the telematics
system from yehicles. The data/system is turned directly to the law enforcement agency
they are assisting on the scene.

Computer Crimes and Multimedia Unit procedures outline methods used to prevent loss,
cross transfer, contamination and deleterious change of evidence transported from a
crime scene to the DSS facility.

25.4.1)

The DSS does not currently use accreditation symbols on reports or other documents. If
the DSS decides to use the ANAB accreditation symbol the ANAB document PR 1018
will be followed.

The DSS website states the current ANAB accreditation status in a manner consistent
with the PR 1018 guidance document. The website provides a link to the current scope of
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5.5

accreditation. The ANAB symbol is not used within the website other than as related to
the issued scope of accreditation. Link to web site: https://portal.ct.gov/DESPP/Division-
of-Scientific-Services/Home

(25.4.2)

Any event or nonconformity that can substantially affect the integrity of the DSS will be
disclosed to ANAB within 30 days of the issue. If the event is identified more than 30
days after the event occurred the information will immediately be disclosed to ANAB.

(15.5)

The DSS laboratory shall:

a)

b)

The Division of Scientific Services is an entityfof the €onnecticut Department of
Emergency Services and Public Protection. The DSS is one©f six division within
the DESPP with the DSS Director reporting directly to thé Commissioner of the
DESPP. The DSS organizational chart defines the organization and management
structure of the laboratory and the zelationships'between management, technical
operations, quality assurance, and support services. The DSS table of organization
is maintained in the QMS.

The Division’s organizatien is illdstrated within its own Organizational Chart.
The organization chart identifies management that has overall responsibility for
the laboratory. Clear lines of'authority and accountability are established between
personnel respongible for those assigned to manage and perform or verify work
affecting the results of laboratory analysis. Interrelationships of personnel are
indicated on'the orgamizatienal chart.

The responsibility and authority of technical personnel who manage, perform or
verify analytical work in the Division’s disciplines are specified in their specific
job descriptions.

Each'subordinate is accountable to one and only one immediate Lead or
Supervisor (however titled) per function, as detailed in the Divisional
Organizational Chart.

The Division of Scientific Services’ Management System is organized and
communicated through the Standard Operating Procedures, both General and Unit
specific. These SOPs include a Quality Manual, general SOPs that are applicable
to all Sections, Unit SOPs and specific work instructions (where applicable). The
use of the Quality Manual in conjunction with Unit SOPs is meant to ensure the
quality and validity of work produced in each Unit by ensuring consistent
application of laboratory activities. SOP availability is through the QMS, as
detailed in GL-19 “Document Control”.

The Management System for the Division includes documentation that is common
to all Sections and those that are specific to the individual Units. Those common
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to all areas are the Quality Manual, General Laboratory (GL) Standard Operating
Procedures (GL-1 thru GL-23). The Quality Manual (GL-1) is the backbone of
the Quality System for the Division as a whole; individual Units can adjust their
Quality System to be more rigorous then the Quality Assurance Manual but not to
be less rigorous.

General Laboratory (GL) Standard Operating Procedures: these are specific
procedures that are followed universally by all Division Sections. These include
guidance for subjects such as court monitoring, quality aetion requests and
proficiency testing. The Safety Manual includes guidance for general safety issues
that are faced throughout the Division. Individual prfocedures per Unit may
require specific safety precautions, which will befexclusive to the/procedure.

For issues such as internet use, phone use, dress ¢odes, time off requests and
engaging in outside employment Division employees willdefer to Departmental
guidance.

Documents used within Division Units Inelude:

a) SOPs (Standard Operating Proéedures)s Instructions for the performance of the
analytical analysis performed in the,various Units. Some Sections may have
Section SOPs relevant todeach Usitt within the Section.

b) Training SOP: Individual procedures meant for guiding new employees or
employees new to'the Unit through the basics of the analysis.

c) Work Instructions: Specific instructions for operating equipment or performing
tasks specificto the various/Units. Note that some Units do not use these; the
guidancé 1s direetly in the Section or Unit SOPs.

56 (15.6)

The individual Deputy Directors or Assistant Directors have the authority to oversee the
technical operations of the Units they direct; this is done in concert with the Director. The
Deputy Directors or Assistant Directors ensure that the resources needed for each Unit to
perform the needed procedures are provided and that the quality of the analytical testing
is maintained. Note that in accordance with the FBI DNA QAS document the DNA
Technical Leader oversees the technical operations of the DNA Unit. The DNA TL may
be the Deputy Director of the Section (or other title as designated by the Director).

The Quality Assurance Manager and Forensic Biology/DNA Quality Assurance Manager
are appointed by the Director. They work with Section Managers, Section Supervisors,
Unit Leads and/or individuals appointed within the Division, to address quality assurance
concerns. The DSS will:

a) Ensure there are adequate managerial and technical personnel and support staff to
effectively implement, maintain and improve the management system.
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b)

Ensure staffing will be suitable to identify and rectify any operational, procedural,
managerial or other departures from standard laboratory practice. Management
routinely evaluates the staffing levels and communicates those needs to the
Director. Appropriate adjustments are then made through standard Departmental
administrative procedures.

Initiate actions to prevent/minimize any deviations.

Work to identify needs for improvement to the Management'System encouraging
all staff to report these needs to management.

Use auditing, customer surveys, review of QARs (Quality: Action Requests) and
monitoring/proficiency testing records and othersnethods toteview and ensure
the effectiveness of laboratory activities.

The Quality Assurance program of the Division of Seientific Services is a comprehensive
program designed to ensure the delivery of reliable forensic semvices to the Connecticut
and Federal criminal justice systems. To this‘eénd, the Management of the Division of
Scientific Services is committed to suppotting a Division wide “Quality Policy” as
detailed below:

The Division of Scientific Services will demonstrate professional practice by providing:

A system to evaluate and demonstrate the technical competency of all analytical
employees, ensuring only foremsically defensible results are reported. See Unit
SOPs and GL-14/General Training” and GL-14.5 “Competency Testing General
Guidance”.

A systemdfor case reviews. See GL-18 “Case Reviews”.

A system, for procedural development, modification and validation. See GL-22
“Policy on Validations and Performance Checks” and Unit SOPs.

A comprehensive system of quality control, such that all analyses and analytical
batches mayrbe individually evaluated for procedural function. See GL-18 “Case
Reviews”.

A system for monitoring courtroom testimony of Division employees. See GL-17
“Court Monitoring”.

A system to deal with problems or discrepancies which may occur during the
handling of case materials, evidence analysis, or reporting of results. See GL-9
“Quality Action Requests”.

A comprehensive system of reagent and standard validation, such that the analyst
has a maximal expectation of procedural function and accuracy. See Unit SOPs.
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57 (5.7

A Standard of Service of forensic analysis and support that is unbiased,
scientifically sound, consistent with current accepted Division standards, and may
be relied upon by all aspects of the Criminal Justice system.

A Management System that works to support and enhance the quality system of
the Division. See GL-7 “Audits”.

A mechanism for the continuous review of the Management System, with a goal
of improvement of the overall effectiveness of the systemthereby, enhancing the
overall quality of analyses performed and overall customer satisfaction. See GL-8
“Management System”.

A system, which ensures that analytical personnél are familiat'with the quality
manual and with the quality procedures that are required for the work they
perform. See GL-19 “Document Control”.

Adherence to ANAB and ISO/IEC 17025:2017 standards, the FBI DNA QAS and
the ATF MROS. See GL-7 “Audits”.

Laboratory Management shall ensure that:

a)

b)

DSS Management will helpiensure the effectiveness of the Management System
and the importance of meetingthe customer’s needs through appropriate
communication pfocesses including emails and meetings. All DSS personnel will
familiarize themselves with the DSS Quality Assurance Manual and
documentation.

The Division of Scientific Services has policies and procedures that address client
confidentiality, proprietary rights and the secure storage and where applicable,
transmission, of electronic data, and that those policies and procedures are
followed. General Laboratory SOPs GL-5 “Ethics”, GL-4 “LIMS” and GL-11
*Control'of Records” address aspects of these issues.

Management has ensured that the integrity of the Management System is
maintained when changes to that system are planned or implemented by requiring
that all changes to the Management System flow through the Quality Assurance
Manager, as specified in GL-19 “Document Control”. When a change is required,
the QMS will be used to ensure the document is reviewed and approved by the
responsible parties. When changes are requested, the Quality Assurance Manager
or the FB/DNA QM will review the presented information and analyze it to
determine how it could potentially affect all Sections. As part of the review of any
such proposed change, the QM will work in coordination with the appropriate
Managers, or Director, as appropriate. Changes must be such that they maintain
the integrity of the Management System so that the system continuously meets the
requirements of customers and the criteria set forth by ANAB AR3125 and ISO

State of Connecticut Department of Emergency Services and Public Protection

Division of Scientific Services
Documents outside of the QMS are considered uncontrolled.




GL 1 Quality Manual Document ID: 1388

Revision: 22
Effective Date: 03/24/2024

Approved by Director: Dr. Guy Vallaro Status: Published

Page 17 of 78

6.2
6.2.1

6.2.2

17025:2017. The Director (or their designee) will approve SOP changes through
the QMS.

Resource Requirements
(r6.1)

The Laboratory has available the personnel, facilities, equipment, systems, and support
services necessary to manage and perform its laboratory activities,

DSS Top Management consists of the Director and Deputy Directors. The'Quality
Assurance Manager reports directly to the Director.

Key managerial personnel include the Director, the Deplity Directors, the Assistant
Directors, the Quality Assurance Manager, the FB/DNAyQuality Assurance Manager,
Scientific Services Administrative Manager, Laboratory Information System Manager
and other personnel as determined by the Director asneeded:

In the absence of the Director, a Deputy Directoriwill act as their designee. In the absence
of a Deputy Director the Director will act as their designee. In the absence of an Assistant
Director, the Director or a Deputy Director willact as their designee. In the absence of
the Quality Assurance Manager or FB/DNAyQuality Assurance Manager the other will
act as their designee. If there is an‘absefice of'the above designee, the Director will
designate who will take on those duties.

The Quality Assurance Manager and Forensic Biology/DNA Quality Assurance Manager
are appointed by the Director. They work with Deputy Directors, Assistant Directors,
Section SupervisorsyDNA TFechnieal Leader, Unit Leads and/or individuals appointed
within the Division, toaddress quality assurance concerns. The Management System
incorporates a yearlydeview,the results of which are considered and evaluated by the
Director and Deputy Directors, as detailed in GL-8 “Management System”.

The Divastomghas a Health and Safety committee, headed by an appointed Health and
Safety Officer. Theycommittee is comprised of delegates from Division Units, as detailed
in GL-2 “Safety Manual.”

Personnel
('6.2.1)

DSS will ensure the competence, impartiality, and compliance to the Management
System of personnel employed by or contracted to DSS. All employees are expected to
work inside the confines of the Management System and to follow the guidance of all
applicable GL, Section and Unit SOPs when performing laboratory activities.

(16.2.2)

The laboratory will document the competence requirements, the duties, and
responsibilities of laboratory personnel in job descriptions and training plans/SOPs.
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Competency requirements will include education, qualification, training, technical
knowledge, skills and experience.

Training will be provided as required and relevant authorizations will be documented.
DSS has established comprehensive trainee training programs and documents
authorizations in the following tasks:

- Development, Modifications, Verification and Validation of Methods
- Performance of laboratory activities (testing, sampling)

- Analysis of results

- Review results

- Authorize results

- Verification of Results

- Technical Reviews

- Express Opinion or Interpretation

- Report Results/Authorize Repotts

Note 1: Authorization document§unay include, all techniques within a discipline or may
include only specific components orparameters of a discipline in cases where an analyst
is only trained in portions©f that discipline. Authorization documentation needs to be
detailed enough to ensurg that an analyst'ts only authorized in those methods/activities
they are competent in, but they need not be so detailed as to list each technique
individually within'thédiscipline.The DNA Unit will follow the guidance of the current
FBI QAS document as/to the Ievel of detail required for documentation of authorization.

Per GL-14 “General Training”, all analytical personnel of DSS are required to receive
appropuate training and demonstrate competency, as per individual Unit SOPs (specified
below) priorite,performing casework. These SOPs further specify that individual
employees will, during their training process, receive appropriate supervision when
performing analytical tasks and those personnel will be qualified for the tasks assigned
through edueation, training, experience and/or demonstrated skill.

Controlled Substance CS-15
Toxicology TX-44
Chemistry CHEM-07
DNA DNA-1 & 7
Forensic Biology FB-26
Latent Prints LP-16
Firearms FA -01
Imprints IM-14

Computer Crimes and Electronic Evidence CC-25
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Multimedia MMIE-26
6.22.1(3622.1)

All Division of Scientific Services technical personnel possess a baccalaureate or
advanced degree or meet other educational requirements specified in their job
description. GL-15 “Professional Development.” Provides guidance on maintaining
copies of educational materials and CVs within the QMS. (Note: DNA analysts are
required to meet the education requirements of the Quality Assurance Standard for
Forensic DNA Testing Laboratories and Quality Assurance Standards for DNA
Databasing Laboratories that is current at the time of qualification,in their first DNA
authorization).

Technical support personnel must meet the guidelines@et forth in the specific job
description.

6.2.2.2(26.2.2.2)

All DSS analytical personnel are required to receive appropriate training and demonstrate
competency, as per individual Section/Unit'SOPs priorito performing casework. The
combination of GL-14 “General Training” and Section/Unit training programs will

include:
a) Assessment of knowledge, skills and abilities needed to perform the work.
b) Introduction to general knowledge of forensic science.
C) The application of ethics in forensic science.
d) Introduction to eriminal law, civil law and testimony.
e) Provisions forsetraining when need is identified.
f) Provisions for maintenance of skills and expertise.
g) Critetia, for aceeptable performance.
623 (16.2.3)

Each Unit Manager is responsible for ensuring the adequate supervision of testing staff,
including training of new employees by appropriate personnel. Training guidance is
provided in the laboratory general SOP GL-14 “General Training” and in each
Section/Unit SOPs as detailed below:

Controlled Substance CS-15
Toxicology TX-44
Chemistry CHEM-07
DNA DNA-7
Forensic Biology FB-26
Computer Crimes and Electronic Evidence CC-25
Latent Prints LP-16
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Multimedia MMIE-26
Firearms FA -01
Imprints IM-14
Evidence Receiving ER-14

These training programs are designed to cover the relevant knowledge and performance
elements of each discipline, and ensure the competence of the analyst. Each discipline
area has established milestones and expectations for the trainee, and the process will be
documented as described in the appropriate training manual.

6.2.3.1(26.2.3.1)

All analytical personnel of the DSS are required to receive appropriate training and
demonstrate competency, as per individual Section/Unit SOPs'(specified below) prior to
performing casework.

GL-14 “General Training” specifies that all employees and/ori¢ontract personnel must
demonstrate competence in a given componéntier parameter of a discipline, prior to the
performance of casework in that discipline.*The scope,of the practical examination
should cover the spectrum of anticipatéd activities for that testing (or as is practicable).

Section/Unit training SOPs address:

The examination of suffiecient unknown samples to cover the anticipated
spectrum of assigned duties:

A written report to demonstrate the individual’s ability to convey results and
the significanceof the results.

A wifitten or oral examination, which assesses the individual’s knowledge of
the discipline:

Analysts'will only be authorized to perform technical reviews after gaining
experience through the completion of a specified number of cases within a
disciplinie (this number will be Unit specific).

Demonstration of competency will be through the successful completion of practical
competency. test(s) in the specified component or parameter of testing and/or discipline.
Additionally written or oral assessments may be used. Successful completion of the
practical competency test is defined as obtaining the intended results. Successful
completion of a written examination is defined as a grade of 80% or higher, those units
using oral examinations will include guidance on the definition of successful completion
within Unit SOPs.

6.2.3.2(>6.2.3.2)

Analysts who perform technical reviews of results or testimony will have been deemed
competent in the task being reviewed.
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6.2.4

6.2.5

For the DNA Unit this will include the method, technology, test kit, platform and
interpretation software or as defined in the current FBI QAS documents.

For employees new to a discipline, training SOPs (as noted above) also address the
competency tests required of all personnel who generate laboratory reports, perform
technical review of results or perform a technical review of court testimony.

Analysts will only be authorized to perform technical reviews after gaining experience
through the completion of a specified number of cases within a diseipline (this number
will be Unit specific).

Refer to GL-18 “Case Reviews” for specific guidance ontechnicalteviews of case
analysis. Refer to GL-17 ‘Court Monitoring’ for techni€al review of testimony.

(1 6.2.4)

All technical and non-technical personnel have responsibilities@nd authorities as defined
within their job descriptions. Responsibilitiésiand authorities of DSS personnel in
relation to laboratory activities are commumicated thtough Management System
documents (SOPs). Performance reviews, performed annually or as required, are another
way management communicates duties and responsibilities. Additionally, annual
performance reviews will ensure(that pefsonnel are supervised, performing their duties,
and that they are working within thexDSS’s Quality Management System.

(1 6.2.5)

The DSS maintains personnel training documentation as detailed in GL-11“Control of
Records”.

a) Section/Unit specific training procedures detail requirements for demonstration of
competeney;fincluding requirements for the documentation and maintenance of
training and eompetency records.

b) CT DAS,Job Descriptions describe minimal qualifications for the selection of
petsofmel per job classification.

c) GL-14 “General Training” and Section/Unit procedures specify training activities
for personnel.

d) Supervision of personnel is through those in the position of Forensic Science

Examiner 3 (FSE3). FSE3 are supervised by those in the role of Assistant Director
or Deputy Director. See section 5.2.1 above. Refer to the current organizational
chart.

e) GL-14 “General Training” specifies that authorization of personnel is granted by
the Director. Generally, this is based on the recommendation by the Deputy or
Assistant Director and TL in DNA.
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6.2.6

6.3
6.3.1

6.3.2

6.3.3

6.3.4

¥, GL-16 “Proficiency Testing” outlines the method of monitoring analyst
competency through the use of periodic proficiency tests, internal tests and
observation-based testing. Additionally evidentiary reports are technically and
administratively reviewed refer to GL-18 “Case Reviews” and testimony is
periodically reviewed refer to GL-17 “Court Monitoring” as part of ongoing
competency monitoring.

(1 6.2.6)

GL-14 “General Training” gives guidance on laboratory activiti€s that require
authorization.

Facilities and environmental conditions
('6.3.1)

DSS facilities have adequate lighting and environmental conditiens to facilitate expected
performance of test and examination equipment. Monitoring of procedural controls is
expected to identify any environmental fagtor affeeting an analytical process.

(16.3.2)

Current DSS procedures preclude the need,to monitor environmental conditions. As new
methods are put in place if environmental monitoring is appropriate the DSS will require
Unit SOPs to provide guidance on'de¢umentation of the specified conditions.

(16.3.3)

Current DSS procedures'preclude the need to monitor environmental conditions. As new
methods are put ingplace 1f environmental monitoring is appropriate the DSS will require
Unit SOPs to provide guidance on the method of monitoring the specified conditions.

(16.3.4)

Measuges,to control'the DSS facility are outlined in GL-3 “Security”.

a) This procedure includes guidance on building accessibility (interior and exterior).
Security systems are monitored by a contracted vendor.

Access to all laboratory work areas in the DSS is controlled by proximity card-
key systems. These systems restrict the access to essential personnel, as described
in GL-3 “Security.”

b) The DSS employs measures within the appropriate working areas to prevent cross
contamination. This includes partitions on workbenches and separate rooms for
incompatible activities. Measures to minimize contamination, interference or
adverse influences on laboratory activities are outlined in GL-13 “General
Evidence Handling” and in Unit SOPs.
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C) When the DSS determines that laboratory activities may be incompatible,
attempts will be made to ensure the separation of the workspaces. GL-13
“General Evidence Handling” provides guidance on the performance of work on
cases with multiple crime scenes.

6.3.4.1 (’6.3.4.1)

6.3.5

6.4
6.4.1

6.4.2

GL-3 “Security” provides guidance regarding security for the DSS facility including
building access for operational and non-operational hours, access toflaboratory spaces,
visitors, hard keys, and the proximity card key reader system.

(16.3.5)

The Management System covers work performed by any and all of thes@nits within the
Division of Scientific Services, whether work is being performed at the 278 Colony
Street facility, or as a function of off-site, or field-related operatiofis. At this point in
time, the Division has no permanent off-site facilities,

Equipment
('6.4.1)

Division Units are equipped with instrumentation and test equipment required by each
Unit’s SOPs. Procedural SOPs require.and speeify instrumental operational parameters.
Instrument use, regardless ofithe opetational ownership or control of the instrument, must
be in accordance with thedaboratory SOP.

(16.4.2)

Laboratory equipment used for the'examination of evidence that is housed within the
DSS facility’sperational areas may only be used by persons authorized by the Director
through the Division’s established approval process. Appropriate vendors are only
authorized to perform service-related operations which do not directly involve

evidence. “Equipment may not be used for testing purposes by non-DSS entities
regardless of theitiexperience. Such restrictions, allow the DSS laboratory to maintain
permanent ¢ontrol and ensure proper working conditions of such testing equipment.

Equipmentteturned to the manufacturer for repair, or that is out of the control of the
Division such as for validation services or maintenance performed by a vendor in-house,
may require a performance check or calibration (as appropriate for the device) before it is
returned to service. All repairs must be documented in the instrument maintenance log as
specified in individual Unit SOPs.

Note: Annual calibration of equipment such as for pipettes, centrifuges or balances when
performed on-site does not require a performance check unless the Unit deems this
necessary based on how the device is used.

The documentation for the performance check/calibration will include the examiner’s
name, the date, the findings (data if applicable) and a statement that the device is
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6.4.3

demonstrably fit for purpose. In the DNA Unit, the DNA Technical Leader or their
designee will initial the documents to demonstrate approval.

(16.4.3)

Unit procedures shall include guidance on the handling, transport, storage, use and

maintenance of equipment.

All equipment shall be calibrated before being put into service. Refer to GL-21 “General
Laboratory Equipment” for calibration/checks of weights and balances and other general
devices. Calibration of specific instruments is detailed per individual Unit'SOPs:

Controlled Substances
Toxicology

Fire Debris

Gun Shot Residue
DNA

Forensic Biology
Latent Prints

Firearms

Imprints

CS-547 & 8
TX=42,43
CHEM-03
CHEM-04
DNA-1"&9
FB-23

BP-09-12, 25 & 29
FA-22,33

IM-05, 11

Computer Crimes and Eléetroni¢’Evidence” CC-19-21

Each Unit selects and purchases services and supplies as detailed in GL-6 “Purchasing”.

b

This SOP also addresses feceipt and disteibution of materials. Storage of reagents and

consumable material is detailed in Unit SOPs:

ControlledsSuibstance
Toxicology

DNA

Forensic Biology
Fire Debris

GSR

Imprints

CS-11

TX-43

DNA-8

FB-8 to 18 & 21
CHEM-03
CHEM-02
IM-2

Procedures to ensure suitability of purchased supplies, reagents and consumable materials
prior to use, are addressed in GL-6 “Purchasing”. Further, Unit specific guidance is

maintained in Unit SOPs as follows:

Controlled Substance
Toxicology

DNA

Forensic Biology
Fire Debris

GSR

Latent Prints

CS-11

TX-43
DNA-8

FB-8 to 18, 21
CHEM-03
CHEM-02
LP-3 &4
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Firearms FA-26

The DSS specifies procedures for routinely checking the reliability of their reagents as
detailed in Unit SOPs identified as follows:

Controlled Substance CS-11
Toxicology TX-43

DNA DNA-8 &1
Forensic Biology FB-8to 18
Fire Debris CHEM-03
GSR CHEM-02
Firearms FA-26
Latent Prints LP<3, 4 &47
Imprints IM-8

6.4.3.1 (26.4.3.1)

The DSS specifies procedures for labeling réagents prepared in the laboratory, in GL-2
“Safety Manual”. The records will be retained identifying the reagent preparer,
components used and that it was tested and worked as expected to check the reliability of
the reagent, as detailed below:

Controlled Substance CS-3, 11

Toxicology TX-43

DNA DNA-8

Forensic Biology: FB-08-10, 12-14, 16, 18, & 21
Latent Prints LP-3

Firearms FA-26

6.4.3.2 (?6.4.3.2)

GL-7 “Andits” provides guidance on the auditing of the Firearms and Controlled
Substance reference collections. Reference collections of data or items/materials
maintained for comparison or interpretation purposes are to be fully documented,
identified and controlled, see appropriate Unit SOPs. Materials will be handled in a
manner to protect the integrity of the characteristics of interest of the reference collection.

Refer to Unit SOPs:
Controlled Substance CS-7& 11
Firearms FA-36

Specific to the Firearms Unit: Firearms that make up the reference collection cannot be
signed out of the Unit to any outside agency including to State Police personnel without
written permission from the Director. If at any time an item from the Firearms Reference
Collection must be removed from the DSS building, written authorization must be
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6.4.4

6.4.5

6.4.6

obtained from the Director. The make, model and serial number of the item(s) must be
included as part of the authorization.

(16.4.4)

All equipment shall be checked/calibrated to verify it meets needed specifications before
being put into service. This includes new equipment and equipment being returned to
service. Refer to GL-21 “General Laboratory Equipment” for calibration/checks of
weights and balances. Individual Unit instrument specifications réquire that equipment
and associated software is vendor certified/qualified, and validation is complete before
being placed into service. Calibration procedures and scheditiles are,specified in
individual Unit SOPs.

Controlled Substances CS-5, 748 &10
Toxicology TX-42.& 43
Fire Debris CHEM-03
GSR CHEM-02
DNA DNA 1&9
Forensic Biology FB-23
Latent Prints LP-9-12,25 & 33
Firearms FA-22
Imprints IM-05, 11
Computer Crimesand Electronie Evidence CC-19-21 & 28
Multimedia MMIE-14
('6.4.5)

Each Unit is responsible to ensure that testing equipment and protocols are “fit for
purpose” (provide anfinéertainty level appropriate to the testing required if applicable) as
per the customer contract, as specified in GL-20 “Review of Requests and Tenders”.

Where appropriate. DSS Unit SOPs specify that factors that may affect measurement
uncertaintyare considered in developing testing methods, refer to Unit procedures.

(16.4.5)

All measuring equipment shall be calibrated before being put into service, as specified in
individual Unit SOPs.

Guidance for maintenance and performance checks of some general laboratory equipment
can be found in GL-21 “General Laboratory Equipment”.

The proper handling, use, storage and scheduled maintenance of measuring equipment is
specified or referenced in each Units procedural SOP in which the use of such equipment
is specified.
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Controlled Substances
Toxicology

Fire Debris

GSR

DNA

Forensic Biology
Latent Prints

Firearms

Imprints

Computer Crimes and Electronic Evidence
Multimedia

6.4.7 (16.4.7)

CS-5,7& 8
TX-43
CHEM-03
CHEM-02
DNA-1 &9
FB-23
LP-12
FA-22,33 &35
IM-05, 11
CC-19-21
MMIE-14

All equipment shall be calibrated before being put into service, ds specified in individual
Unit SOPs. Refer to GL-21 “General Laboratery Equipment” for calibration/checks of
weights and balances. The schedule for calibrationtef specific instruments is detailed per

individual Unit SOPs.

Controlled Substances
Toxicology

Fire Debris

GSR

DNA

Forensic Biology
Latent Prints

Firearms

Imprints

Computer Crimes and Electronic Evidence
Multimedia

CS-5,7&8
TX-43
CHEM-03
CHEM-02
DNA-1 &9
FB-23
LP-12
FA-22
IM-11
CC-19-21 & 28
MMIE-14

Where appropriate, Unit specific procedures define any equipment that may require
periodic checks to verify proper working conditions. These checks may be periodic
performance checks, day of use, weekly, monthly or checks as otherwise defined by the
procedures. Documentation will be maintained by the respective Units. Review of the
calibrations programs is minimally through the annual review of the SOPs, or as needed.

6.4.7.1 (26.4.7.1)

Unit procedures shall identify equipment that requires calibration, requirements for the
calibration and the schedule or interval of calibration.

a) Each Unit maintains an equipment list with a reference to calibration
requirements. The Quality Section maintains a schedule of general equipment

requiring calibration.
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6.4.8

6.4.9

6.4.10

b) GL-6 “Purchasing” gives guidance for identifying the specification of calibration
laboratories.

C) Unit specific SOPs specify equipment requirements for calibration as appropriate.
Refer to GL-21 “General Laboratory Equipment” for specifications of weights,
thermometers, balances and other general equipment.

d) Unit SOPs specify the interval of equipment calibration. Refer to GL-21 “General
Laboratory Equipment” for calibration/checks intervals of weights, thermometers,
balances and other general equipment.

(16.4.8)

Where applicable, calibration labels from the calibration laboratory will bé placed
directly on the calibrated item. This label should identify the expirationdate (however
annotated) or calibration date range of the calibration. This shall be done in a manner that
the user of the device can readily identify the calibration status.

Instrument specific records detailing maintenance, repair and functional parameters
(including calibration documentation as appropriate).are kept by each analytical
instrument, as specified in individual Unit SOPs. Note for weights the label will be on the
proximal container.

(16.4.9)

Any equipment suspected ofimalfunctioning or of giving incorrect results shall be
removed from service and labeled as “out-of-service” (or similar language) and any
possible impact on previous tests will be considered, and appropriate remediation
initiated.

A QAR may befopened depending on the nature of the issue for documentation purposes
and if necessaryy, corréctions.or corrective actions will be performed.

Demonstration of appropriate performance such as through the use of a performance
check process, following any repair, or adjustment is also required prior to returning the
item to service.

(16.4.10)

Where appropriate, Unit procedures define any equipment that may require periodic
checks to verify proper working conditions. These checks may be periodic performance
checks, day of use, weekly, monthly or checks as otherwise defined by the procedures.

Quality control checks for the integrity of standards and reference materials are defined,
as appropriate for each calibration, in the specific SOP associated with that procedure.
For weights and other general laboratory equipment refer to GL-21 “General Laboratory
Equipment”.

The DSS specifies procedures for routinely checking the reliability of their reagents as
detailed in Unit SOPs identified as follows:
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Controlled Substance CS-3, 11
Toxicology TX-43
DNA DNA-8 &1
Forensic Biology FB-8 to 18
Fire Debris CHEM-03
GSR CHEM-02
Firearms FA-26, 33,35 & 39
Latent Prints LP-3 &4
Imprints IM-8
6.4.11 ('6.4.11)

6.4.12

6.4.13

Where applicable, Unit SOPs provide guidance on ensuring correction factors or values
associated with reference materials are appropriately doéumeénted and updated as
appropriate to meet the intended use.

(16.4.12)

The DSS is a limited access facility. Equipment 1s maintained in laboratory spaces with
access limited through the use of proximity card reader locks. GL-3 “Security” provides
guidance on laboratory accessibility.

Evaluation of control material during routinetest evaluation ensures that no inappropriate
adjustment affecting calibrationrand/or test results has been made.

GL-4 “LIMS” specifies that the LIMS and LAN systems are maintained to ensure proper
function to maintain the integrity of data.

CC SOP-19 “QCeProtecol —Forenisic Computer” specifies that the Division of Scientific
Services takesfmeasures to prevent unauthorized access to computer systems used for
examining digitalevidence:.

(16.4.13)

DESPP equipmenteontains a unique identification number (for high dollar value
equipmentythis may be a Department asset inventory tag that is as part of the inventory
control procedures). Instrument specific records detailing maintenance, repair and
functional parameters (including calibration documentation as appropriate) are kept by
each analytical instrument, as specified in individual Unit SOPs.

Each Unit maintains records for equipment and reference materials that influence
laboratory activities.

a) Identification of each item of equipment and/or software and firmware versions
are maintained as part of Unit Equipment lists. Instrumentation (and related
software) and other laboratory equipment used to obtain results for casework is
uniquely identified. This may be through the State of Connecticut asset inventory
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b)

tag, as specified in GL-6 “Purchasing” or other laboratory-generated identification
as specified in individual Unit SOPs.

Manufacturer’s name, description and serial number of equipment are maintained
as part of Unit Equipment lists.

Checks that the equipment complies with specifications (vendor certification) are
maintained as per Unit SOPs. Additionally, Units maintain validation
documentation demonstrating the instrument conforms to thenéeds of the unit.
Guidance for maintenance and performance checks of seme general laboratory
equipment can be found in GL-21“General Laboratory Equipment”.

Individual Unit instrument specifications requireshat equipment and associated
software is vendor certified/qualified and validation isicomplete before being
placed into service.

Calibration procedures and schedules are specified in‘individual Unit SOPs.

Controlled Substances CS-5,7,8 &10
Toxicology TX-43

Fire Debris CHEM-03

GSR CHEM-02

DNA DNA1&9
Forensic Biology FB-23

Latent Prints LP-9-12,25 & 29
Firearms FA-22

Impriats IM-11

Computer Crimes'and Electronic Evidence CC-19-21, 30 &36
Multimedia MMIE-14

Procedures to,ensure suitability of purchased supplies, reagents and consumable
matetials priorto use, are addressed in GL-6 “Purchasing”. Further, Unit guidance
1§ maifitainéd in Unit SOPs as follows:

Controlled Substance CS-1, 11
Toxicology TX-43

DNA DNA-8
Forensic Biology FB-8to 18 & 21
Fire Debris CHEM-03

GSR CHEM-02
Latent Prints LP-3 &4

Reagents are classified as equipment and as such the DSS specifies procedures for
routinely checking the reliability of reagents as detailed in Unit SOPs identified as
follows:
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Controlled Substance CS-3, 11

Toxicology TX-43

DNA DNA-8 &1

Forensic Biology FB-8 to 18,21 & 22

Fire Debris CHEM-03

GSR CHEM-02

Latent Prints LP-3 &4

Imprints IM-8
d) Current location of the equipment is maintained as part‘of Unit Equipment lists.
e) Unit SOPs detail calibration specifications including calibration intervals. Each

Unit maintains instrument maintenance logs, asddetailed’in UnitdSSOPs. Dates of
calibrations, results of the calibrations, and adjustments made are documented in
equipment maintenance logs. For reagents, Units maintainfreagent logbooks (or
other as outlined in Unit SOPs) to record validations and verifications.

When calibrations, preventative maintenange,or verifications are to occur on an
annual basis, the laboratory will make,every effort to ensure the action occurs on
or about the anniversary date (+/<30 working days).

f) Unit SOPs detail the usednd dogiimentation of reference materials and record
maintenance. These records include the'acceptance criteria, results, relevant dates
and the period of yalidity of theireference materials. Guidance for general
laboratory equipment can be found in GL-21 “General Laboratory Equipment”.

g) Unit SOPs specify equipment maintenance plans as applicable. Maintenance
performed is maintainédsin equipment maintenance logs. Guidance for
maintehance and performance checks of some general laboratory equipment can
be foundin GL-21 *“General Laboratory Equipment”.

h) Damage, modification or repair to the equipment is documented in equipment
maintenance logs.

1) A'QMS workflow, “Equipment List” may be used to aid in equipment lists and
maintenance reminders.

6.5  Metrological traceability
6.5.1 (16.5.1)

Where applicable the Division maintains metrological traceability of measurement results
via documented unbroken chain of calibrations. This is done by linking results to
appropriate reference materials. Examples include barrel lengths in Firearms linked to
calibrated rulers, weights in Controlled Substances linked to calibrated balances and drug
concentrations being linked to certified reference materials in Toxicology.
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All equipment calibrations shall whenever possible be traceable to the International
System of Units (SI) either through the use of suitable standards or the use of ISO or
equivalent certified laboratories or companies, as specified in Unit SOPs.

As applicable, Units shall utilize only measurement standards for calibrations or
comparisons which can be linked to relevant primary standards of the SI units of
measurement.

If the quantitative value of a reference material is changed, then thes€alibration of the
equipment used to alter the reference material impacts the tracedbility chain; the
equipment will be tracked.

When the Division utilizes external calibration services,nly facilities, that can
demonstrate competence, measurement capability anditraceability will'be employed. The
calibration certificates issued by these laboratories shall cofitain thefmeasurement results,
including the measurement uncertainty and/or a statement of compliance with an
identified metrological specification.

If certain calibrations cannot be made in SIUnits, cettified reference materials provided
by a competent supplier shall be used to,give'ayreliable physical or chemical
characterization as described in individuallUnit SOPs.

6.5.1.1 (%6.5.1.1)

When the Division utilizes@xternal calibration services, only facilities that can
demonstrate competence; measurement eapability and traceability will be employed. The
calibration certificates issued by these laboratories shall contain the measurement results,
including the measufément uncertainty and/or a statement of compliance with an
identified metrologicalispecification.

When the Division purchases reference standards or reference materials the products will
be obtained from suppliers that establish/maintain the metrological traceability of the
reference standard or teference material.

Refer to GL<6 “Purchasing” for requirements of vendors of calibration services, reference
materials and reference standards.

6.5.1.2 (26.5.1.2)

Refer to GL-6 “Purchasing” for guidance on assessing supplier competence when no
accredited vendor is available.

6.5.1.3 (%6.5.1.3)
Not applicable, the CT DSS does not calibrate its own equipment.
6.52 (16.5.2)

All reference materials shall, where possible, will be traceable to SI Units or to certified
reference materials.
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6.53 (16.5.3)

Units altering certified reference materials have Unit guidance on requirements to
maintain the traceability of the reference material and maintenance of related records.

Measurement Results where applicable are traceable to SI units.

a)

b)

c)

GL-6 “Purchasing” provides guidance on the selection and use of appropriate
vendors for the calibration of equipment. GL-21 “General Laboratory Equipment
gives guidance on the calibration of some common equipment. Units having
specific calibration requirements will address the requirementstin, Unit SOPs.

2

GL-6 “Purchasing” provides guidance on the selection@nd use of appropriate
vendors for the purchase of certified reference materials with metrological
traceability. Each Unit as applicable shall utilize only measuremenit standards for
calibrations or comparisons which can be linkéd to relévant primary standards of
the SI Units of measurement. All reference Standards are calibrated against NIST
standards or by a vendor, which can provide traceability£o NIST or an equivalent.

All reference materials, where possiblégshall betraceable to SI Units.

If certain calibrations cannot be made in ShUnits,certified reference materials provided
by a competent supplier shall be used to give a reliable physical or chemical
characterization as described in individual Unit'SOPs.

6.5 Externally provided product§ and services
(16.6.1)

Guidance for products purchased{or use in case analysis and services purchased (such as
equipment calibration and instrument maintenance) is provided in GL-6 “Purchasing”.
Guidance for theyusefof sub=econtracting services for case analysis is provided in GL-20
“Review of Requests and Tenders”.

6.6.1

a)

Procedutzes to ensure the suitability of purchased supplies, reagents and
consumable materials prior to use, are addressed in GL-6 “Purchasing”. Further,
guidance is maintained in Unit SOPs as follow:

Controlled Substance CS-1,3& 11
Toxicology TX-43

DNA DNA-8
Forensic Biology FB-8 to 18 & 21
Fire Debris CHEM-03

GSR CHEM-02
Latent Prints LP-3 &4
Firearms FA-26
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6.6.2

Each Unit selects and purchases services and supplies as detailed in GL-6
“Purchasing”. This SOP also addresses receipt and distribution of materials.
Storage of reagents and consumable material is detailed in Unit SOPs:

Controlled Substance CS-1, 3 &11
Toxicology TX-43
DNA DNA-8
Forensic Biology FB-8 to 18 & 21
Fire Debris CHEM-03
GSR CHEM-02
Imprints IM-2
b) When case work is to be outsourced the Section'Managér and ‘Director (or

designee) will identify the contract laboratory and enSure thessuitability of the
contract laboratory to provide the needed service. Imithe case of the DNA Unit the
Technical Leader will be responsible to review\and appfove the suitability of the
contract laboratory following the guidanee of the FBI DNA QAS document.

Suitability of a contract laboratery 1s.defined as‘alaboratory that has gained
accreditation through an accrediting body., in the specific discipline of work
required. Acceptable accrediting bodies include but are not limited to, ANAB,
ABFT and A2LA or otherlabofatories that can demonstrate ISO/IEC 17025
accreditation.

For the Firearms Unit the National NIBIN Correlation and Training Center has
been assessed and is considered an acceptable agency to outsource casework.

C) Guidance'to ensure thatproducts and services used in support of DSS operations
are suifable for'the needs of the DSS is provided in GL-6 “Purchasing” and in
Unit SOPS as listed above.

(16.6.2)

The Quality Section-will maintain a list of contract laboratories that have been deemed
competent./This information will minimally include the name and contact information of
the contracted laboratory, a copy of their accreditation certificate and the scope of the

accreditation (or other document demonstrating accreditation in the specific required
field).

a) GL-6 “Purchasing” specifies that the Division shall evaluate vendors to determine
if they meet the minimum requirements for critical consumables and critical
reagents. Additionally, this SOP requires maintaining records of the evaluation.

b) GL-6 “Purchasing” specifies criteria to evaluate suppliers of products and
services. This includes the acceptance of suppliers accredited to ISO 17025 or
17034 (with appropriate scope of accreditation) or through evaluation using
questionnaire GL-6.1. A list of the approved vendors and associated

State of Connecticut Department of Emergency Services and Public Protection
Division of Scientific Services
Documents outside of the QMS are considered uncontrolled.




GL 1 Quality Manual Document ID: 1388

Revision: 22
Effective Date: 03/24/2024

Approved by Director: Dr. Guy Vallaro Status: Published

Page 35 of 78

documentation is maintained in the QMS. GL-6 “Purchasing” also provides
guidance on re-evaluation of suppliers.

The DSS ensures that externally provided products and services are appropriate
for the needs of the DSS prior to use or prior to providing the product to the
customer.

1.

Products:

Procedures to ensure suitability of purchased supplies, reagents and
consumable materials prior to use, are addressed in GL-6 “Purchasing”.
Further, guidance is maintained in Unit SOP$as follows:

Controlled Substance CS4l, 3 &l
Toxicology TX=43

DNA DNA-8
Forensic Biology FB-8 to18& 21
Fire Debris CHEM-03

GSR CHEM-02
Latent Prints LP-3 &4
Firearms FA-26

Imprints IM-2

Unit QualitysContrel procedures detail the analysis process for quality
control data, and include the appropriate actions to be taken in the
event that expect@d results/parameters are not met (including action to
be takemto correct the problem and to prevent an incorrect result from
being reported).

Services:

The Quality Section is responsible to ensure that calibration services for
general equipment meet the needs of the DSS based on the scope of
accteditation of the service provider. Refer to GL-21 “General Laboratory
Equipment” and GL-6 “Purchasing”.

Section Managers (or their designees) are responsible to ensure that
services (such as calibration, repair and performance checks) to unit-
specific equipment are performed by vendors that meet the needs of the
DSS prior to using the supplier. Refer to GL-6 “Purchasing”. Unit SOPs
provide guidance on performance checks or other quality controls required
after services and prior to use for casework.

Unit Quality Control procedures detail the analysis process for quality
control data, and include the appropriate actions to be taken in the event of
failed parameters (including action to be taken to correct the problem and
to prevent an incorrect result from being reported).
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In the event the Division of Scientific Services chooses to sub-contract
case work the criteria set forth in the ANAB accreditation document and
the FBI DNA QAS document will be followed as appropriate. Contracts
with sub-contractors for DNA-related analysis will be reviewed annually,
if the contract is maintained. Division Units using sub-contractors may
include Unit specific requirements in Unit SOPs.

When casework is outsourced the Section Manager and.the Director will
ensure that the contracted company meets the needs of the PSS and the
guidance of its accrediting body. The DSS retains responsibility for case
reports produced and issued to the client baséd on'work performed in a
contract laboratory.

When case work is sub-contracted, the DSS has the following options for
reporting the findings to the customer:

1. Issue the sub-contragtors report directly to the submitting
agency. The Unit will ensute,that an abbreviated case review
process occurs and that.the reportsent to the customer meets all
Division requirements. The Unit upon receiving reports back from
the contracted laboratery will perform an outsourcing review (see
GL-18 “Case Reviews™); this is in place of a standard Technical
and Administrative review.

2.\Issue a DSS laboratory report based on the data generated from
the'contract laboratory. The data generated from the contracted
laborateryfwill be reviewed for accuracy. A laboratory report will
be issued if any work was performed by the Division. Where
applicable, the DSS Unit will review sub-contracted work and
make interpretations and conclusions based on that work.

The laboratory report will clearly state what analysis (however
titled) was performed by the contract laboratory; the report will
include the name and address of the contract laboratory. The
laboratory report will be subjected to the normal case review
process of both a Technical and Administrative review. Unit SOPs
detail when a report will be necessary and when a letter or
notification will suffice.

d) GL-6 “Purchasing” gives guidance on the evaluation/re-evaluation of vendors. The
Quality Section maintains a list of approved vendors through the QMS. Vendors no
longer found to be appropriate for use will be removed from this list. Units obtaining
unsatisfactory services or supplies from an authorized vendor will work with the
Section Manager to determine the correct path to rectify the issue.

6.63 (16.6.3)
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7.1
7.1.1

Requirements of purchased products and services are communicated to the supplier
through purchasing requests or in the case of some calibrations through requests for
quotes.

a) GL-6 “Purchasing” specifies that when purchasing critical items or services the
unit will provide exact specifications deemed critical to the item or service. When
a calibration service is required to an exact standard or specification the Quality
Section (or their designee) communicates the specifications to.the approved

vendor.

b) Acceptance criteria for provided products and services are,communicated to the
vendor through purchasing documents or other comimunicatiens such as email
notification.

C) When a service is to be supplied that requirés that the personnel performing the

service has specific qualifications this will be communicated to the vendor prior
to the service being performed.

d) The DSS will communicate needed requirements to external providers when work
such as repairs or calibrations are to beéperformed off site. This may include
guidance on calibration cycles to be defined on calibration certificates, or other
general information.

Process requirements
Review of requests, tenders and contracts
(17.1.1)

The Division ofiScientific Serviees procedure for the review of Requests, Tenders and
Contracts is detailed it GL-20 “Review of Requests and Tenders” and GL-12 “Evidence
Receiving”.

GL-20%Rewiew of Reguests and Tenders” contains the wording of the contract with
customers submitting evidence and specifies that:

a) Methods to be used are adequately defined, documented, and understood.

b) The Division has the capability and resources to meet the requirements of the
contract.

C) The Division reserves the right to use contract laboratories to perform case
analysis, the contract on the evidence receipt acts as notification of this to the
customer.

The Division maintains the right, as defined in our customer contract, to sub-
contract work. In the event that there is not a signed customer contract for a case
identified to be subcontracted out, a letter will be sent to the submitting agency
informing them of the Division’s intent to contract out case materials they had
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submitted. The customer may or may not be contacted on a case-by-case basis
based on the reason for the need to subcontract the work.

When the work that is being subcontracted out is based on individual case needs;
such as testing required that the Division does not perform, the submitting agency
will be contacted prior to sending the specific samples to the contract laboratory.
When the work being sub-contracted out is based on the needs of the Division,
such as for backlog reduction, and the testing being sub-contracted out is within
the scope of normal testing the customer will not be infosmed on‘an individual
case basis, since this is within the definition of the Diviston’s contract with its
customer.

d) The appropriate testing is capable of meeting thé customier’s reqiirements.

Additionally, the contract states:

e) Differences between the request and the contract will'lbe resolved prior to the
commencement of casework.

f) Each contract shall be acceptable tobeth the Division and the customer.

g) Electronic or handwritten signatutes areaeceptable on DSS reports.

h) Simplified reports will beased where the dates of laboratory activities will be
available upon requestsbut not on the reports.

GL-20 “Review of Request and Tenders™also specifies that when a Memorandum of
Understanding (MOU) oceurs between the DSS and a customer that MOU will supersede
the standard contraet:

(17.1.2)

GL-20 “Review of Requests and Tenders”, states each Unit shall inform a customer when
the methed proposediby the customer is considered to be inappropriate or out of date.

(17.1.3)

The DSS has no requirements with customers to provide a statement of conformity to
specific speeifications.

(17.1.4)

GL-20 “Review of Requests and Tenders” contains the wording of the contract with
customers submitting evidence and specifies that: differences between the request and
the contract will be resolved prior to the commencement of casework. Additionally, GL-
20 “Review of Requests and Tenders” provides guidance on documentation of deviation
requests. The DSS will ensure that deviations requested by the customer will not impact
the integrity of the casework. Analysts receiving requests for deviations will bring these
to the Unit Lead. The Unit Supervisor and Manager will determine if the deviation
request is appropriate.

State of Connecticut Department of Emergency Services and Public Protection
Division of Scientific Services
Documents outside of the QMS are considered uncontrolled.




GL 1 Quality Manual Document ID: 1388

Revision: 22
Effective Date: 03/24/2024

Approved by Director: Dr. Guy Vallaro Status: Published

Page 39 of 78

Deviations of any kind, administrative or technical will be entered in the QMS
Workflow, “Deviation Request”. This request will go through review by the Unit
Supervisor (or TL in DNA), Unit Manager(s), and to the Director for approval. All
reviews and approvals will be documented in the QMS. If necessary, external files (i.e.
memos) can be uploaded to the workflow. Any QMS user is able to use this workflow to
submit a deviation request.

(17.1.5)

If a major deviation from the contract is required on a case, the€ustomer (submitting
agency) will be informed prior to performing the deviation, as detailed in GL-20 “Review
of Requests and Tenders”.

Guidance on what constitutes a major deviation is provided in’GL-20 “Review of
Requests and Tenders”.

(17.1.6)

If, during the process of working a case, a.changeite the contract is required, the analyst
or their Supervisor will contact the submitting agency to discuss the change; such
discussion will be noted in the case file'(date, the person contacted and topics discussed
will be included along with the initials of:the person that made the contact). The analyst
and Unit Supervisor should consider thé guidelines detailed in GL-20 “Review of
Requests and Tenders” to determine if the change is sufficient to warrant contacting the
customer.

(17.1.7)

The Case Managément Sectionsworks closely with customers when clarification of
customer’s requests isgequired.

The Quality System utilized by the Division includes reviews and evaluations of the
Divisiofi's,willingness, to cooperate with customers to clarify their requests and monitor
the Division’s performance relative to the work performed (GL-8 “Management System”
and GL-10 “Customer Inquiries”). Refer to “GL-4 Security” for guidance on customer’s
request to Witness/observe laboratory activities related to a specific case.

(17.1.8)

If, during the process of working a case, a change to the contract is required the analyst or
their Lead or Supervisor will contact the submitting agency to discuss the change; such
discussion will be noted in the case file (date, the person contacted, and topics discussed
will be included along with the initials of the person that made the contact). This process
is detailed in GL-20 “Review of Requests and Tenders”.

(17.1.9)
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Unit procedures define guidance on communication to customers pursuant to database
searches. Operational SOPs for the individual characteristic databases utilized by
Division Units are as follows:

NIBIN: (Firearms) FA-21,22 & 32
CODIS: (DNA) DNA-10 to DNA-16
AFIS: (Latent Prints) LP-11, LP-30, LP-32 & LP-39

7.2 Selection, verification and validation of methods
7.2.1 Selection and verification of methods
7.2.1.1(17.2.1.1)

The procedural SOPs for each Unit in the Division, when appropriate, specify the use of
appropriate methods and procedures for sample selection, handling, transport,
preparation, and storage of items to be tested. Each Unit, as appropriate, includes in its
procedures, provision of estimation of measdrément uneertainty, as well as statistical
techniques for analysis of test data.

72.1.1.1 ?7.2.1.1.1)

The DSS uses methods appropriate to the diseipline; these include procedures for data
analysis and interpretation. See Unit,SOPs.

7.2.1.1.2 (*7.2.1.1.2)

Unit SOPs provide guidance on the assessment of unknown items and specifically the
identification of charaeteristics suitable for comparison to known materials, specifically
for the purposeof associationsto a source. Additionally, where appropriate guidance will
include, the statisticaldevaluation of the characteristics. These evaluations will be made
prior to the comparison to the known.

7.2.1.1.3 (?7.271.1°3)

The scope ofiaccreditation for the DSS does not include calibration.
7.2.1.2 (17.2.1.2)

GL-19 “Document Control” specifies that:

All SOPs are available through the QMS.

All Management System documents will be reviewed at least annually to ensure that
they are still suitable for the task and are compliant to any applicable requirements.
Appropriate, authorized editions of essential Division documents are available to
analysts and other appropriate personnel, at their workstations.

7.2.13(17.2.1.3)
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GL-19 “Document Control” addresses the removal of expired, invalid, or obsolete
documents. The SOP specifies that the Quality Section will ensure that expired, invalid,
or obsolete documents are removed from points of issue or use when appropriate, or
when superseded by new documents. SOPs printed from the QMS will print with a footer
stating that they are not controlled documents. The QMS document tree will be set to
allow only the Quality Section, members of Management and those assigned to Case
Management access to out-of-date procedures. The Director may authorize other users
access to these documents based on needs of the Division.

7.2.1.4 (17.2.1.4)

As specified in GL-20 “Review of Requests and Tenders’/€ach Unitishallfas a function
of the contractual agreement with the customer, specify’and use¢appropfiate procedures
which meet the needs of the customer, and which are appropriate fonthe
examination/testing required.

As specified in GL-19 “Document Control” gach Unit may only use procedures that have
been validated and are approved by the Unit Manager and/or Director for use in the
specific Unit.

7.2.1.5 (17.2.1.5)

Each Unit validates all methods prior to use, per Unit SOPs. Documentation of the
validation process, includinggaseonsideration regarding the method as being “fit for
purpose” is specified in the validation documentation. As specified in GL-19 “Document
Control” each Unit may only use pr@cedures that have been validated and are approved
by the Unit Managers and/er Director for use in the specific Unit. In the DNA Unit, the
DNA TL will approve validations.

As part of the validationiprecess a General Laboratory Form “Laboratory Method
Validation Summaty Form” will be filled out to ensure all necessary information is
captured¥The completed form will be maintained with the validation documentation.

Each Unit will maintain the validation documentation for a minimum of the life of the
procedure plus 10 years.

For overview of the Division’s Validation Policy, refer to GL-22 “Policy on Validation
and Performance Checks”. Unit SOP guidance details the method development/validation
and documentation process as noted below:

Controlled Substance CS-10
DNA DNA-1
Forensic Biology FB-25

Fire Debris CHEM-03
GSR CHEM-02
Latent Prints LP-12 & 17
Imprints IM-15
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Firearms FA-37
Computer Crimes and Electronic Evidence CC-20, 28 & 36
Multimedia MM-29

In the event that a method is revised by an issuing body and the DSS adopts the revision a
verification will be performed to ensure that the required performance can be reached.

7.2.1.6 (17.2.1.6)

For overview of the Division’s Validation Policy, refer to GL 224Policy en Validation
and Performance Checks”.

Unit developed and validated methods will only befutilized for casework by
properly qualified personnel, as documented per GL-15¢‘Professional
Development”.

During the validation process, the validation'plan must bedipdated and approved
as development dictates.

If the plan is updated all involved personnel will.be informed.

7.2.1.7 (17.2.1.7)

Administrative or Technical deviations will be entered in the QMS Workflow, “Deviation
Request”. The proposed procedute wilL€ontain the technical justification for the
deviation. This request will go through review by the Unit Supervisor (or TL in the DNA
Unit), Unit Manager(s), Quaality Assurance Manager, and to the Director for approval. All
reviews and approvals will be documented in the QMS. If necessary, external files (i.e.
memos) can be uploaded'to the workflow. Any QMS user is able to use this workflow to
submit a deviation'request.

Any significadt deviation from accepted procedures must be documented and approved
by the Director and@ppropriate Managers. A notification of the deviation to the customer
will be made. Significant deviations require the acceptance by the customer. The decision
on whetheraideviation'is considered significant will be decided between the appropriate
Managers\and the ' Quality Assurance Manager.

722.1(17.2.2.1)

In the event'the DSS requires the development of a non-standard method (i.e. a method
used outside its intended scope, laboratory developed methods) all requirements for a
validated method, as specified by laboratory procedure, must be fulfilled by the non-
standard method prior to use.

Refer to GL-22 ‘Policy on Validation and Performance Checks’.
7.2.2.1.1 (37.2.2.1.1)

For an overview of the Division’s Validation Policy, refer to GL-22 “Policy on
Validation and Performance Checks”. This includes guidance on:
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a) Use of a validation plan.
b) Data interpretation.

C) Data/acceptance criteria required for reporting results including where
appropriate, opinions and interpretations.

d) Identification of method limitations.

Units may have additional SOP guidance detailing the method development/validation
and documentation process, as noted below:

Controlled Substance CS-10

DNA DNA-1
Forensic Biology EB-25
Chemistry CHEM=01
Latent Prints LP-12°& 17
Imprints IM-15

Firearms FA-37
Computer Crimes and Electronic Evidence CC€=20, 28 & 36
Multimedia MM-29

7.2.2.2(17.2.2.2)

When changes are made to validated methods, the change will be assessed to assure that
the change will be consistént with the need of the customer. Refer to GL-22 “Policy on
Validation and Performance Checks?.

7.2.2.2.1(37.2.2.2.1)

GL-22 “Policyfon Validation and Performance Checks” states that data interpretation will
be included when changestorvalidated methods are planned.

7223 (17.2.2.2)

Validation methods will include, as appropriate, consideration of range and accuracy,
uncertaintygdetection limit, linearity, and robustness against external influences, and/or
matrix effects (as appropriate to the method being validated). Method validation is
driven, at least in part, by a consideration of customer needs.

72.2.4(17.2.2.4)

GL-22 “Policy on Validation and Performance Checks” provides guidance on records to
be retained for validations performed.

GL-11 “Control of Records” states that validation records will be maintained for a
minimum of ten years. This is to include the validation procedure/plan, specification of
validation requirements, performance characteristics of the method, the data/results
obtained and the documentation stating the method is fit for use.
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7.3 Sampling

7.3.1 (17.3.1)

7.3.2

7.3.3

7.4
7.4.1

Where applicable, each DSS Unit defines and describes its sampling (sample selection)
procedures in Unit SOPs. Such processes address the factors to be controlled to ensure
the validity of the test results.

All Unit procedures are available through the QMS.
(17.3.2 & ?7.3.2.b).1)
Individual Unit SOPs contain guidance on sampling (sample selection):

a) Selection of samples.

b) General guidance on the sampling plan as applicables
Units within the DSS use sample selection. Results®f testing apply only to
the items tested.

C) Sample preparation for subsequent teSting.

(17.3.3)

Each DSS Unit, when appropriate, specifies proeedures for recording relevant sampling
(sample selection) data. Such protocols specify that all information on the sampling
(sample selection) procedure (including pertinent diagrams for location of sampling) shall
be documented on case worksheet(s). This guidance may include when appropriate:

a) Reference to the method.

b) Date samplestaken.

C) Description of sample.

d) Name of‘person performing the work.

e) Identification of equipment used.

f) Envirenmental or transport conditions.

g) Diagrams or equivalent to document location sample was obtained.

h) Information on deviations from the SOP pertaining to sample selection.

Handling of test or calibration items
(17.4.1)

GL-13 “General Evidence Handling” provides guidance on evidence handling to preserve
evidence integrity. The procedural SOPs for each Unit in the Division, when appropriate,
specify the use of appropriate methods and procedures for sample selection, handling,
transport, preparation, and storage of items to be tested.

74.1.1 27.4.1.1)
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The DSS addresses the overall handling of test materials in GL-13 “General Evidence
Handling” and each DSS Unit has SOPs addressing transportation, receipt, handling,
protection, storage, retention, and/or disposal of test items.

b)

d)

These SOPs include provisions to protect the integrity of each item and the
interests of the lab and the customer.

Reference materials (e.g. buccal swabs) shall be collected from all laboratory
personnel and certain visitors. These are added to an internal DNA reference
database. See GL 3 ‘Security’ for guidance on buccal swabs for visitors.

These provisions shall include the collection of refefénce materials/(e.g. buccal
swabs) from all laboratory personnel or visitors {€.g. observets, vendors, or other
individuals who may be allowed into laboratofy areas).

GL-13 “General Evidence Handling” relates'to all'items submitted to the DSS as
evidence.

GL-13 “General Evidence Handling” and Unit SOPs give guidance on storage,
packaging and sealing evidence,to 1) protect the‘integrity of all items received
through at minimum ensuring a pteper seal and proper storage and 2) to require
items to be re-sealed as soon as practical after access.

GL-13 “General Evidence Handling” specifies that the process of examination
cannot be “open ended,” and that there shall be a reasonable end point to the
process of analysis, determined on a case-specific basis.

GL-13 “General Evidence Handling” provides guidance on securing unattended
evidences

GL-13"*General'Bvidence Handling” provides guidance on maintaining the chain
of custody: for:

1) Alhitems of evidence received and

2) Fot all items collected or created (may be designated as sub-items) and
preserved for further testing; (including but may not be limited to latent print lifts,
DNA extractions, and test-fired ammunition).

Digital files, photographs, or photographic negatives of images from evidence,
such as latent prints and impressions, are treated as evidence, when the evidence
itself is not recoverable as specified in Unit SOPs.

GL-13 “General Evidence Handling” provides guidance on the use of LIMS-plus
to maintain chain of custody for all items of evidence, including securely and
accurately documenting:

1) The individual(s) or locations(s) receiving the items,

2) The item(s) transferred, and
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3) The chronological order of all transfers.

Unit SOPs provide guidance on appropriate handling of characteristic database
samples.

Individual characteristic database samples:
Are treated as reference materials
Are not treated as evidence
Will be uniquely identified

Will be protected from loss, cross-transfergeontamination and/or
deleterious change

Unit analytical SOPs specify that access(to samples comprising individual
characteristic databases will be restricted te thoseypessons authorized by the
Unit Manager(s) and/or Director,

SOPs for the individual charactesistic databases utilized by Division Units are

as follows:
NIBIN: (Firearms) FA-21,22 & 32
CODIS: (DNA) DNA-10 to DNA-16
AFIS: (LatentPrints) LP-11, LP-30, LP-32 & LP-39

e) GL-13 “General Evidence Handling” and Unit SOPs provide guidance on the
notification of customers regarding the disposition of all items of evidence. This
will generall§ibe through the DSS report(s).

f) GL-13¢“General Evidence Handling” and Unit SOPs provide guidance on the
notification of customiers regarding all items collected or created which are
preserved for further testing.

742 (17.4.2)

GL-4 “LIMS” and GL-13 “General Evidence Handling” provide guidance on the
identification and labeling of test items. Each item, and when necessary, sub-item(s)
require(s) a unique label that remains as a permanently affixed identifier and is used in all
aspects of the testing/examination process. All sub-items (when generated) are tracked in
LIMS in the same manner as original evidence items.

7.4.2.1 (27.4.2.1)

GL-14 “LIMS” specifies the unique numbering identification system used for all cases
and related items of evidence received by the DSS.

GL-13 “General Evidence Handling” specifies that each item of evidence shall be marked
with the unique case number and any appropriate further identification (e.g. sub-item
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7.4.3

7.4.4

7.5

number). If the evidence does not lend itself to marking, its proximate container or ID tag
shall be marked as noted above.

(17.4.3)

Upon review of submitted evidence, if the submission(s) do not conform to the
description provided on the Request for Analysis (RFA) form, the customer will be
notified, and the case file will be appropriately documented. If the discrepancy is such
that it causes doubt as to the suitability of the item for the testing requésted, work will be
suspended until the discrepancy is clarified by the submitting agency.

Note that minor variations between the RFA and items submitted'do not warrant
customer notification. Analysts are to refer to their Unitdfead or Supervisor if questioning
the appropriateness of the description.

Each DSS Unit requires (as detailed in Unit SOPs) documentationfof any departure of
samples or test materials from procedural specification(s). If'thé departure is of sufficient
magnitude as to potentially affect the suitabilityyof the'item for testing, the customer will
be notified for further instruction, and the‘informatiomdetailed in the case file. If the
customer still requires testing, the relatéd report will include a disclaimer indicating
which results could be affected by the deviation.

All pertinent case review documents/documentation are maintained by the Division, as
specified in Unit SOPs addressing case notes and documentation, as noted below.
Pertinent discussions with customers relating to casework are similarly documented and
maintained.

ControlledsSubstance CS-1
Toxicology TX-5
DNA DNA-1 & 23
Forensic Biology FB-05
Fire Debris CHEM-03
GSR CHEM-02
Latent Prints LP-1,2,24 & 26
Firearms FA-06
Imprints IM-3 &13
Computer Crimes and Electronic Evidence CC-10
Multimedia MMIE-27
(17.4.4)

DSS Unit SOPs where appropriate, address specific requirements for the storage
conditions for samples and test materials. These procedures ensure the proper storage,
handling, and preparation of submitted items. Storage facility conditions are monitored
and recorded as appropriate.

Technical Records
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7.5.1

(17.5.1)

GL-11 “Control of Records” specifies that:

All significant records generated during analysis are maintained within the case
file; including the use and performance of appropriate controls and standards as
specified in all procedural SOPs in each Unit.

Records for each test shall contain sufficient information to facilitate, if possible,
identification of factors affecting the uncertainty of the testyfand'te enable the test
to be repeated under conditions as close as possible to the original:

Case records include the identity of all personnel responsible for the sampling,
performance of each test, and of all review processes.

Observations, data and calculations shall begecorded at the time they are made
and shall be identifiable to the specific task.

If test results are rejected, the reasondor the rejection will be recorded.

Case documentation shall reflect the date(s) oflexamination, identifiable to the
specific task.

7.5.1.1 (*7.5.1.1)

Each Unit specifies retention of apptopriate and required case record documentation in

SOPs as detailed below:
Controlled Substance CS-1
Toxicology. TX-5
DNA DNA-23
Forensic Biology:. FB-05
Fire Debris CHEM-03
GSR CHEM-02
LatentiPrints LP-1 &18
Firearins FA-6
Imprints IM-13
Computer Crimes and Electronic Evidence CC-10
Multimedia MMIE-3

7.5.1.2 (?7.5.1.2)

GL-11 “Control of Records” specifies that any non-common abbreviations or symbols
specific to a DSS Unit that are used in the examination worksheets will be retained either
as a list available within the Section or in individual Unit SOPs, as detailed below:

Toxicology TX-19
Controlled Substances CS-1
Fire Debris CHEM-03
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GSR CHEM-02
DNA DNA -1
Forensic Biology FB-04
Latent Prints LP-5
Firearms FA-7
Computer Crimes and Electronic Evidence CC-26
Multimedia MMIE-25

7.5.1.3 (27.5.1.3)

GL-11 “Control of Records” specifies that case records include sufficient data to
facilitate and allow another competent analyst, Supervisor‘or Lead to,scientifically
evaluate the results and how conclusions were made.

7.5.1.4 (27.5.1.4)

GL-11 “Control of Records” specifies that examination workshéets shall be completed
using a permanent form of a writing device. ‘Examples'of such devices include, but are
not limited to: pens, permanent markers, and laser inkjet printers.

GL-11 “Control of Records” specifies that all récords are stored in a secure manner.

7.5.1.5 (27.5.1.5)

GL-11 “Control of Records’.specifies that observations, data and calculations shall be
recorded at the time they Aare made and shall be identifiable to the specific task and that if
test results are rejected, the reason for the rejection, the initials of the person taking the
action and the date will be rtecorded/and maintained in the technical record.

7.5.1.6 (27.5.1.6)

7.5.2

The Division is'not a'calibration laboratory.
(17.5.2)

Changes to completed examination records, either hard copy or electronic are tracked so
that any change is clearly documented as detailed in individual Unit SOPs, and GL-11
“Control of Records”. The Division defines completed examination records as those
submitted for technical review.

GL-11 “Control of Records” specifies that when mistakes in records are found, each
mistake will be crossed out with a single line and the correct value/change entered
alongside. These alterations will be initialed and dated by the individual making the
correction. In the case of electronic records, a copy of the original record will be
maintained, and a new copy will be generated reflecting the correction.

Note: it is acceptable to make handwritten corrections on printed electronic records,
instead of generating a corrected electronic copy.
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GL-11 “Control of Records” specifies that if, during the technical review process,
changes are required to the examination worksheets or other case documentation the
change will be initialed and dated by the individual making that change.

7.6 Evaluation of measurement uncertainty

7.6.1 (17.6.1)

As addressed in specific analytical SOPs, the process of determination of uncertainty will
include an attempt at identifying all significant factors, including sampling that contribute
to the uncertainty of a particular measurement to provide a reasofiable estimation of the
confidence interval.

All DSS Units shall utilize procedures to estimate the uneertaintysof meastirement where
applicable. As appropriate, analytical procedures which réquiré consideration of
uncertainty address that process on a method-specific'basis for eachdindividual Unit.

Each DSS Unit specifies that factors that may affect measurement uncertainty are
considered, as applicable, in developing testing metheds ‘and procedures, training and
qualification of personnel, and in equipment selection and calibration, as detailed in Unit
SOPs.

7.6.1.1 (27.6.1.1)

As applicable each DSS Unitsspecifies that factors that may affect measurement
uncertainty are considered in developing,testing methods and procedures. Unit
procedures:

a) Require thatithe device used to obtain reported results will be included in the
development of the measurement uncertainty or that the device will be assessed
against the measurement uncertainty for the procedure.

b) Include guidance on the process of rounding the expanded uncertainty.
c) Requite,a coverage probability of 95.45%.

d) Specify the schedule in which the measurement uncertainty will be re-calculated
or reviewed. This will be no less than every 5 years or when either new equipment
is used for the task or new employees are authorized in the related tasks.

See Unit procedures addressing uncertainty.
7.6.2 (17.6.2)

Not applicable, the CT DSS does not perform calibration of its equipment.
7.6.3 (17.6.3)

The CT DSS requires evaluation of the measurement of uncertainty for quantitative
results. Units reporting measurement uncertainty calculate the value based on method
evaluation as per Unit SOPs.
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7.6.3.1 27.6.3.1)

7.6.4

7.7
7.7.1

The CT DSS requires evaluation of the measurement of uncertainty when reporting
quantitative results. This includes weights of drugs in Controlled Substances, volatiles in
blood or urine in Toxicology and barrel length in Firearms. Other areas may be included
as needed.

(27.6.4)

GL-11 “Control of Records” specifics that, documentation related'to the ¢alculation of
the uncertainty of measurement will be retained for 10 years.

Unit procedures addressing uncertainty address the retentiomrof albdata/documentation
used in developing procedural uncertainty.

Documentation to be maintained includes:

a) Documentation defining the measurand

b) Documentation on how traceability isestablished for the measurement

C) Documentation on the equipment used

d) All uncertainty components considered

e) All uncertainty componehts of significance and how they were evaluated

f) Data used to estimaterepeatability, intermediate precision, and/or reproducibility
g) All calculations performed; and

h) The combined standard uncertainty, the coverage factor, the coverage probability,

and the resulting expanded uncertainty.

Refer to Unit procedures:

Ensuring'the validity of results
(17.7.7 &2 721wt & 27.7.11).1)

The DSS monitors the reliability of test results through multiple measures including
technical review of cases, internal audits and proficiency testing of analysts. Technical
review of cases is required in all disciplines.

GL-18 “Case Reviews” provides guidance in the performance of technical
reviews.

GL-7 “Audits” includes guidance on reviewing case files as part of the annual
audit.

GL-16 “Proficiency Testing” requires that each analyst be challenged each year in
each discipline in which they perform testing by at least one proficiency test,
internal test or observation-based test.
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d)

Specific quality control procedures are maintained in each Unit for monitoring the
validity of tests and calibration procedures. Methods define the required control
materials to be used. This may include the use of reference materials and
procedural blanks.

Units may use various analytical techniques in analyzing case materials; an
example of this would be a screening and confirmatory test method. Unit SOPs
provide guidance on specific testing.

All equipment shall be calibrated before being put into sérvice, as'specified in
individual Unit procedures. Guidance for maintenance and performance checks
of some general laboratory equipment can be found in GL-21‘General Laboratory
Equipment”.

The need for periodic calibration/checks of Specifiefinstruments is detailed per
individual Unit SOPs. Unit procedures addressing checks'of equipment are as
follows:

Controlled Substances CS-5,7& 8
Toxicology TX-43

Fire Debris CHEM-03
GSR CHEM-02
DNA DNA1&9
Forensic Bidlogy FB-23

Latent Prints LP-09-12, 25 & 28
Firearms FA-22,33 & 35
Imprints IM-11
Computer Crimes and Electronic Evidence CC-19-21
Multinedia MMIE-14

Unit SOPs provide guidance on monitoring the validity of tests and calibration
procedures. Where appropriate these procedures further specify which data will
berecordedrand tracked for the purpose of trend evaluation, and the statistical
evaluations to which the data may be subjected, and the monitoring plan. The QC
procedures detail the basis for evaluation (e.g., use of CRM or secondary
reference materials; proficiency-testing programs, replicate tests or calibrations,
retesting retained items and/or correlation of results).

Where appropriate, Unit procedures define any equipment that may require
periodic checks to verify proper working conditions. These checks may be
periodic performance checks, day of use, weekly, monthly or checks as otherwise
defined by the procedures. Guidance for maintenance and performance checks of
some general laboratory equipment can be found in GL-21 “General Laboratory
Equipment”.
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2

h)

)
k)
D

Where appropriate replicate testing may be used as a quality control measure.
Unit procedures provide guidance on the use of replicate testing.

Where appropriate Units may retest retained items as a quality control measure.
When a unit uses verification, the verification shall:
a. Be performed by an analyst authorized in the method,

b. Be documented including who performed the verificationgwhen the verification
was performed, and the result of the verification and

c. Include the resolution of any discrepancy identified; thexesolution of the
discrepancy will be documented.

Units may use various analytical techniques in‘analyzing case materials, these
techniques may be based on differing characteristies of thesample. Unit
procedures will define the correlation requirements between the techniques.

GL-18 “Case Reviews” provides guidan€e,in the performance of technical and
administrative reviews. Unit SOPs may includéifurther guidance based on case
review needs of the unit.

Intra-laboratory testing may occuf asia quality control measure. When a unit uses
intra-laboratory testing, they,will maintain the documentation of the testing.

The DSS does notgparticipate mblind testing.

The technical review of examination documentation and reports is detailed in GL-
18 “Case Reviews”aThe technical review of court testimony is detailed in GL-17
“Court Monitoring”. These procedures specify:

1. Technicalfreviews-must be performed by an individual that has been
competency tested in the testing being reviewed.

The, DSS differentiates technical Review/Reviewers and batch technical
Review/Reviewers. See GL-18 “Case Reviews” for this distinction.

2. "Technical reviews cannot be performed by the individual that performed the
work.

3. Define the number of cases to be technically reviewed.

Where 100% technical review is not performed the Unit Manager(s) and
Director will determine the number of cases per year that require technical
review to ensure a representative number of cases are reviewed. The Unit
Manger(s) will be responsible to ensure the appropriate number of cases are
reviewed.
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7.7.2

When reporting for canceled requests, where items may have been sampled
but no analytical testing was performed, units may only require an
administrative review.

4. Define that court testimony will minimally be reviewed annually, when
practicable, for each discipline in which testimony is presented.

5. Guidance on the performance and documentation of technical reviews both for
casework and testimony.

6. That the technical reviewer will ensure that the results, opinions and
interpretations are accurate, properly qualified and supported by the technical
record.

7. Technical reviewers will ensure conformanee,with DSS analytical and
Management System procedures.

8. The course of action to occur when a discrepancy 18 identified.
(17.7.2)

The DSS participates in proficiency testing as'defined in GL-16 “Proficiency Testing” as
a method of monitoring performance. The QualityaSection plans proficiency testing
events and maintains a schedule‘of.thisdestings, The proficiency program is reviewed
annually as part of the Management System Review.

7.7.2.1 (?7.7.2.1)

7.7.3

7.7.4

Guidance on the Proficieney testing/program is included in GL-16 “Proficiency Testing”.

a) When applying for acereditation in a new discipline at least one proficiency test
will besuccessfully completed.
b) The proficiency testischedule will ensure that for each discipline a minimum of

one externaliproficiency test, for all accredited services will be completed
successfully annually.

(17.7.3)

Proficiency tests, internal tests, and observation-based tests are used to monitor analyst
and unit performance. Data from this monitoring may be used to make improvements to
DSS procedures. GL-16 “Proficiency Testing” gives guidance on monitoring test results
and the actions to take when reported results are not consistent with those expected by the
test provider/preparer to prevent incorrect results from being reported.

(27.7.4)

Analysts (however titled) will be challenged at minimum, annually in each discipline in
which they perform testing; this may be through an internal or external test. Additionally,
attempts will be made to challenge analysts in the various components or parameters of
testing in which they perform analysis, within the 4-year accreditation cycle. All analysts
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7.7.5

7.7.6

will be provided with at least 1 external proficiency test in their discipline of testing in
the 4-year accreditation cycle.

In the event that a proficiency test is not available in a given component or parameter of
testing observation based monitoring can be performed. In this event the Quality Section
will work with the Section Manager(s) or their designee to plan the event.

(27.7.5)

The monitoring program (including intra-laboratory, inter-laboratory, proficiency testing,
internal testing and observational-based testing) will:

a) Ensure that the results of test materials are not readily known to the test taker.
b) Ensure that approved methods are used.

C) Establish the criteria for successful completion prior to thednonitoring activity.
d) Require a mechanism for ensuring the quality ‘of the intra-laboratory or inter-

laboratory comparison materials and of'ebservation-based activities.

e) Not applicable, the DSS is not a,calibration laboratory.

f) Require notification to ANAB when results obtained for a monitoring activity are
not as expected. Notification will be within 30 days of the results being known to
the DSS.

(?7.7.6)

The monitoring program'(including intra-laboratory, inter-laboratory, proficiency testing
and observationalsbased testing) plan will:

a) Ensure that fog'each discipline a minimum of one external proficiency test per
disciplinefof all accredited services will be completed successfully annually.
Authorization will be provided to the test provider to release the test results to
ANAB:

Analysts (however titled) will be challenged at minimum, annually in each
diseipline in which they perform testing; this may be through an internal or
external test. Additionally, attempts will be made to challenge analysts in a
sampling of the various components or parameters of testing in which they
perform analysis, within the 4-year accreditation cycle.

GL-16 “Proficiency Testing” specifies that, where applicable, all DNA analysts
shall comply with proficiency test requirements of the Quality Assurance
Standards for Forensic DNA Testing Laboratories and Quality Assurance
Standards for DNA Databasing Laboratories. Further specified is that all DNA
proficiency tests shall be reviewed by the DNA Technical Leader. The Quality
Section shall maintain proficiency test case files and answers.
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b) Where it is impossible to include every aspect of every component or parameter

of testing in the monitoring program the Quality Section will make every effort to
ensure inclusion of a representative sample of components/parameters, methods,
and key equipment/technologies within each discipline during the accreditation
cycle.

777 (27.7.7)
The DSS will:

a) Use proficiency testing programs when available, which are accredited to ISO-
IEC 17043 by an accreditation body that is a signatetry to'the APLAC MRA or
IAAC MLA and whose scope is appropriate.

b) The DSS will submit results to the test providersion or before the date assigned by
the test provider.

C) The DSS will authorize the test provider to release testresults to ANAB.

d) When there is not an accredited proficiency-test provider available (or not
appropriate) the Quality Sectionywill'gain approval from ANAB to assess the
laboratory’s performance in another manner following the current process for
ANAB.

778 (27.7.8)

GL-16 “Proficiency Testing” specifies that the Quality Section shall retain records of
monitoring activities (proficiency testing/intra-laboratory testing/observation-based
assessments), including as‘@minimum:

a) The diséipline/analyst monitored

b) Design of the monitoring activity (Proficiency test/intra-laboratory/observation)
C) Expected result

d) Docation —miot applicable

e) Records submitted to the test provider
f) Retention of the appropriate technical records as maintained in the case file
g) Results of testing (evaluation); including actions taken for unexpected results

h) Feedback provided to the participant
Proficiency case files including the results of observation-based monitoring will be
maintained by the Quality Section.

7.8  Reporting of results

7.8.1 General

State of Connecticut Department of Emergency Services and Public Protection
Division of Scientific Services
Documents outside of the QMS are considered uncontrolled.




GL 1 Quality Manual Document ID: 1388
Revision: 22
Effective Date: 03/24/2024
Approved by Director: Dr. Guy Vallaro Status: Published
Page 57 of 78

7.8.1.1 (17.8.1.1)

GL-18 “Case Reviews” specifies that the authorizer of results is the individual producing
the results. GL-18 “Case Reviews” also specifies that the authorizer is responsible to
review their own results prior to the release of the results for review (technical or
administrative).

7.8.1.1.1 (?7.8.1.1.1)

GL-18 “Case Reviews” specifies that analysts shall review their @wn wortk/technical
records prior to submitting it for technical review. The review #ill be documented by
updating the milestone in LIMS-plus to draft complete.

In Units where one person may perform sample preparation andva second performs the
analysis and analyzes the data the person analyzing the datads the authorizer of the result.

7.8.1.2 (17.8.1.2)

Each DSS Unit has an SOP detailing that reporting of results from that Unit shall be
reported accurately, clearly, unambiguously.and objeetively, in accordance with test-
specific instructions.

Each DSS Unit reporting SOP specifies that,reports and/or the case file shall include all
information requested by the customerg@as necessary for the interpretation of the test
results, including the methodelegy employed.

Simplified reporting may be used in the'€ase of specific agreements with customers, as
long as the case file contains all pertinent and relevant information. Where simplified
reports have been approvediUnit S@Ps provide guidance as to the needed information.

GL-11 “Contrel of Re¢ords” defines issued reports as technical records.
7.8.1.2.1 (*7.8.1.1.2.1)

As detailedyin GL-11*Control of Records”, DSS Units will generate test reports on all
case materials-analyzed in the Division as detailed in individual Unit SOPs.

7.8.1.2.2 (*7.8.1.2.2)
Reports issued by Units within the DSS will:
a) Include results for all items analyzed.
Clearly annotate items received for analysis where analysis was not performed.

Include information on any items collected or created that are to be preserved for
possible further testing.

Include information for partial testing, when testing is canceled prior to
completion.
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b) Clearly qualify the significance of associations reported; this may be through a
statistic or a qualifying statement.

C) Clearly communicate the reason when an inconclusive result is reported.
d) Require that initial database entries are reported.

Additionally, where appropriate, Unit SOPs detail that when comparative examinations
result in the elimination of an individual or object, the report shall clearly communicate
the elimination.

Unit SOPs provide guidance on meeting the above criteria, whete, appropriate.

As detailed in GL-11 “Control of Records”, DSS Units will generatetestaeports on all
case materials analyzed in the Division as detailed in ifidividual Unit SOPs with the
following possible exceptions:

Evidence which is designated by the submitting ageneyr court to be no longer
required. In such cases the evidence will,be retutned to the submitting agency and
the reason for not analyzing the case,will be'decumented in the case file. If work
had been performed a report will be generated only on the testing performed
before being notified of the cancelation.

Evidence received by the Division that'prior to the start of analysis is determined
to be unacceptable formanalysis. In such cases, the submitting agency must be
contacted and thegeason must beéxdocumented in the case file.

7.8.1.2.3 (*7.8.1.2.3)
The DSS does not issue\calibration reports.
7.8.1.3 (17.8.1.3)

When testing is performed a written report will be released. If a simplified version of a
report is.deésited for a gpecific reason, it must be agreed with the customer in writing. The
agreement will detail what parts of the required test report are simplified. The case record
must maintdin all normal report requirements.

7.8.1.3.1(27.8.1.3.1)

When an agreement is reached to issue simplified reports the agreement with the
customer shall specify which information will not be included in the report.
Documentation of the agreement will be added to the case when the agreement is case
specific, or will be on file with the Quality Section when the agreement relates to a range
of test reports.

7.8.2 Common requirements for reports
7.8.2.1 (17.8.2.1)
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Each DSS Unit has an SOP detailing that reports will be issued on all cases analyzed by
the DSS. The reports will accurately and clearly represent the results obtained through the
analysis performed. The reports will include the following:

a) Title
b) Name and address of the Division.

c) Location of laboratory activities if other than the DSS facility — this will generally
only apply to outsourced work.

d) Unique identifier (DSS case number) allowing the identification ofiall parts/pages
of the report to be identified to the report.

e) Name and address/contact information of the sibmitting agency and the
submitting agency case number.

f) Methods used in the analysis of the case materials.

g) Evidence description, with item identification and where applicable the condition
of the item.

h) Date of case receipt to the Division; and where critical to the validity of the

testing the date of sampling. Thiséwill often’be noted as the ‘Date of Request’ on
case reports.

1) Date of performanée of laboratory activity; this will be defined as the date range
from the date the/request wasireceived to the date of the final report. Specific
dates of testing will be captured within the case file.

1) Date of séport issued (in“general this will be the date of administrative review).
Units Gsing another milestone to define the date of issue on the report will define
this withmtheir Unit SOP.

k) Reference to aisampling plan if applicable and if relevant to the validity of the
results(this,is generally not applicable).

1) Items analyzed with a statement to the effect that the results only relate to the
items tested.

m) Results with appropriate units of measure if applicable.
n) Notation of any deviations/exclusions from the method when applicable.

0) Name and title of the authorizer of the report (i.e., this is the analyst except in
Toxicology; refer to GL-18 “Case Reviews” for guidance). Additionally, the
name and title of the Technical Reviewer may be on the report. Signatures of the
analyst and technical reviewer may be handwritten or electronic.

P) Clear identification of external testing agency when testing has been outsourced.
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qQ) For Units including names on reports only initials will be included for sexual

assault victims and domestic violence cases.

All laboratory report formats, presented on DSS letterhead (or equivalent as formatted in
LIMS), and containing the analyst(s) hand written or electronic signature, are designed to
accommodate each type of test, and to minimize the possibility of misunderstanding or
misuse. Modifications to letterhead formatting must be through pre-approval.

7.8.2.2 (17.8.2.2)

The DSS is the responsible party for all information reported a§ having been performed
by an employee of the DSS. When data is provided by the sebmitting agency, that is
included in the report, the information shall be clearly idéntified as being#rom the
submitting agency.

Unless the DSS is responsible for the evidence sampling, DSS reports will have the
statement (or similar) that the ‘results reported relate to the evidence as received by the
DSS’.

7.8.3 Specific requirements for test reports
7.8.3.1 (17.8.3.1 & 27.8.3.1.c.1)
DSS reports will additionally (when applicable) contain:

a) Information on envifonmental or other specific testing conditions if the conditions
are needed for the interpretation of the results — (not normally applicable).

b) A statement of conformity to requirements — (not normally applicable).

C) The measurement uncertainty, in the same units as the measurand. Measurement

uncertainty is zéquired when any of the following are true:

a. Itis relevant to the validity or application of test results

b. “Aleustomer’s instruction so requires, or

c..\The measurement uncertainty affects conformity to a specification limit
d. ‘Measurement uncertainty shall:

Be included in the report when it impacts the evaluation of a specification
limit by a regulatory body (a statute, a law or other legal requirement)

Be in the format of ‘y +/- U’

Be limited to at most 2 significant digits, unless documented rational for
reporting additional significant digits; see exception below.

Be reported to the same level of significance as the measurement results

d) Unit SOPs for reporting specify that when opinions or interpretations are included
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in case findings, the basis of the interpretation or opinion shall be clearly
designated as such in the case report and the basis of such opinions documented in
the case file.

e) Other information as required by the method, the customer(s), or other authorities.

7.8.3.1.1 (?7.8.3.1.1)

State Statute 14-227a requires truncating blood alcohol results to2 decimal points. Due
to the requirements of this statute ethanol will be reported in 2éwvays. The primary
reported value will be to 2 decimal places to meet the state statutesAdditionally the value
will be reported to 3 decimal places to appropriately apply the uncertainty of the method.

The justification for reporting an ethanol result to three deéeimal plaées is to allow for an

accurate representation of the uncertainty value. Applying the method uncertainty to a 2
decimal place value would cause an uncertainty of 0.00g% to be reported for many cases
which is not accurate. The other option weuld be‘toyfalsely round the uncertainty of up to
0.01g% which would not be scientifically valid.

Refer to Unit specific procedures,

7.8.3.2(17.8.3.2)

7.8.4

7.8.5

Currently there are no examples of sampling activities that effect the interpretation of test
results and therefor sampling is not addressed on DSS reports.

(17.8.4.1,17.8.4.2,478.4.3,17.8.4.4&>7.8.4.1.1)
The CT Division of Scientific Services does not issue calibration certificates.

(17.8.5)

When sampling activities are necessary for the interpretation of results Unit procedures
provide guidancelon reporting the information related to sampling/sample selection.
Based on'the type of sampling performed at the DSS, records of these activities are
included as part of the case record and are not required on the case report. These include,
when appropriate:

a) Date of sampling/sample selection

b) Unique identification of the item/material sampled

C) Location of sampling including diagrams, sketches or photographs were needed
d) A reference to the sampling plan and sample method

d)1 Not Applicable —statistical sampling is not used.
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e) Details of environmental conditions that could affect the interpretation of the
results.
f) Information required to evaluate the measurement uncertainty for subsequent

testing; this is not applicable for the DSS.
7.8.6.1 (17.8.6.1)

The CT Division of Scientific Services does not perform analysis in which conformity to
a specification or standard is required. Not applicable.

7.8.6.2 (17.8.6.2)

The CT Division of Scientific Services does not perform@nalysis inwhich conformity to
a specification or standard is required. Not applicable.

7.8.7 Reporting opinions and interpretations
7.8.7.1 (17.8.7.1)

Only authorized examiners may author laberatoryteports. Unit SOPs for reporting
specify that when opinions or interpretations are included in case finding, the basis of the
interpretation or opinion shall be clearly‘designated as such in the case report and the
basis of such opinions documented in thefcase file.

7.8.7.2 (17.8.7.2)

Unit SOPs for reporting specify that when opinions or interpretations are included in case
finding, the interpretation or opinion shall be based on results obtained through testing
performed and shallsbe clearly identified as such.

7.8.7.3 (17.8.7.3)

Communications with customers regarding opinions and interpretations, verbal or
electronic, will be maintained with the case documentation. This may be through a case
file notation,lelectroni¢ notation in LIMS-plus or similar method.

7.8.8 Amended Réports
7.8.8.1 (17.8.8.1)

Reports which have been issued but that require a correction will be clearly marked as
“Amended Report”. Amended reports will be issued in cases where required information
was omitted from the original report (i.e. when the case demographic information is
corrected such as a submitting agency case number). The change in the report will be
identified so the reader knows the change.

The initial original report and the amended report referencing the original report will be
maintained in the case file. A cover letter may be generated to aid in explaining the
amended report. The Unit Manager will decide if a cover letter is necessary.
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Reports, which are generated to add additional information due to additional work being
performed on the case, will be clearly marked as “Supplemental Reports” and refer to the
previous report. The original report will be left in the case file.

7.8.8.2 (17.8.8.2)

Reports which have been issued but that require a correction will be clearly marked as
“Amended Report”.

7.8.8.3 (17.8.8.3)

7.9
7.9.1

7.9.2

7.9.3

7.9.4

7.9.5

Amended reports shall be uniquely identified and contain a reférence to the original
report it replaces.

Complaints
(17.9.1)

Complaints will be handled as prescribed by GL-10 “Customer Inquiries”. Complaints
are channeled through the Quality Sectionsfor review and action.

(17.9.2)

Complaints will be handled as prescribed by, GL-10 “Customer Inquiries”. Customers or
other interested parties should be'directéd to the Quality Section regarding the
handling/processing of complaints.

All complaints will be assessed to determiine the area(s) the complaint relates to. The
Quality Section will inform the Direetor of all complaints. The Quality Section will work
with the appropriateiManager or other appointed individual(s) to address the complaint.

(17.9.3)

Complaints will‘bedandled as prescribed by GL-10 “Customer Inquiries”. Complaints
are channeled through the Quality Section for review and action. Guidance includes:

a) The process for receiving complaints, validating, investigating and responding to
complaints:

b) The recording, tracking and resolution of complaints.

C) The evaluation of the action taken; ensuring the effectiveness of the action.

(17.9.4)

Complaints will be handled as prescribed by GL-10 “Customer Inquiries”. Complaints
are channeled through the Quality Section for review and action. The Quality Assurance
Manager (or others as designated by the Director) will be responsible to validate the
complaint.

(17.9.5)
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7.9.6

7.9.7

7.10

Complaints received, when appropriate, will be acknowledged to the person(s) making
the complaint. Updates and/or the outcome of the investigation will be reported to the
person(s) making the complaint (when appropriate).

(17.9.6)

In general those investigating and reviewing complaints will not be directly involved in
the complaint. The outcome of the investigation regarding complaints will be reported to
the person(s) making the complaint (when appropriate) after appropfiate,;review/approval
by the Director (or their designee).

(17.9.7)

The outcome of the investigation regarding complaints#vill be reportedo the person(s)
making the complaint (when appropriate) after appropriate réview/approval by the
Director (or their designee). This may be a written report if appropriate or may be
through electronic or verbal communication.

Nonconforming work

7.10.1 (17.10.1)

Analytical SOPs describe acceptable and unacceptable analytical work, and the criteria
for such designation (e.g. instrumental.or control material failure). These SOPs include
steps to be taken when analytieal procedures, and/or analyses fail; producing non-
conforming work, either as individual samples or when the associated quality control
material(s) fail to provide acceptableiresults. These procedures specity:

a) That it is themresponsibility of the individual analyst to inform their Supervisor or
Lead ofithe issue. The Supervisor or Lead must inform the Quality Section and
Unit Managerd{and, TL in the DNA Unit), of the issue and work with them (as
appropriate) to determine the extent of the non-conformity and how to correct the
fion-conformity. Existing review/reporting criteria preclude report issuance based
on any nen-conforming analytical procedure/result.

b) Thatthe Unit Supervisor will work with the Unit Manager (or their designee) to
assess the significance of the non-conformity. The Unit Manager (or their
designee) will work with the Quality Section to determine the appropriate action
(QAR or other) based on the risk associated with the issue.

c) That the evaluation will include the significance of the event and assessment of
the impact (if any) on previous work.

d) That the Supervisor, Lead, Unit Manager and QM or FB/DNA QM will take
action to determine if any case results were affected and determine if any
remedial action is necessary.

e) That when appropriate, the customer will be notified, and any affected reports will
be recalled.
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f) That if in consequence to the identification of nonconforming work, procedures or

processes are halted, (as opposed to merely analysis or batch rejection) the
responsibility for resumption of such procedures rests with the Unit Manager (the
DNA TL in the DNA Unit) and Quality Section.

7.10.2 (17.10.2)

7.10.3

7.11
7.11.1

7.11.2

When non-conformity events raise to a ‘Quality Action Request’ the records of the non-
conformity will minimally be retained within the QMS. These events'€an be from
casework analysis (including database analysis), proficiency tests, testimony, audits, and
other laboratory activities.

When non-conformity events are singular events (non-sy$temic) anincidént report or
corrective action workflow may be initiated through the QM S{The type of QAR will be
dependent on the nature of the event. All records will be'maintained by the QMS and the
Quality Section.

When non-conformity events are minor (such'asya failed\batch, minor instrument issues
etc.) the record of the event will be maintained withinthe unit.

(17.10.3)

The Division initiates a “Quality Action Request” when non-conformity arises that could
recur and/or raises doubt or questiomabout compliance with Division procedures. This
process is detailed in GL-9¢“Quality A¢tion Requests.” Quality Action Requests are
maintained by the Quality Section through the QMS.

Control of data and information management
(17.11.1)

The DSS uses a baboratoryinformation Management System (LIMS-plus) and Quality
Management Software for document management (QMS) to assure all employees have
access to needed procedures and case information needed to perform normal laboratory
activities.

Note: Thetuse of the name Qualtrax in DSS documents refers to the document/quality
management software in use regardless of the brand name. The name may be replaced
over time in DSS procedures with a general term of QMS or Quality Management
Software. Qualtrax, Quality Management Software or QMS are equivalent.

(17.11.2)

GL-4 “LIMS’ provides guidance on LIMS-plus. When updates (to newer versions) to
LIMS-plus are required, the version will be authorized and validated prior to full
implementation.
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7.11.2.

7.11.3

7.11.4

7.11.5

7.11.6

7.11.6.

Updates to LIMS will be authorized by the Director and maintained by the LIMS
Administrator. Implementation or update of unit specific software will be authorized by
the Unit Manager.

GL-22 “Policy on Validation and Performance Checks” provides guidance on upgrades
to software. Authorizations may be in the form of email or other written methods; this
will be maintained by the unit making the change. Similarly any off the shelf software
implemented (or updated) will be authorized and validated prior to implementation.

1 (27.11.2.1)

DSS developed software that is to be used for case work will be validatedand the records
of the validation will be maintained. GL-22 “Policy ondValidation and Performance
Checks” provides guidance on validation of software and.retention of related records.

(17.11.3)

GL-4 “LIMS” provides guidance on use and‘seeurity of the LIMS and LAN systems.
Guidance includes:

a) Protection from unauthorized aceess.
b) Safeguarding the LIMS system fromyloss or tampering.
C) Proper use of the systems:.

d) Use, maintenance, andibackup of the LIMS and LAN to ensure the integrity of the
data maintained.

e) Requirement to document system failures and initiate corrective actions as
appropriate.
(17.11.4)

The servers for the KIMS and LAN systems are maintained at DESPP headquarters.
There is,a designated system administrator and LAN administrator. In the function of
System or BEMS administrator the individuals report to the Director or their designee.

(17.11.5)

The LIMS user guide is available as part of the ‘Help’ function embedded in the LIMS-
plus software.

(17.11.6)

Technical reviews of all case calculations and data transfers, and the documentation
thereof is detailed in GL-18 “Case Reviews”.

1 (27.11.6.1)

Technical reviews of all case calculations and data transfers, and the documentation
thereof is detailed in GL-18 “Case Reviews”.

8. Management System Requirements
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8.1 Options

8.1.1 ('8.1.1)

For accreditation purposes, the CT Division of Scientific Services falls under Option A
for Management System requirements.

8.12 (18.1.2)

The Division of Scientific Services’ Management System is organizedsand communicated
through the Standard Operating Procedures, both General and Uit specifie. These SOPs
include a Quality Manual with administrative personnel-relateddirectives, general SOPs
that are applicable to all Units, Unit SOPs and specific work instructions (Where
applicable). The use of the Quality Manual in conjunction withdUnit SOPs is meant to
ensure the quality of work produced in each Unit. SOP‘availability is through the QMS,
as detailed in GL-19 “Document Control”.

Minimally the Management System includes:
a) Documentation provided as Generahand Unityprocedures.

b) Control of original Management Systemndocuments will be through the Quality
Section, as detailed in GL-19 “Document €Control”. All Management System
documents applicable to ‘all,.Section disciplines will be maintained by the Quality
Section through the QMS. No paper-controlled copies will be maintained.

C) The Division has/established procedures for record control, including
identification, collection, indexing, access, filing, storage, maintenance, and
disposal of-quality‘and technical records, including reports from internal audits
and management reviews as well as records of corrective and preventive actions,
as detailed in Gl=L1 “Control of Records”.

d) GL-8 “Management System” specifies that Top Management will conduct a
System Review,on a defined schedule to ensure the suitability and effectiveness
of the Quality System and any introduced changes to that system or overall
Division operation. As a function of this review process, changes and/or
improvements may be introduced to the Division system.

e) To continually monitor and improve the Management System, the Top
Management of the Division of Scientific Services uses audits, QARs, customer
feedback and proficiency testing records to identify areas that need development.

f) The Division of Scientific Services has established policies and procedures to be
implemented when nonconforming work or departures from the policies and
procedures specified in the Quality Manual and/or the SOPs have been identified,
as specified in GL-9 “Quality Action Requests.”

g) GL-7 “Audits” specifies the process by which each of the Division Sections and
Units will conduct internal audits. This process is used to verify that all Division
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8.2
8.2.1

operations are complying with the Management System and the ANAB
accreditation requirements and the FBI DNA Quality Assurance Standards.

h) The Management System incorporates a yearly review, the results of which are
considered and evaluated by the Director and other Managers, as detailed in GL-8
“Management System”.

Management System Documentation

(18.2.1)

The Division of Scientific Services’ Management System is organized and ,communicated
through the Standard Operating Procedures, both Generaland Unit specific. These SOPs
include a Quality Manual with administrative personnelsrelatedsdirectives, general SOPs
that are applicable to all Units, Unit SOPs and specific workdinstructions (where
applicable). The use of the Quality Manual in conjunction'with Unit SOPs is meant to
ensure the quality of work produced in each Unit. SOP. availability is through the QMS,
as detailed in GL-19 “Document Control”.

Management has ensured that the integrity of.the Management System is maintained
when changes to that system are plannedior implemented by requiring that all changes to
the Management System flow through the QM, as specified in GL-19 “Document
Control”. When a change is requited, the QMS,will be used to ensure the document is
reviewed and approved by themesponsible parties. When changes are requested, the QM
or the FB/DNA QM will feview the presented information and analyze it to determine
how it could potentially affect all Séetions. As part of the review of any such proposed
change, the QM will. work in coordination with the Managers, or Director, as appropriate.
Changes must befsuch that théysmaintain the integrity of the Management System so that
the system continuously meets the requirements of customers and the criteria set forth by
ANAB AR 3125 and ISO/TEC 17025:2017. The Director (or their designee) will approve
SOP changes through the QMS.

The Quality Assurance Manager is responsible to ensure that all changes to the
Management System are made available to all employees. Distribution and notification of
approved changes will be through the QMS.

Changes to Unit and Section documents (SOPs) will flow through the Quality Section.
The Quality Assurance Manager or FB/DNA Quality Assurance Manager will work with
the Unit Managers and/or Section Supervisor or Lead (or Technical Leader in the DNA
Unit) of the specific area to determine how the change will affect the procedure in
question and if the change will still allow the customer’s needs to be met. They must also
ensure that the change is not contradictory to any components of the Quality Manual.
Changes to SOPs are reviewed and approved by the appropriate Managers and finally the
Director, (or designee in cases of emergencies), prior to the change being published
through the QMS. The Unit Managers and Section Supervisor or Lead will ensure that
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the analysts performing the procedure implement the changes. Changes to SOPs will be
communicated through the QMS.

8.2.1.1 (38.2.1.1)

8.2.2

When the following words are used in DSS SOPs, the requirement will be addressed in
writing; agreed, authorize, define, instructions, method, plan, procedure, program, record,
schedule, specify.

(18.2.2)

Management has ensured that the integrity of the Management System is maintained
when changes to that system are planned or implemented by requiring that all changes to
the Management System flow through the QM, as specified in GL-19*Document
Control”.

The Management System of the Division of Scientifi¢ Serviees is'a comprehensive
program designed to ensure the delivery of reliable forensic services to the Connecticut
and Federal criminal justice systems.

The Division of Scientific Services wilhdemonstrate professional practice by providing:

A system to evaluate and demonstrate the'technical competency of all analytical
employees, ensuring only ferensically defensible results are reported. See Unit
SOPs and GL-14 “General Training”.

A system for casg review that provides both technical and administrative reviews
of casework documentation. See GL-18 “Case Reviews”.

A system'for proceduralidevelopment, modification and validation. See Unit
SOPs.

A comprehénsive system of quality control, such that all analyses and analytical
batches may be individually evaluated for procedural function. See GL-18 “Case
Reviews”.

A'system for monitoring courtroom testimony of Division employees. See GL-17
“Court Monitoring”.

A system to deal with problems or discrepancies which may occur during the
handling of case materials, evidence analysis, or reporting of results. See GL-9
“Quality Action Requests”.

A comprehensive system of reagent and standard validation, such that the analyst
has a maximal expectation of procedural function and accuracy. See Unit SOPs.

A Standard of Service of forensic analysis and support that is unbiased,
scientifically sound, consistent with current accepted Division standards, and may
be relied upon by all aspects of the Criminal Justice system.
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8.2.3

8.2.4

A Management System that works to support and enhance the Quality System of
the Division. See GL-7 “Audits”.

A mechanism for the continuous review of the Management System, with a goal
of improvement of the overall effectiveness of the system, thereby enhancing the
overall quality of analyses performed and overall customer satisfaction. See GL-8
“Management System”.

A system, which ensures that analytical personnel are familiar with the Quality
Assurance Manual and with the quality procedures thatdre required\for the work
they perform. See GL-19 “Document Control”.

Adherence to ANAB accreditation standards and' ISO/IEC 17025¢2005 standards,
ATF MROS standards and the FBI DNA QAS‘documents.

(18.2.3)

The Management System incorporates a yearly, review, the results of which are
considered and evaluated by the Director and othefiManagers, as detailed in GL-8
“Management System”.

To continually monitor and improve the Management System, the Top Management of
the Division of Scientific Services,uses@udits; QARs, customer feedback and proficiency
testing records to identify areas thatneed development. Review of these items allows the
Director and Managers to@valuate the'Quality System for effectiveness, and to identify
potential areas for improvement.

A review of the Quality System will be scheduled and used to develop and implement
any needed improvements to the'system; this is specified in GL-8 “Management
System™.

(18.2.4)

The Quality'Manual (*QM” GL-01) serves as the central organizing element for the
procedural decumentation of the Division. The Quality Manual makes reference to
specific ptocedures, and outlines the structure of the documentation used in the Quality
System.

The Management System for the Division includes documentation that is common to all
Sections and those that are specific to the individual Units.

Those common to all areas are the Quality Manual, General Laboratory (GL) Standard
Operating Procedures (GL-1 thru GL-23).

The Quality Manual is the backbone of the Quality System for the Division as a whole;
individual Units can adjust their Quality System to be more rigorous than the Quality
Manual but not to be less rigorous.
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8.2.5

General Laboratory Standard Operating Procedures: these are specific procedures that are
followed universally by all Division Units. These include guidance for subjects such as
court monitoring, quality action requests and proficiency testing.

The Safety Manual includes guidance for general safety issues that are faced throughout
the Division. Individual procedures per Unit may require specific safety precautions,
which will be exclusive to the procedure.

Documents used within Division Units Include:

SOPs (Standard Operating Procedures): General instruétions for the performance
of the analytical analysis performed in the various Uhits.

Training SOP: Individual procedures meant for gtding new employees or
employees new to the unit through the basics of the analysis.

Work Instructions: Specific instructions for©perating equipment or performing
tasks specific to the various Units. Note that some Unitsdo not use these; the
guidance is directly in the Section or &Jnit SOPs.

For issues such as internet use, phone use; dress codes time off requests and engaging in
outside employment Division employees willtefer to Departmental guidance.

(18.2.5)

GL-19 “Document Control” specifiesithat appropriate, authorized editions of essential
Division documents are ayailable to analysts and other appropriate personnel, at their
workstations. All SOPs are available through the QMS.

Preparation and maintenance of a master list of controlled documents, detailing review
and approval prief to 1ssue 1sideseribed in GL-19 “Document Control.” This procedure
also describesd@document control procedures allowing identification of the current revision
status and distributien of doctuments.

8.3 Control of hanagement gystem documents

8.3.1

83.2

(18.3.1)

Control of original Management System documents will be through the Quality Section,
as detailed in GL-19 “Document Control”. All Management System documents
applicable to all Sections will be maintained by the Quality Section through the QMS. No
paper-controlled copies will be maintained.

The Quality Section is responsible to maintain all the GL SOPs and Unit SOPs through
the QMS, and to inform all employees when updates are made. Employees will be made
aware of changes to procedures (whether General Laboratory SOPs, Section SOPs or
Unit SOPs) through the QMS notification/email.

(18.3.2)
GL-19 “Document Control” addresses the following:
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b)

d)

The Document Control procedure specifies that appropriate, authorized editions
of essential Division documents are available to analysts and other appropriate
personnel. All DSS procedures require the Director’s (or designee when not
available) approval prior to being published for use.

General Laboratory procedures may be reviewed by the Quality Section and
Managers for adequacy/appropriateness prior to review and approval by the
Director. SOPs are published after the Director documents approval in the QMS.

Unit procedures are reviewed by personnel per the needs’of the Unit prior to being
forwarded for review and approval by the Unit Manager(s) and Director. SOPs
are published after the Director documents approyval in the QMS.

The Document Control procedure specifies that all Management System
Documents will be reviewed at least annually to ensure thatihey are still suitable
for the task and are compliant to any applicable requireménts. Document changes
are subject to the same review and approval processes as required for the original
document issued, as specified in GL-19 “Decument Control.” The review and
approval process is required to include access to‘pertinent background
information.

The QMS allows for viewing of€urrent procedures with a tracked changes feature
to allow the user to readily identify updates. Identification of the current revision
and effective date 4§ also viewed within the QMS.

The Document Control Procédure specifies that appropriate, authorized editions
of essential Division documents are available to analysts and other appropriate
personnel; at their workstations. All SOPs are available through the QMS. The
QMS i§ the only location to find a current controlled copy of an SOP.

The Document Control Procedure specifies that all Management System
Documents will be uniquely identified. The alphanumeric designation along with
the document title will serve as the unique identifier of Division procedures. Each
pagefof the controlled document will have a designator, except when the
controlled document is an external document such as an instrument manual.

When a controlled document is software or a manufacturer’s manual, the original
will be maintained in the Unit that uses the document. This will be notated in the
Management System Document list. (Example: Computer Crimes will maintain
the software used for their imaging process).

Note: There will be occasions when “hard” copies (paper or CD) of software are
not available (i.e. the purchase of the document is such that a copy is available
only in the cloud or electronic manuals saved on a Division server). For these
cases the Section will record the title, version, date in service and other pertinent
information on the section instrument/software list.
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8.4
8.4.1

f) Removal of expired, invalid, or obsolete documents. The SOP specifies that the
Quality Section will ensure that expired, invalid, or obsolete documents are
removed from points of issue or use when appropriate, or when superseded by
new documents. SOPs printed from the QMS will print with a footer stating that
they are not controlled documents. The QMS document tree will be set to allow
only the Quality Section and members of management access to out of date
procedures.

Control of records
('8.4.1)

The Division has established procedures for record contrél, includingiidentification,
collection, indexing, access, filing, storage, maintenance, anddisposal of quality and
technical records.
Guidance is provided in GL-11 “Control of Records™ for:

Case documentation including technieal records

Proficiency testing records (to include internalitests and observation-based tests)
Corrective Actions

Audits (internal and extefnal)

Management SystemReéviews

Training Records

Continuing.education records

Court monitoring records

GL-11 “Control'of Records™ gives guidance on Discovery Requests and Freedom of
Information Act Requests (FOIAS).

GL-11 “Controlef Records” specifies that all records are prepared in a legible manner
and are storéd and retained so as to be readily retrievable. Further, such records are stored
in locations that provide a suitable environment to prevent damage or deterioration and to
prevent loss.

GL-11 “Control of Records” specifies that all records are stored in a secure manner.

GL-11 “Control of Records” and GL-4 “LIMS” specifies that all electronic records are
protected, backed up, and stored in such a manner as to prevent unauthorized access to, or
amendment of, these records.

If another forensic laboratory or other agency requests documents or software from the
CT Division of Scientific Services, a representative from that laboratory is to fill out the
“Receipt of Laboratory Documents/Software” form found in the General Laboratory
Forms in the QMS. This must be approved by the Director prior to providing the
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8.4.2

8.5
8.5.1

documents. The signed form is maintained electronically with the Quality Section and
only after the signed form is received, is the document or software to be released. This is
for requests not related to FOIA’s or Discoveries.

(18.4.2)
GL-11 “Control of Records” specifies that:

- The DSS Case Number, or other unique case identifier, are on each page
of the examination documents in the case record.

- When data from multiple cases is recorded on a single printout (e.g. Toxicology
or DNA Batch worksheets), the unique case identifier will'be appropriately
recorded.

- All administrative documents in the case fil¢ contain the DSS' Case
Number or other unique case identifier. In the event admifistrative
documents are added to a file once the case is 'completed, the initials of
the person placing administrative documents within the file should be on
the documents; this individual is als@esponsible to ensure the case
number is on the document(s).

All records will be maintained withinithe DSS facility or within a facility
approved per the State Library

Records will be stored in a secure,location that provides a suitable environment to
prevent damage, deterioration, and loss.

Electronica@cords shall bebacked-up and/or stored in a manner that prevents
unauthofized access or amendment.

Access tororfretrieval of records is based on the needs of the DSS.

Albzecords areretained based on the State record retention policy under the
guidanceyef the State Library.

Record disposal is scheduled through the Division Record Management Liaison.

Actions to address risk and opportunities
(18.5.1)

To continually monitor and improve the Management System, the Top Management of
the Division of Scientific Services uses audits, QARs, customer feedback and proficiency
testing records to identify areas that need development. Additionally, risk assessment is
used to identify opportunities for improvement.

8.5.1.1 (28.5.1.1)

State of Connecticut Department of Emergency Services and Public Protection
Division of Scientific Services
Documents outside of the QMS are considered uncontrolled.




GL 1 Quality Manual Document ID: 1388

Revision: 22
Effective Date: 03/24/2024

Approved by Director: Dr. Guy Vallaro Status: Published

Page 75 of 78

8.5.2

853

8.6
8.6.1

8.6.2

8.7
8.7.1

GL-2 “Safety Manual” gives guidance on health and safety.
(18.5.2)

When a risk or opportunity is identified Management will determine the appropriate
method to address the issue; this may include the use of a Quality Action Request
(Corrective Action, Incident Report or Preventative Action).

Plans to address identified risks or opportunities (Quality Action Request or other) will
include how to integrate the changes and how to evaluate the effeétiveness of the actions
taken.

(18.5.3)

Management will address risks and opportunities in aannerthat is proportional to the
impact of the identified issue.

Improvement
(18.6.1)

When improvement opportunities are identified by any Division personnel or process
(e.g. management review, audit or other'means) a Preventive Action/Incident Report will
be initiated, as per GL-9 “Quality, Action/Requests.”

(18.6.2)

The Division seeks feedback from all customers, including but not limited to State and
Local Police Departments, Federal Agencies, Chief State Attorney’s Office, State Public
Defender’s Office,cour employees and other State agencies. Feedback both positive and
negative will bedeviewed periodically to continuously improve the Division and the
service provided to out eustomers. Methods to solicit feedback include court monitoring
forms, customer surveys and customer inquiry forms, as specified in GL-10 “Customer
Inquirigs”’. and GL-17,“Court Monitoring”.

Corrective Actions
('8.7.1)

The Division initiates a “Quality Action Request” when a non-conformity arises that
could recur and/or raises doubt or question about compliance with Division procedures.

This process is detailed in GL-9 “Quality Action Requests”. The implementation of
corrective actions starts with the initiation of a QAR as detailed in the SOP noted above.
This includes:

a) Reaction to the event to control and correct it including addressing any
consequences of the event.

b) Evaluate the need for action to ensure that the cause of the non-conformity is
eliminated to prevent re-occurrence. This can include reviewing/analyzing the
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8.7.2

8.7.3

8.8
8.8.1

non-conformity, determining the cause and determining if similar events exist or
could potentially occur.

C) Implementation of needed action(s).

d) Review of the effectiveness of the remediation/corrective actions taken.

e) Where applicable, review and update risks or opportunities identified.

f) Where applicable, update any needed SOPs or other Management System
components.

g) Establishment of a reasonable time frame to complete corrective actions.

When a Corrective Action has been assigned to the QMg FB/DNA QM,AD, DD, Section
Supervisor or Unit Lead (or designee), an investigation to determine,the root cause or
causes and the effect of the discrepancy shall be conducted as perGL-9 “Quality Action
Requests.”

(18.7.2)

The process of identification and selection of potential corrective actions, is specified to
be carried out in such a manner as to seleet andimplement the action(s) most likely to
eliminate the problem and to prevent recurrence, and to a degree appropriate to the
magnitude and risk of the problem and be appropriately documented as detailed in GL-9
“Quality Action Requests.”

(18.7.3)

Corrective actions.are;monitored and recorded to ensure their effectiveness in accordance
with GL-9 “Quality Action Requests.”

Internal Audits
('8.8.1)428.8.1. a).1)

The DSS performs annual audits including audits to its own Management System,
laboratory aétivities, and adherence to appropriate accreditation standards; ISO
17025:2017 and the AR 3125). Guidance for annual audits can be found in GL-7
“Audits”, GL-8 “Management System” and in DNA SOP-1 “General Procedures”.

8.8.1.1 (238.8.1.1)

8.8.2

Guidance for the scheduling of annual audits can be found in GL-7 “Audits’, GL-8
“Management System” and in DNA SOP-1 “General Procedures”. Internal Audits will be
performed annually, except for DNA QAS internal audits which will be performed only
in years that external audits are not scheduled.

When accredited to new accreditation standards an internal audit will occur prior to the
initial accreditation to those standards.

(18.8.2)
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GL-7 “Audits” provides general guidance on performing audits. This procedure includes:

a) Guidance on planning, implementing and maintaining the audit program.
Additionally, this procedure establishes the frequency of audits, methods, and
responsibilities for audits based on the audit performed and the needs of the
Division.

b) Guidance on establishing an audit scope as part of the audit plan.

Guidance that internal audits will include a component ofdirect ebservation of a
portion of accredited services for each discipline.

C) Guidance on reporting of results to the Director.
d) Guidance on follow-up on identified issues thréugh Quality Action Requests.
e) Guidance on retaining the audit documentation.

8.9 Management reviews
8.9.1 (!8.9.1)

GL-8 “Management System” establishes,that'areview of the Management System will be
performed annually to ensure its continued suitability; including adherence to ANAB
AR3125, ISO/IEC 17025:2005 standards and EBI DNA QAS.

8.9.1.1(8.9.1.1)

GL-8 “Management System” establishes'that a review of the Management System will be
performed annually and prior to initial accreditation to new standards.

8.9.2 (18.9.2)

GL-8 “Management System”>.gives guidance on information to be covered as part of the
annual review including:

a) Changes internal or external that are relevant to the DSS.
b) Detefmination of fulfillment of DSS objectives.
C) Suitability of DSS policies and procedures.

d) Status of previous Management System reviews.

e) Status of the internal audit, outcome and status of any identified issues.
f) Review of corrective actions.

g) Review of any external assessments.

h) Changes in laboratory activities (case volume, type of requests).

1) Review of annual surveys and any customer/employee feedback.

1) Review of internal and external complaints received.
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k) Review of implemented improvements for effectiveness.
1) Adequacy of resources.

m) Review of any risks identified; results of follow through.

n) Review of activities that monitor the validity of results including results of
proficiency testing, and intra-laboratory testing.
0) Other relevant factors as determined by the Director.
8.9.3 (18.9.3)

GL-8 “Management System” gives guidance on records maintenanee for the annual
review including:

Determination of the effectiveness of the Management System afid its processes.

b. Identification of the need for improvement to assure adherence to the ANAB
Accreditation Requirements, ISO/IEC 17025:2005 standards, ATF MROS and FBI
DNA QAS.

Provisions for identified required resources:

d. Identification of any changes.required.
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