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April 16, 2026 
 
 
Re: NIPR - Phishing Scam Targeting Insurance Licensees 
 
Dear Connecticut Licensee: 
 
The Connecticut Insurance Department (CID) has been notified by the National Insurance Producer 
Registry (NIPR) of an active phishing scam involving fraudulent emails posing as legitimate invoice 
requests. CID is alerting insurance licensees to exercise caution when receiving unexpected emails 
referencing NIPR or payment requests. 
 
These emails are not legitimate and were not sent by NIPR, even if they appear to originate from familiar or 
trusted domains. 
 
What to Watch For: 

• Unexpected emails referencing past-due or urgent invoices 
• Messages appearing to come from domains such as @nipr.com, @naic.org, or @stripe 
• Requests for payment or sensitive personal, financial, or business information 
• Language designed to create urgency or pressure immediate action 

 
Important Reminder:  
Any unsolicited or unexpected invoice should be treated as suspicious, even if it appears legitimate. 
 
What You Should Do: 

• Do not click links, open attachments, or send payment in response to suspicious emails 
• Do not provide personal, financial, or business information 
• Verify invoice requests using official contact information before taking action 
• If unsure, contact NIPR directly at: niprbillingdept@nipr.com 
• Hover over links to view the actual URL before clicking 
• Check sender details carefully to identify spoofed or masked email addresses 
• Report and delete suspicious emails 
• Monitor financial accounts for unauthorized activity 

 
What Is Being Done:  
NIPR is actively investigating this phishing campaign and has issued alerts through its website and 
Licensing Center. NIPR is also working with the National Association of Insurance Commissioners (NAIC) 
and state insurance departments to increase awareness and protect insurance licensees. 
 
Additional Resources:  
NIPR Phishing Awareness  
 
 
Connecticut Insurance Department 
Licensing Division 
 

http://www.ct.gov/CID
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnipr.com%2Flicensing-center&data=05%7C02%7CJill.Marocchini%40ct.gov%7C6365aee01d0d44e53cd008de9b131176%7C118b7cfaa3dd48b9b02631ff69bb738b%7C0%7C0%7C639118703355907294%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=mPe%2F3UDfXtKeUV7O5vTuuFySndrnJsIWixUch3c6wys%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnipr.com%2Flicensing-center&data=05%7C02%7CJill.Marocchini%40ct.gov%7C6365aee01d0d44e53cd008de9b131176%7C118b7cfaa3dd48b9b02631ff69bb738b%7C0%7C0%7C639118703355907294%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=mPe%2F3UDfXtKeUV7O5vTuuFySndrnJsIWixUch3c6wys%3D&reserved=0
mailto:niprbillingdept@nipr.com
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcontent.naic.org%2F&data=05%7C02%7CJill.Marocchini%40ct.gov%7C6365aee01d0d44e53cd008de9b131176%7C118b7cfaa3dd48b9b02631ff69bb738b%7C0%7C0%7C639118703355937253%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=F6AwdGSYl99ND9tFkMr4%2FrsCj8QEBGGgH1H%2FeAb88xw%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnipr.com%2Fnipr-phishing-awareness&data=05%7C02%7CJill.Marocchini%40ct.gov%7C6365aee01d0d44e53cd008de9b131176%7C118b7cfaa3dd48b9b02631ff69bb738b%7C0%7C0%7C639118703355959805%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=8xeXv8U%2B2CTNnf21tRGYnTGMx9eg%2F8sTSOCFIzYeb10%3D&reserved=0

