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Presentation Overview 

 LEA’s role in protecting student privacy  

 Overview of key privacy statues  

 Security best practices (A.K.A. “Reasonable Methods”) 

 Frequently asked questions from the field 



LEAs: Balancing Data Use and 

Privacy Protection 

 School districts maintain and use personal student 

information 

 Legally and ethically responsible for safeguarding 

collected information  

– Unauthorized or accidental disclosure 

 Strive to balance benefits of using student data vs. 

protecting student privacy 

– Educational purposes  

– Serving students’ needs  

– Protecting records through efficient data governance 

 



Privacy Concerns 

 Education records generally contain PII 

 Children and young adults particularly vulnerable 

– Identity theft and fraud  

– Security of medical and financial data 

– Accidental misuse of information 

 Privacy concerns increase as more data are stored and 

accessed electronically 

– Identity authentication  

– Secure data transfer 

– Data breaches 



Privacy Protection — Laws and 

Regulations 

 Local policies, state, and federal laws governing 

– Access rights of parents and eligible students 

– Authorized disclosure of restricted information to 

external entities for specific and pre-approved purposes 

 Requirements and conditions for data disclosure 

– Parental notification, informed consent, and recordation 

of data releases 

– Data sharing agreements 

 



Frequently Asked Question #1 

A student aide (or other volunteer) is helping to check out 

books in the library, and during the course of their work 

can see other students' ID numbers. Is this a violation of 

FERPA? 
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Frequently Asked Question #1 

If a student aide (or other volunteer) is helping to check out 

books in the library, and can see other students' ID 

numbers as they are checking out books, is this a violation 

of FERPA? 

 

Answer: Probably not.  This likely falls under the school 

official exception, since this student aide has a “legitimate 

educational interest”.  Districts should specify within its 

annual notification its policy regarding disclosing PII, 

legitimate educational interest and determination of 

“school official”. 
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Federal Privacy Statutes 

 FERPA, PPRA, NCLB, IDEA, NSLA, Patriot Act, COPPA, 

and HIPAA 

 Overview of statues—Fig. 2-1 on p.42 of the Forum Guide 

to Protecting the Privacy of Student Information 

– Protect the privacy rights of students and their families  

– Affect data collection, maintenance, and disclosure 

procedures 

– Encompass education records kept in electronic and 

paper media 

 

 

http://nces.ed.gov/pubs2004/2004330.pdf
http://nces.ed.gov/pubs2004/2004330.pdf
http://nces.ed.gov/pubs2004/2004330.pdf


Access to Student Records: 

Directory Information 

 Directory information 

– May be released without prior consent 

– District policies could specify what types of information 

are considered directory info 

 Under FERPA, parents must be informed of what is 

considered directory information and given the 

opportunity to withhold its release 

– FERPA Model Notice for Directory Information 

http://www2.ed.gov/policy/gen/guid/fpco/pdf/directoryinfo.pdf
http://www2.ed.gov/policy/gen/guid/fpco/pdf/directoryinfo.pdf
http://www2.ed.gov/policy/gen/guid/fpco/pdf/directoryinfo.pdf
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FERPA Regulatory Changes — 

Directory Information 

 Definition of directory information  

 Conditions for disclosure 

– Student ID cards and badges  

– Limited directory information  

 



Frequently Asked Question #2 

Our district has a parent who as opted out of “directory 

information” as part of our annual notification process.  

The parent does not want their child to have a photo taken 

and wants their child to be exempt from wearing a badge.  

Are we in violation of FERPA should we require the 

student to wear a badge? 
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Frequently Asked Question #2 

Our district has a parent who as opted out of “directory 

information” as part of our annual notification process.  

The parent does not want their child to have a photo taken 

and wants their child to be exempt from wearing a badge.  

Are we in violation of FERPA should we require the 

student to wear a badge? 

 

Answer: No. The recently enacted changes to FERPA 

allow schools/districts the latitude to require that students 

wear an ID badge.  Districts can require their students to 

wear ID badges and are not required to allow the 

student/parent to opt out of the badge under FERPA 

provisions. 
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Access to Student Records: Non-

directory Information 

 Non-directory information  

– Can be released with written consent 

– The consent should specify the information that may be 

released, the purpose of the release, and the recipient 
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Disclosure of Student Records 

Without Consent  

 FERPA and other federal statues, such as PPRA, 

restrict the release or collection of different types of 

sensitive information without prior consent 

 Under FERPA, parents and eligible students have the 

right to consent to disclosures of PII 

– Rights must be described in the Annual FERPA Notice 

 

 

 

http://www2.ed.gov/policy/gen/guid/ptac/pdf/model-notification-of-rights-under-ferpa.pdf
http://www2.ed.gov/policy/gen/guid/ptac/pdf/model-notification-of-rights-under-ferpa.pdf
http://www2.ed.gov/policy/gen/guid/ptac/pdf/model-notification-of-rights-under-ferpa.pdf
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Disclosure of PII from Education 

Records under FERPA 

 FERPA permits non-consensual disclosure of PII from 

education records under several exceptions 

 Staff or employees who need access to perform duties 

– School official exception 

– “Legitimate educational interest” 

 External entities 

– Studies exception 

– Audit or evaluation exception 

– Uninterrupted Scholars Act 

– Other (e.g., court order, health or safety emergency) 
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What is the most common exception 

used for disclosure without consent? 

Answer:  Generally, the Audit and Evaluation exception. 

   

Example: 

An LEA could designate a university as an authorized 

representative in order to disclose, without consent, PII 

from education records on its former students to the 

university. The university then may disclose, without 

consent, transcript data on these former students to the 

LEA to permit the LEA to evaluate how effectively the LEA 

prepared its students for success in postsecondary 

education 
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Studies Exception 

 “For or on behalf of” schools, school districts, or 

postsecondary institutions 

 Studies must be for the purpose of 

– Developing, validating, or administering predictive tests; 

or 

– Administering student aid programs; or  

– Improving instruction 

 Written Agreements  
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Written Agreements: Studies 

Exception  

 Written agreements must 

– Specify the purpose, scope, and duration of the study 

and the information to be disclosed, and  

– Require the organization to  

• use PII only to meet the purpose(s) of the study 

• limit access to PII to those with legitimate interests 

• destroy PII upon completion of the study and specify 

the time period in which the information must be 

destroyed 

 

 

 

 



Uninterrupted Scholars Act – 

What’s Changed? 

New exception to the general consent rule passed by 

Congress January, 2013, P.L. 112-278.  

 Disclosure permitted to:  “agency caseworker or 

other representative” of a State or local CWA who 

has the right to access a student’s case plan 

 Disclosure permitted when:  the CWA is “legally 

responsible … for the care and protection of the 

student” 

 Provisions for tribal organizations as well 
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Changes to Notice Provisions 

 Uninterrupted Scholars Act amends the 

requirement to notify a parent before complying 

with a subpoena or court order to disclose 

records when the parent has been a party to a 

court order proceeding involving child abuse, 

neglect, or dependency. 

 Theory behind this change:  The parent has 

already been informed by being involved in the 

child abuse, neglect, or dependency proceeding 
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Permitted:  Sharing To Address 

Educational Needs 

 The Uninterrupted Scholars Act allows schools to 

disclose education records to CWAs to address 

student education needs 

 If the school or district is sharing information for 

other purposes, they may need to look at other 

exceptions such as the studies or audit/evaluation 

exception 

 But …. Remember the “education program” 

limitation when sharing under the audit/evaluation 

exception 
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Frequently Asked Question: 

County Health Department 

Our county health department has asked for student 

information regarding age, classes, and residence due to a 

possible measles outbreak.  Can we release this 

information to them? 
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Frequently Asked Question #3 

Our county health department has asked for student 

information regarding age, classes, and residence due to a 

possible measles outbreak.  Can we release this 

information to them? 

 

Answer: There are a number of exceptions to FERPA’s 

general consent rule; however, there is no specific 

exemption that permits a school to disclose education 

records -- outside of an emergency -- to a public health 

department. There is an exception that permits schools to 

disclose education records in connection with health or 

safety emergencies. 
23 



Sharing Disciplinary Action  

 A student is disciplined for a conduct that posed a 

significant risk to the safety or well-being of other 

students.  He leaves the school and enters another 

institution without requesting a transfer.  The new 

schools finds out that he attended the first school and 

calls for information.  Can the old school tell the new 

school about the disciplinary action? 
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YES 



Federal Privacy Statutes —

Examples of Notices 

 PPRA affords parents a right to opt out of having their 

child participate in certain school activities 

– Student survey, analysis, or evaluation  

– Collection of information for marketing purposes 

– Certain physical examinations/screenings 

– One or more of the eight areas designated as “protected 

information surveys”  

– Model notice to parents: “PPRA Model Notice and 

Consent/Opt-Out for Specific Activities” 

 

 

http://www2.ed.gov/policy/gen/guid/fpco/pdf/ppraconsent.pdf
http://www2.ed.gov/policy/gen/guid/fpco/pdf/ppraconsent.pdf
http://www2.ed.gov/policy/gen/guid/fpco/pdf/ppraconsent.pdf
http://www2.ed.gov/policy/gen/guid/fpco/pdf/ppraconsent.pdf
http://www2.ed.gov/policy/gen/guid/fpco/pdf/ppraconsent.pdf


Federal Privacy Statutes —

Examples of Notices 

 FERPA and IDEA protect special education records 

– Provisions regarding procedural safeguards related to 

parental notice: IDEA–Reauthorized Statute 

“PROCEDURAL SAFEGUARDS: SURROGATES, 

NOTICE AND CONSENT”  

– Example of the IDEA notice from CT: “Procedural 

Safeguards Notice Required Under IDEA Part B”  

 

http://www2.ed.gov/policy/speced/guid/idea/tb-safeguards-1.pdf
http://www2.ed.gov/policy/speced/guid/idea/tb-safeguards-1.pdf
http://www2.ed.gov/policy/speced/guid/idea/tb-safeguards-1.pdf
http://www2.ed.gov/policy/speced/guid/idea/tb-safeguards-1.pdf
http://www.sde.ct.gov/sde/lib/sde/PDF/DEPS/Special/Prosaf.pdf
http://www.sde.ct.gov/sde/lib/sde/PDF/DEPS/Special/Prosaf.pdf
http://www.sde.ct.gov/sde/lib/sde/PDF/DEPS/Special/Prosaf.pdf


Federal Privacy Statutes —

Examples of Notices 

 NSLA protects records about eligibility for free or 

reduced price meals   

– Example of the NSLA notice from KY: “PROTOTYPE 

DISCLOSURE OF FREE AND REDUCED PRICE 

INFORMATION AGREEMENT” 

 COPPA protects online collection, usage, and 

disclosure of personal information (not education 

records) about children under 13  

– Websites should post a privacy notice 

– Instructions for composing a Direct Notice to Parents 

http://scn.ky.gov/nslsbp/changes as of 10222009/PROTOTYPE Free Reduced Disclosure Agreement 2010.pdf
http://scn.ky.gov/nslsbp/changes as of 10222009/PROTOTYPE Free Reduced Disclosure Agreement 2010.pdf
http://scn.ky.gov/nslsbp/changes as of 10222009/PROTOTYPE Free Reduced Disclosure Agreement 2010.pdf
http://scn.ky.gov/nslsbp/changes as of 10222009/PROTOTYPE Free Reduced Disclosure Agreement 2010.pdf
http://scn.ky.gov/nslsbp/changes as of 10222009/PROTOTYPE Free Reduced Disclosure Agreement 2010.pdf
http://www.coppa.org/comply.htm


Federal Privacy Statutes —

Examples of Notices 

 HIPAA  

 Privacy rule does not apply to records protected by 

FERPA and IDEA 

– Authorized uses and disclosures of protected health 

records are discussed on p. 11 of the “SUMMARY OF 

THE HIPAA PRIVACY RULE” 

 

http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/privacysummary.pdf
http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/privacysummary.pdf
http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/privacysummary.pdf
http://www.hhs.gov/ocr/privacy/hipaa/understanding/summary/privacysummary.pdf


Frequently Asked Question: 

FERPA vs. HIPAA 

The school nurse at a middle school wants to share 

information with teachers and administrators.  Which law, 

FERPA or the HIPAA Privacy Rule, protects the privacy of 

student health records? 
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Frequently Asked Question #4 

The school nurse at a middle school wants to share information with 

teachers and administrators.  Which law, FERPA or the HIPAA 

Privacy Rule, protects the privacy of student health records? 

 

Answer: FERPA.  At the elementary/secondary level, any records that 

a school nurse or health center maintains that are directly related to a 

student are considered “education records” subject to FERPA – not 

the HIPAA Privacy Rule.  A school nurse may share information on 

students with other school officials if these school officials have a 

legitimate educational interest in the records. 

Guidance: http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-

guidance.pdf.   
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http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf
http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf
http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf
http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf
http://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf


Frequently Asked Question: 

Parental Rights 

What should a school do if it is notified that a child is in 

foster care and then the biological parent asks to meet 

with the child’s teacher and review the student’s progress?  

Does FERPA mean that the school can no longer talk to 

the biological parent? 
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Rights of Parents 

§ 99.4 What are the rights of parents, custodial or 

noncustodial? 

 

 FERPA affords full rights to either parent, unless the 

school has been provided with evidence that there is a 

court order, State statute or legally binding document 

that specifically revokes these rights. 
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Military Recruiter Provision 

Q: Is there a provision in No Child Left Behind that permits military recruiters 

to have access to information on students? 

 

Congress included a provision in the No Child Left Behind Act that requires 

local educational agencies (LEAs) receiving assistance under the 

Elementary and Secondary Education Act (ESEA) to provide students' 

names, addresses, and telephone listings to military recruiters upon 

request.  Typically, recruiters request this information on junior and senior 

high school students.  The information is used specifically for armed 

services recruiting purposes and to inform young people of scholarship 

opportunities. Schools are required to provide notice to parents, 

allowing them an opportunity to opt out of providing the information to 

recruiters.  For more information, visit: 

 Family Policy Compliance Office website 

 Guidance on Access for and Disclosures to Military Recruiters 
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http://1.usa.gov/oMLPdZ
http://1.usa.gov/pwAt86
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FERPA & Data Security 



FERPA & Data Security 

FERPA was written back in 1974 when: 

 Average house price was $38k 

 Average income was $11k 

 Federal spending was “only” $269B 

 You could buy a PC for the low, low price of $20k 

And…   

 Disco was cool (think about it) 

 Education records were papers in the principal’s office 
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FERPA is a survivor because it is not prescriptive.  It doesn’t tell 

you how to protect student data from disclosure, only that you 

must use “reasonable methods” to protect it.   



FERPA & Data Security 

FERPA is everywhere in IT, sometimes masquerading as 

plain old good common sense: 
 

– FERPA just lays out the expectations, but leaves the details the 

experts…  that’s you 

– Being compliant with FERPA can sometimes be as easy as 

having solid IT policy and good data management practices 

– The $64,000.00 question is: 

 

Do you have solid IT policy & good data 

management practices? 
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FERPA & Data Security 
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What is a good Data Security program? 

 

 Strong security policy & governance structure that 

establishes a framework for managing risk to information 

systems and data 

 Sets standards & procedures which implement generally 

accepted data security best practices and controls 

 Manages system and data lifecycle, procurement, 

maintenance and decommissioning 

 Measures program effectiveness against baseline 

standards  



FERPA & Data Security 
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Threats to Education Data 
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Organized Criminal 

Enterprises 

• Criminal hackers and 

scammers  

• 100+ billion dollars a year 

• Most damaging attacks involve 

web based applications and 

insiders 

• Responsible for most external 

data breaches  

• Botnets, malware, data 

breaches 

• They will not advertise their 

success 

• Most breaches are discovered 

long after the damage is done 

 



Threats to Education Data 
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* Hacktivism (a portmanteau of hack 

and activism) is the use of computers 

and computer networks as a means of 

protest to promote political ends. 

* http://en.wikipedia.org/wiki/Hacktivism 

Hacktivism 

• Motivated by ideology or 

political agenda 

• Largely decentralized, ad hoc 

organizational structure 

• Favor DDoS, Phishing and 

Application attacks 

• Historically focus on industrial, 

financial and political targets 

• Increasingly targeting schools 

and school districts 

• Hacktivists want to tell 

everybody about their exploits 

 

http://en.wikipedia.org/wiki/Portmanteau
http://en.wikipedia.org/wiki/Hack_(computer_security)
http://en.wikipedia.org/wiki/Activism


Threats to Education Data 
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Nation-State Threats 

• Cyber-espionage, cyber-

warfare by foreign 

governments 

• Spying, stealing intellectual 

property 

• View schools and districts as 

proxies for their real targets 

• Highly advanced, very 

sophisticated 

• Virtually unlimited budget 

• Stealth and longevity are 

priorities 

 



Threats to Education Data 

42 

The REAL risk is with US! 

• Internet provider for thousands 

of hackers…  ahem…  

students 

• Lose laptops, USB drives 

• Do business / learn via email 

• Use unapproved third party 

apps 

• BYOD – “Bring Your Own 

Device” 

• Wi-Fi Everything!!!!!!! 

• We have no idea where all of 

our “stuff” is 

 



Let’s do an exercise! 
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Where is the latest guidance??? 
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PTAC Resources 

 NEW GUIDANCE: Protecting Student Privacy 

While Using Online Educational Services 

 Help Desk 

 Web resources: http://ptac.ed.gov   

– Technical Briefs, Issue Briefs, and White Papers 

– Case studies 

– Security Checklists 

– Frequently Asked Questions  

– Webinars, Presentations, and Training Materials 

 

 

http://ptac.ed.gov/


Contact Information 

 

Family Policy Compliance Office  
  

Telephone: (202) 260-3887 

Email:  FERPA@ed.gov 

FAX: (202) 260-9001 

 

Website: www.ed.gov/fpco  

 

Privacy Technical Assistance Center 
  

Telephone: (855) 249-3072 

Email: privacyTA@ed.gov 

FAX: (855) 249-3073 

 

Website:  http://ptac.ed.gov  
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mailto:FERPA@ed.gov
http://www2.ed.gov/policy/gen/guid/fpco/index.html
mailto:privacyTA@ed.gov
http://ptac.ed.gov/

