Date: September 10" — 13", 2024
Host: Magnet Forensics (Farmington Police Department)
Location: Farmington Police Department

319 New Britain Avenue, Unionville, CT 06085

Cost: $3,249.00
Contact: Officer Chris Thomas

(860) 675-2487
thomasc@farmington-ct.org

Registration: REGISTER HERE (magnetforensics.com)

Class Added: 03/13/2024
Summary: Description

This course is an intermediate-level four-day training course, designed for participants
who are familiar with the principles of digital forensics and who are seeking to expand
their knowledge base into deep iOS examinations and the use of the Magnet
GRAYKEY device.

Students must be part of a law enforcement agency and MUST own a Magnet
GRAYKEY.

Students will get hands-on use of the GRAYKEY device and learn how to fully
operate it — including how to establish a proper workflow for handing iOS devices in
the field to the lab and how to acquire a full file system image of iOS devices.

Magnet AXIOM will also be leveraged to learn how the iOS filesystem is structured,
how to locate key data, and how artifacts are structured. In addition, students will
learn about artifacts specific to the iOS full file system and its multiple levels of data
protection. Third-party artifact analysis of several advanced, secure artifacts will be
covered, including how the device keychain ties into these artifacts. A methodology
will be discussed on how to conduct deep-level iOS examinations and how to
understand specific operating system artifacts in context to show device interactions
over time. Students will learn how to put someone behind a device physically
interacting with it, and even sometimes where that device has been.

You can purchase training classes directly online using a credit card or if payment by
purchase order is required, please request a quotation from
sales@magnetforensics.com.
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