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1 Overview
1.1 Introduction
Each year, Connecticut law enforcement officers arrest approximately 16,000 individuals suspected of operating a motor vehicle while under the influence of alcohol or drugs.  The arresting process is time consuming and tedious due to the volume of paperwork that must be manually prepared by the officer and forwarded to the Department of Motor Vehicles (DMV) and Connecticut’s Judicial Department, Superior Court.  The transfer of documents and information between the agencies currently occurs using a paper-based process and is completely manual. Upon adjudication of the offense, the court’s Operating Under the Influence (OUI) convictions and DMV administrative actions are electronically transmitted to the DMV’s Driving History Record file and are posted to the offender’s record.
For OUI arrests, the basic arresting and OUI data is captured by law enforcement on a desktop computer using its respective records management system (RMS). The RMS may, or may not, be tied directly to Blood Alcohol Concentration (BAC) testing equipment and electronic fingerprinting equipment at these locations.

Currently, most patrol cars in the State of Connecticut are equipped with mobile computers or laptops with secure wireless technology.  Out of habit, these computers are commonly referred to as Mobile Data Terminals (MDTs).  The MDTs support inquiries on offenders and vehicles.  The State’s strategic goal is to have a complete DMV driving history record, including citations and OUI court convictions/administrative actions, available to the officer.  As the State’s network of MDTs expands, there are also plans and/or projects to electronically write citations and misdemeanor summons from the roadside with the recipient receiving a printed receipt.

1.2 Background

In November of 2000, the Department of Motor Vehicles released an Impaired Driving Re-Assessment.  Equally important were the releases of a Traffic Citation Adjudication Systems Study in December of 2003, which provided a review of current and future Connecticut’s traffic citation and impaired driving processes and an Assessment of Traffic Records (Information Systems) in March 2004. Finally, the Connecticut Traffic Records Coordinating Committee (TRCC) adopted in its Connecticut Strategic Plan for Traffic Records the CIDRIS/TCAS solution in March of 2006 as a blueprint for establishing electronic impaired and citations processing in the state.

In the spring of 2004, the State of Connecticut applied for a grant from the National Highway Traffic Safety Administration (NHTSA) for funding to initiate a Model Impaired Driving Records System. Connecticut qualified for the grant in September of 2004 and received an award of $1,666,130 for the application development and/or acquisition of the Connecticut Impaired Driver Record Information System (CIDRIS) and Traffic Citation Adjudication Systems (TCAS) project or also known as CIDRIS/TCAS Version 1.0.  At that time, only Iowa, Wisconsin, Nebraska, and Alabama had qualified previously for this award. The initial grant award required that an OUI solution be completed prior to September 2006.

The core CIDRIS team acquired a project manager in December of 2005 with an additional funded grant from USDOT/NHTSA administered through the Connecticut Department of Transportation.  During 2006, the CIDRIS team produced a strategy, plan, and requirements to implement the CIDRIS project as a component of a robust Traffic Citation Adjudication Systems (TCAS) solution.  In September of 2006, Connecticut received a two year grant extension from NHTSA to September of 2008 for completing the required CIDRIS objectives.

In July of 2007, CIDRIS was approved by the CJIS Governing Board as a strategic project within the CJIS portfolio.

The above referenced work provided the State with not only the essential documentation of the current traffic adjudication processes within Connecticut but also a blueprint for future OUI/citation business processes. Given this body of work, the State published an RFP in July of 2007 that identified a four (4) phased project strategy to implement a full CIDRIS/TCAS solution.  The following table describes these phases.

TABLE 1.2: CIDRIS/TCAS PLANNED PROJECT PHASES

	Phase
	Phase Description

	CIDRIS/TCAS 1.0
	Operating while Under the Influence

	TCAS 1.1
	Electronic Citations & Reporting, 3rd Party System Integration

	TCAS 1.2
	Judicial Centralized Infractions Bureau (CIB) Integration

	TCAS 1.3
	Judicial Court Operations Systems Integration


Given the scope and complexity of the July, 2007 RFP as well as the lack of funding and resources to implement this enterprise and comprehensive scope, the State withdrew the RFP and in November of 2007, re-issued the RFP as CIDRIS 1.0. Nevertheless, the State was determined to provide both the functionality of the TCAS blueprint and NHTSA’s Impaired Driving Model and decided to break out the OUI element of TCAS. Consequently, CIDRIS 1.0 RFP focused exclusively on the OUI component of the TCAS blueprint, while the State sought to undertake smaller scope types of projects for implementing the other elements of TCAS-related electronic citation processing. 

In September of 2007, the CIDRIS project was reviewed by NHTSA to assure that critical project requirements, scope of work, and approvals had occurred.  In the summer and early fall of 2007, the CIDRIS team continued to assemble CIDRIS data and metadata models, performed additional analysis on interface requirements, and provided for a working “Proof of Concept” that emulated “OUI Functionality.” This additional work provided the core foundational requirements for the CIDRIS version 1.0 Request for Proposal (RFP) which was published in November of 2007.

In some ways the time delays proved beneficial to the project.  New standards and technology were emerging, such as the Global Justice Data Exchange Model (GJXDM), web services, and Service Oriented Architecture, that allowed the State to take advantage of the new data sharing capabilities and flexibility that these new standards and technology offered.

1.3 Goals and Objectives

The goal of the CIDRIS project was to enhance and streamline Connecticut’s OUI business processing by developing an electronic messaging tool to deliver the timely and accurate exchange data and information. System enhancements include:

· identify, charge and sanction impaired driving offenders, based on their driving history,

· manage impaired driving cases from arrest through the completion of court and administrative sanctions,

· provide stakeholders with adequate and timely information necessary to fulfill their responsibilities, and

· reduce administrative costs for system stakeholders and increase system efficiencies

The reduction of paper is a major goal of this project.  The solution will benefit from the following:

1. Render, Print, Transfer, or View a legal copy of a form or report.

2. Transfer data via standardized interfaces and document formats to systems requiring source data collected by solution.

3. Accept the use of an e-Signature for CIDRIS users that must sign a form or report.

4. Is expected to provide down-stream users of CIDRIS (e.g. Chief States Attorney Office, Court Operations, DMV) the ability to view all documents linked to a case.  The solution should allow the user to see the source data and/or the data rendered on specific form(s), or the scanned document, if applicable.

5. The solution should be able to send CIDRIS documents via e-mail, if the recipient has the correct clearance and has permission to view the content.  For instance, an attorney may request the case file for their client, or a defendant may be requesting a copy of their lost JD-CR-2 Complaint Ticket.

CIDRIS will address the following high-level objectives:

1. To provide real-time or near real-time information on motor vehicle and criminal citations, OUI stops, and arrests.

2. To streamline the OUI process, reducing errors and redundant data capture, and eliminating and minimizing paper between law enforcement, DMV and JUDICIAL.

3. To Integrate with Connecticut Justice Information Systems (CJIS) Community applications via National Information Exchange Model (NIEM) version 2.0 conformant messaging.

4. Leverage the national Model Impaired Driving Records Information Systems (MIDRIS) model.

5. Align with Connecticut Information Sharing Solution (CISS) initiative.

6. Integrate with current and future Law Enforcement CAD/RMS systems via NIEM 2.0. Be expandable to support all arrests statewide.

7. To integrate with legacy CJIS systems via CJIS and NIEM compliant messaging and/or IBM Websphere MQ messaging. Indirectly integrate with the state’s Offender Based Tracking System.

8. To initiate an architectural framework for CIDRIS that will be compatible and consistent with a future TCAS.

9. To maintain a full “chain of custody”, including an audit trail, for all case data captured to assure Legal Sufficiency of electronic information exchanged. Need to be able to view accesses and changes to cases, by whom, when, and why data was changed.

2  Legislative Basis

2.1 Driving Under the Influence (DUI) in Connecticut

Connecticut General Statutes (CGS)
 Sections 14 (Vehicle Highway Use), 53a (Penal Code) and 30 (Intoxicating Liquors) contain the information necessary for the enforcement of alcohol/motor vehicle offenses, traffic violations and related crimes. In Connecticut, operating a motor vehicle while under the influence of alcohol and/or drugs can result in sanctions by the court and/or administrative penalties regarding the offender’s license or operating privilege which will be discussed later. A DUI offense may be prosecuted in criminal court with or without any direct evidence of a person's BAC.  The determining factor is whether a person's ability to drive has been impaired.  The DUI law does not require the use of a public highway or a private road and applies to the operation of snowmobiles and all-terrain vehicles.
Driving is a privilege, and under Connecticut's Implied Consent Law any person who operates a motor vehicle is presumed to have given their consent to a test to determine their “blood alcohol content” (BAC). Any amount of alcohol will affect driving ability.  Alcohol's effect is magnified by emotions, physical condition, and use of prescription drugs or other types of drugs, some over-the-counter medications and some herbal supplements.  Connecticut has enacted strong measures to combat impaired driving.  Stiff penalties, including mandatory sentencing and strict enforcement of the laws send a clear message that driving under the influence (DUI) will not be tolerated.  

A motor vehicle infraction is “probable cause” to stop. A reasonable, articulable suspicion, constitutes a basis for an ”investigatory stop”, which is a much lower standard than “probable cause”.  Prosecutors cannot nolle or reduce an impaired driving charge without stating the basis for the decision in open court.

· They will be detained by the police and read their rights.

· Their vehicle will be towed at their expense.

· They will be taken in a police cruiser to the police station.

· If the BAC test registers that they are legally intoxicated, they will be charged under 14-227a and additional administrative sanctions may be imposed under 14-227b.

·  A person is legally intoxicated if they have an elevated BAC of .08% alcohol by weight or higher (CGS § 14-227a).

· If a person is under 21 years of age, they are legally intoxicated at an elevated BAC of.02% alcohol by weight or higher (CGS § 14-227g).  The mere fact that a driver appears to be under age 21 does not provide reasonable and articulable suspicion that an offense has been committed that justifies an investigatory stop of the vehicle (CGS § 14-227g (b)).
· They will be kept in a police lock-up until they are bonded out.
2.1.1 Admissibility of Evidence

In order for the test results to be admissible: 

1. the driver must be given a reasonable chance to call an attorney before starting the test; 

2. a copy of the test results must be mailed or personally delivered to the driver within 24 hours or at the end of the next business day after the results are known; 

3. the test must be administered by a police officer or at his or her direction; 

4. the test must be administered using methods and equipment approved by the Department of Public Safety (DPS) and in accordance with DPS regulations; 

5. the test equipment must be checked for accuracy in accordance with the DPS regulations; 

6. a second test of the same type must be administered at least 10 minutes after the first test is conducted (unless the second test is to detect the presence of drugs in which case it can be of a different type and does not have to be administered within that time frame); and

7. the test must begin within two hours of operation.

NOTE: These evidentiary standards apply only to criminal proceedings.  These cases are also administratively adjudicated using broader standards.  

The DPS commissioner must determine the reliability of each method and type of device offered for chemical testing of blood, breath, and urine, and certifies those suitable for use in Connecticut. The Commissioner must adopt regulations governing the conduct of tests, the operation and use of test devices, the training and certification of test operators, and the drawing or obtaining of blood, breath, and urine samples (CGS § 14-227a(c)). 

Evidence that a driver refused to submit to a test is admissible if the procedural requirements of CGS § 14-227b are followed.

2.1.2 Samples Taken from Apparently Injured Drivers Requiring Medical Treatment

A different set of admissibility standards applies to blood or urine samples taken from an injured driver in the course of their medical diagnosis and treatment. Results of a chemical analysis of the sample are competent evidence to assist in establishing probable cause for the person's arrest by warrant and are admissible in a subsequent prosecution if 

· the sample was taken for the diagnosis and treatment of the injury,

· if a blood sample, it was taken in accordance with DPS regulations,

· a police officer satisfies a Superior Court judge that they have reason to believe the person was driving under the influence of alcohol or drugs and the blood or urine sample constitutes evidence of this offense, and 

· the judge issues a search warrant authorizing seizure of the test results. The warrant may also authorize seizure of hospital medical records prepared in connection with the diagnosis and treatment of the injury. 

2.1.3 Testing after Accidents

The chief medical examiner and other specified officials must include in any investigation of a fatal motor vehicle accident a blood sample from any driver or pedestrian who dies in the accident. These samples must be examined for the presence and concentration of alcohol and drugs by the chief medical examiner or the DPS Division of Scientific Services. A blood or breath sample must be obtained from any surviving driver whose vehicle is involved in an accident resulting in the death or serious physical injury to another person if a police officer has probable cause to believe that the driver operated the vehicle while under the influence of alcohol, drugs, or both (CGS § 14-227c). Since the law requires the sample to be tested for drugs as well as alcohol, and breath samples cannot provide reliable evidence of the presence of drugs, the law, in effect, appears to require blood samples from surviving operators. 

The testing of any such samples must be performed at the direction of a police officer and according to methods and with equipment approved by DPS. The person performing the test must be certified or recertified for this purpose by DPS or recertified by someone certified as an instructor by DPS. 

Test equipment must be checked immediately before and after the test by someone who is DPS-certified. If a blood test is performed, the sample must be taken by someone licensed to practice medicine and surgery, a qualified laboratory technician, an emergency medical technician II, a registered nurse, a physician assistant, or a phlebotomist. These requirements differ slightly from those that apply to tests in connection with impaired driving arrests. 

2.2 Blood Alcohol Content (BAC) Administrative Per Se License Suspension

The administrative per se law provides for the suspension of a person’s driver license or operating privilege if they are arrested for operating a motor vehicle with an elevated  blood alcohol content, submits to chemical testing and fails the test or refuses to submit to chemical testing. The arresting officer prepares a written report to be submitted to Department of Motor Vehicles along with chemical test results, narrative and any supporting documentation.  This report is to be submitted within 3 business days of the date of the arrest. Once Administrative Per Se (the DMV unit responsible for handling OUI cases) receives the OUI packet from law enforcement, they have a legislated timeframe of 30 days from the date of arrest to process the case.  The person must still go through the usual court procedures for the DUI arrest, which may result in additional sanctions against the person’s operating privilege.  In most cases, the driver's license sanctions will be imposed much earlier.  In all cases, they will be imposed in addition to criminal penalties and will appear on their driving record.

2.2.1 Administrative Per Se License Suspension

CGS § 14-227b requires an administrative license suspension process for drivers who refuse to submit to the test or whose test results indicate an elevated BAC. In such cases, the police officer, acting on behalf of the motor vehicle commissioner, takes possession of the driver's license for 24 hours and submits a report to the DMV, which among other things must contain any test results and the grounds the officer had for arresting the person. In cases of test refusals, a third party who witnessed the refusal must sign the report. 

A different procedure applies when someone gives a blood or urine sample at a police officer's request and this requires a laboratory analysis to determine the results. In this case, the officer can not immediately take possession of the person's license or follow the other procedural requirements of the per se law. Instead, upon receiving test results showing an elevated BAC, the person is arrested and the report is then submitted to DMV for suspension action.

If someone has a prior DUI license suspension or has been involved in a fatal accident, Administrative Per Se immediately suspends their license or operating privilege.  A suspension that is not immediate is effective 30 days from the date of arrest.

In either case, the driver is entitled to a hearing before DMV to contest the suspension. The person contacts DMV no later than seven days after DMV mails the suspension notice (unless there is an immediate suspension in effect). If there is an immediate suspension in effect,  the hearing can occur after the suspension occurs, but not more than 30 days after the person contacts the DMV to schedule a hearing (CGS § 14-227b). 

In either case, the hearing is limited to whether: 

· the police officer had probable cause to arrest the person, 

· the person was arrested, 

· the person was operating, and 

· the person refused the test or had an elevated BAC. 

· if the test results were obtained from a blood sample taken from an apparently injured driver, the hearing must include an additional determination of whether the blood sample was obtained according to the statutory conditions for admissibility. 

If all of the findings are made in the affirmative, the driver's license is suspended for the period specified in the subsequent tables.  Longer suspensions apply if the person's BAC was measured at .16% or more. These administrative license suspension penalties are separate from any suspension penalties imposed as a result of conviction on any criminal DUI charge.

2.2.1.1 Drivers 16 and 17-Years-Old

Public Act 08-32 establishes a 48-hour summary suspension of a 16- or 17-year-olds driver's license if the teenage driver is cited for driving under the influence of alcohol or drugs or with an elevated blood-alcohol level (which is 02% or more for anyone under age 21). If the 16- or 17-year-old is cited for either of these violations, the police officer must seize the driver's license for 48 hours on behalf of the DMV commissioner and may have the vehicle removed. The license seizure begins on the date and time the arrest is made or the summons or infraction complaint is issued. The driver's license is considered suspended for 48 hours. 

To regain the license following the 48-hour summary suspension, the 16- or 17-year-old and their parent or legal guardian must appear in person at the police department, state police barracks, or other designated location and sign a written acknowledgement of its return. (A subsequent act, Public Act 08-150, amends this provision to exempt an emancipated minor from the requirement for accompaniment by a parent or guardian when retrieving the license.) No restoration fee may be charged for return of the license. The police officer who seized the license must make a written report of the violation and the suspension action to the commissioner on a form, and in a time and manner, that the commissioner prescribes. Following receipt of that report, the following administrative sanctions are applied.

TABLE 2.2.1.1: DRIVERS 16 TO 17 YEARS OLD - LICENSE SUSPENSION PERIODS

	Per Se Offense
	First
	Second
	Third

	Refusal to submit to a blood, breath or urine test
	18 months
	3 years
	6 years

	BAC Test results of .02 or higher; up to, but under .16
	1 year
	2 years
	4 years

	BAC Test results of .16 or higher
	1 year
	30 months
	5 years


Public Act 08-32, which took effect August 1, 2008, prohibits someone under age 18 who is arrested for DUI from eligibility for youthful offender status.

2.2.1.2 Drivers 18 to 20-Years-Old

TABLE 2.2.1.2: DRIVERS 18 TO 20YEARS OLD - LICENSE SUSPENSION PERIODS

	Per Se Offense
	First
	Second
	Third

	Refusal to submit to a blood, breath or urine test 
	1 year
	2 years
	6 years

	BAC Test results of .02 or higher; up to, but under .16
	6 months
	18 months
	4 years

	BAC Test results of .16 or higher
	240 days
	20 months
	5 years


2.2.1.3 Drivers 21-Years-Old and Older

TABLE 2.2.1.3: DRIVERS 21 YEARS OLD AND OLDER - LICENSE SUSPENSION PERIODS

	Per Se Offense
	First
	Second
	Third

	Refusal to submit to a blood, breath or urine test
	6 months
	1 year
	3 years

	BAC Test results of .08 or higher; up to, but under .16
	90 days
	9 months 
	2 years

	BAC Test results of .16 or higher
	120 days
	10 months
	2.5 years


If a person has been arrested for operating under the influence of alcohol and/or drugs and either failed a chemical alcohol analysis of their blood, breath, or urine or refused to submit to such analysis, their operator's license or privilege is suspended on the thirty-first day following the date of the arrest. 

Note: A second offense of either refusing a chemical alcohol test or failing a chemical alcohol test on or after October 1, 1995, requires satisfactory completion of a substance abuse treatment program prior to restoration.

2.2.2 Operating While License Suspended For DUI

Anyone who operates a motor vehicle during the period their license is under suspension or revocation for driving under the influence or for refusing to submit to a BAC test is subject to a fine of up to $ 1,000 and imprisonment of up to one year. The offense also carries a 30-day mandatory prison sentence unless the court specifies mitigating circumstances in writing (CGS § 14-215(c)).  This is in addition to any administrative penalties applied.
2.2.3 Special Operator’s Permit

By law (CGS § 14-37a), anyone who has had their driver's license suspended, except a person: 

· with a previous alcohol related suspension

· who has been convicted of operating a vehicle while under suspension,

· has any suspension with an indefinite term

· who has too many moving violations and/or conviction combinations of reckless driving, failure to obey a police officer and/or evading responsibility on their driving history 

· with convictions of manslaughter or assault with a motor vehicle

· whose license was suspended, for any reason, in accordance with a court order 

· who failed to appear for trial, or

· is under suspension for refusing to submit to a DUI blood, breath, or urine test until at least 90 days of their mandatory six-month suspension has been completed, 

may apply to DMV for a special operator’s permit that allows driving for certain work-related employment purposes only, or for attending classes or examinations at an accredited institution of higher learning. However, a special operator's permit prohibits operation of public passenger vehicles or commercial motor vehicles that require a commercial driver’s license. Special operator's permits are distinctive with the legend "work only" or “education only” and include the expiration date. Any person issued a special operator's permit that operates a motor vehicle for any unauthorized purpose during the period of the permit is subject to a fine of five hundred dollars and revocation of the special operator’s permit. 

2.2.4 Commercial Driver’s License (CDL) Holders

Someone who holds a commercial driver's license faces disqualification from driving a commercial motor vehicle if they are  found to have: 

· a BAC of .04% or more while driving a commercial motor vehicle

· a BAC of .08% or more while driving any other type of vehicle, or 

· refused a BAC test whether driving a commercial or noncommercial motor vehicle. 

CGS § 14-44a et seq., imposes a .04% BAC limit for drivers operating buses, large trucks, and vehicles carrying hazardous material under a commercial driver's license. If someone holding a CDL is found to have either refused to submit to a BAC test or has taken a test that resulted in a BAC of .04% or more, he or she is disqualified from driving a commercial motor vehicle for one year. If an offense involves driving a vehicle transporting hazardous materials requiring placards under federal law, the disqualification is for three years, instead of one year. 

The disqualification applies:

· for any BAC test refusal, whether the violator was driving a commercial motor vehicle or any other type of motor vehicle or

·  for a BAC result of .04% or more while driving either a commercial motor vehicle or .08% or more while driving any other motor vehicle. 

2.3 Criminal Penalties through Court and Counting Prior Offenses

Under Connecticut's criminal law, a driver arrested for DUI will be required to appear in court.  If the court proceedings result in a conviction, the following penalties listed below must be imposed:

TABLE 2.3: DUI CRIMINAL PENALTIES

	Conviction
	Prison Sentence
	Fine
	License Suspension

	First
	Either (a) up to six months with a mandatory minimum of two days or (b) up to six months suspended with probation requiring 100 hours of community service
	$500- $1,000
	1 year

	Second
Within Connecticut
Out-of-State 
	Up to two years, with a mandatory minimum of 120 consecutive days and probation with 100 hours community service
	$1,000- $4,000
	3 years (or until age 21 if longer)

	Third and Subsequent 
	Up to three years, with mandatory minimum of one year and probation with 100 hours community service
	$2,000- $8,000
	Permanent Revocation
(a hearing may be requested after at least 6 years)


In addition, if the court sentences someone to a period of probation, it may require as a condition of probation that they participate in a victim impact panel program approved by the Court Support Services Division. The panel must provide a non-confrontational forum for victims of alcohol or drug related offenses and offenders to share experiences on the impact of alcohol or drug related incidents in their lives. The nonprofit organization that conducts the panel may charge a participation fee of up to $25 for any offender ordered to participate.

Under 14-227a CGS:

· The court reports DUI convictions to the DMV

· DMV imposes the length of suspension required by statute.

· The duration of the suspension is determined by the number of prior convictions for 14-227a contained on the person’s driving history.

Suspension for conviction of a criminal DUI charge is in addition to any previously imposed administrative license suspension under 14-227b.

In assessing these penalties, the law considers as a subsequent conviction one that occurs within 10 years of a prior conviction for the same offense. Also, any conviction that occurs in another state for an offense that the court determines has “substantially the same” essential elements as Connecticut's criminal drunk driving offenses, manslaughter in the 2nd degree with a motor vehicle, or assault in the 2nd degree with a motor vehicle will constitute a prior conviction of the same offense for purposes of determining someone's prior criminal history. (2nd degree manslaughter or assault with a motor vehicle involves driving while under the influence of liquor or drugs.)

The law allows someone whose driver's license has been revoked following a third conviction for driving under the influence of alcohol or drugs to seek restoration of driving privileges after six years, provided the Commissioner of Motor Vehicles determines it does not endanger public safety, certain requirements are met, and the person submits to installation and use of a vehicle ignition interlock device (Public Act 07-167). 

The license suspension under this law is stayed while a conviction is being appealed. For a driver under age 18, the suspension period is until they turn 18 or the period listed above, whichever is longer. For drivers driving under a special operator’s permit (described previously) suspension periods are doubled. In addition to these penalties, the court can order a driver to participate in an alcohol education and treatment program. 

In Connecticut for Fiscal Year 2007-08, there were 5,021 convictions by the court for DUI.

2.3.1 Persistent DUI Offenders

A person is considered a “persistent operating under the influence felony offender” if they

· are convicted of manslaughter or assault in the second degree with a motor vehicle and

· within the prior 10 years have been convicted of either of these offenses or of driving under the influence of alcohol or drugs, or of substantially similar offenses in other states (CGS § 53a-40f). 

The court may impose a prison sentence using the next higher degree of felony for a persistent operating under the influence felony offender. Thus, it increases, from 10 to 20 years, the maximum possible prison term for a persistent offender convicted of manslaughter in the second degree with a motor vehicle and, from five to 10 years, the maximum possible sentence for a persistent offender convicted of assault in the second degree with a motor vehicle (CGS § 53a-49f as amended by Public Act 08-1, JSS). 

2.3.2 Other Laws

CGS § 53a-56b establishes the crime of manslaughter in the second degree with a motor vehicle. A person commits this offense when, while operating a motor vehicle under the influence of alcohol or any drug, they cause the death of another person as a consequence of the effect of the alcohol or drugs. The penalty is a prison term of up to 10 years, or a fine of up to $10,000, or both. CGS § 53a-60d establishes the crime of assault in the second degree with a motor vehicle. A person commits the offense when, while operating a motor vehicle under the influence of alcohol or drugs, they cause serious physical injury to another person as a consequence of the effect of the alcohol or drugs. The penalty is a prison term of up to five years, or a fine of up to $5,000, or both. The law defines a “serious physical injury” as one that creates a substantial risk of death, or causes serious disfigurement, serious impairment of health or serious loss or impairment of the function of any bodily organ

2.3.3 48-Hour Impoundment

An officer must impound for 48 hours the motor vehicle of anyone they arrest for operating under the influence whose right to drive in Connecticut is under suspension or revocation. The owner may reclaim the vehicle after paying all towing and storage costs (CGS § 14-227h). 

2.3.4 Vehicle Sanctions - Ignition Interlock Devices (IID)

Ignition interlock devices, installed in motor vehicles, require the vehicle operator to exhale into the device prior to starting the vehicle. If the device detects a BAC above a certain threshold level, it prevents the vehicle from being started. Interlock devices also require random breath samples while the vehicle is operating. The threshold BAC level can vary according to the requirements of the law (which in Connecticut is .025% BAC). 

Under Connecticut law, anyone who has been convicted of a second DUI, 2nd degree manslaughter with a motor vehicle, or 2nd degree assault with a motor vehicle, may not operate any motor vehicle unless it is equipped with an ignition interlock device as a condition of license restoration. 

Second DUI offenders are subject to a one year license suspension followed by a 24 month ignition interlock requirement (CGS §14-227a). Eligibility for an ignition Interlock device is denied without successful completion of an approved Substance Abuse Treatment Program as required by CGS §14-227f.  An operator is not eligible to participate in the Ignition Interlock Device program until they have complied with any/all outstanding requirements or other sanctions.  

The ignition interlock device applies when a second DUI conviction is posted to a Connecticut driving history. By law, DUI and other alcohol related criminal offenses that occur out-of-state and the essential elements of which are determined by the court to be substantially the same as Connecticut offenses constitute an offense for purposes of determining imposition of penalties. Driver License Compact (DLC) member states must record convictions for certain highway related offenses, including DUI, committed by nonresidents and report these convictions to the offender's state of residence for imposition of penalties. Commercial driver’s license holders are held to different standards in accordance with the federal Motor Carrier Safety Improvement Act (MCSIA). Connecticut statutes require that a person with two convictions of driving under the influence, install an Ignition Interlock Device in their vehicle(s) after serving the mandatory license suspension of one year. Even if one of the convictions occurs out of state, Ignition Interlock Device requirements are imposed as though both were Connecticut convictions. The law also requires an ignition interlock device following a third DUI conviction. After a third conviction within 10 years, the offender's license must be permanently revoked by DMV. After six years, the offender may apply to the DMV commissioner for a hearing to consider reversal or reduction of the revocation. If the DMV commissioner grants a reversal or reduction, a requirement that the offender operate ignition interlock-equipped vehicles as a condition for reinstatement must be imposed. The ignition interlock device must be used from the date of the reversal or reduction until 10 years have passed since the original revocation. 

Beginning October, 1, 2008, the law requires anyone convicted of: 

· second-degree manslaughter with a motor vehicle or

· second-degree assault with a motor vehicle 

to operate ignition interlock-equipped motor vehicles for two years following the mandatory one-year license suspension. The law also requires anyone whose license has been suspended and subsequently restricted to use of only ignition-interlock equipped motor vehicles subject to a re-imposition of suspension for failing to calibrate and use the device as required. The re-suspension must be for a period not to exceed the period of the original suspension (Public Act 08-150).
Someone arrested for certain alcohol related offenses can be ordered by the court to operate only motor vehicles equipped with ignition interlock devices as a condition of release on bail or of his or her application for participation in the Pretrial Alcohol Education System. Use of an ignition interlock device must be imposed as a condition for restoration of a revoked license after a third DUI criminal conviction, and beginning October 1, 2008, must be imposed following the mandatory one-year license suspension following conviction for second-degree manslaughter with a motor vehicle or second-degree assault with a motor vehicle.
2.3.5 Substance Abuse Treatment Program Participation

The law requires anyone whose license or operating privilege has been suspended for any DUI conviction, or for two or more administrative per se suspensions for test failures or refusals, to successfully complete a DMV-approved substance abuse treatment program that includes an assessment of the degree of alcohol abuse and treatment deemed appropriate for the person. The program must be successfully completed before DMV may restore the offender's driver's license or operating privilege. The program must provide intensive treatment and continuing individual aftercare supervision and monitoring. The DMV commissioner can approve one or more private organizations that meet his qualifications to provide the program, but the entire cost of the program must be paid from user fees. The fees are subject to the commissioner's approval. 

The person may petition the commissioner for waiver of the program participation requirement on the grounds that

· the defendant is presently undergoing or has already completed an equivalent program subsequent to their most recent arrest either as a result of a Superior Court order or on a voluntary basis or 

·  a Connecticut licensed physician attests that the defendant does not have a current addiction problem that affects their ability to operate a vehicle safely (CGS § 14-227f). 

2.3.6 Pretrial Alcohol Education System 

Connecticut law also provides for a Pretrial Alcohol Education Program under which certain eligible offenders charged with DUI may successfully complete an alcohol intervention or substance abuse treatment program, as appropriate, and have the DUI charges dismissed. 

Someone charged with DUI, operating a vehicle with a BAC of .02% or more if under age 21, operating a vessel or waterskiing while under the influence of alcohol or drugs, or reckless operation of a vessel while under the influence of alcohol or drugs, may apply to the court for admission to the Pretrial Alcohol Education System. The applicant must pay a $ 50 application fee and a $ 100 nonrefundable evaluation fee. The applicant also must make certain affirmations under oath before the court, one being that the defendant has not had the program previously invoked on their behalf within the preceding 10 years, or, if under age 21 and charged with operating a vehicle with a BAC of .02% or more, that they have never had the program invoked on their behalf before. 

The court can grant the application after considering the recommendations of the state's attorney and assessment and confirmation of the person's eligibility by the Court Support Services Division (CSSD). If the court grants the application, it must refer them to CSSD for assessment and confirmation of the eligibility of the applicant and to the Department of Mental Health and Addiction Services (DMHAS) for evaluation. 

Upon confirmation of eligibility, the person is referred to DMHAS for placement in either an appropriate alcohol intervention program or a state-licensed substance abuse treatment program. 

Any person who enters the system must agree to: 

1. the tolling of the statute of limitations with respect to such crime,

2. a waiver of such person's right to a speedy trial,

3. complete 10 to 15 counseling sessions in an alcohol intervention program or successfully complete a substance abuse treatment program of at least 12 sessions dependent upon the evaluation report and the court order, 

4. upon completion of participation in the alcohol intervention program, accept placement in a treatment program upon recommendation of a provider under contract with DMHAS or placement in a state-licensed treatment program, which meets DMHAS standards if CCSD deems it appropriate, and 

5. if ordered by the court, participate in at least one victim impact panel. 

If the court makes a determination of ineligibility or if the program provider certifies to the court that the defendant did not successfully complete the assigned program or is no longer amenable to treatment, the court must order the court file to be unsealed, enter a plea of not guilty for the defendant and immediately place the case on the trial list. 

If the defendant satisfactorily completes the assigned program, they may apply for dismissal of the charges. Upon a finding of satisfactory completion, the court must dismiss the charges (CGS § 54-56g). 

Anyone whose employment or residence makes it unreasonable to attend a program in Connecticut may attend, with the court's approval, a similar program in another state that has standards substantially similar to or higher than Connecticut's.

In Connecticut for Fiscal Year 2007-08, there were 8,452 cases granted by the court to the Pretrial Alcohol Education Program.

3 System Stakeholders

Leadership and partnerships are key elements in the successful creation of an integrated OUI system.  Stakeholders involved in an integrated OUI system typically span a wide range of professional disciplines, from the arresting officer of a roadside stop to the completion of requirements imposed by adjudication in the courts and sanctions by an administrative agency.  The ability to communicate effectively across these various professional disciplines from a business perspective and compounded by the technical specialties can be a challenge.
In Connecticut these diverse stakeholders report independently to separately managed and budgeted state and local organizations from different branches of government.  Coordination at this level calls for strong leadership and a high level of cooperation among stakeholders. Even with a history of working together, and a willingness to do so, Connecticut struggled to meet an aggressive timeline for development and was not able to move ahead on all the tasks scheduled in the plan to be initiated from the beginning of the grant period, however, all tasks were at least initiated prior to the end of the contract period.

The CIDRIS project brought these stakeholders together to create a more integrated system and to discover opportunities of mutual benefit or “win/win” by improving each step of the process, adding additional data linkages, automating more processes and eliminating the redundancy of data entry to improve access to timely and accurate information.  Most partners had already developed computer systems to meet their individual business and operational needs, therefore the Connecticut approach focused on creating ways to allow these diverse and unique systems to interface more effectively.
Connecticut found that most organizations were willing to cooperate and to participate for the duration of the project and beyond the end of the project to continue to improve and expand the project. However, frequently other priorities conflicted with being able to participate at the most effective time and level of effort to allow the project to move ahead as planned.  The stakeholders in the project included:

· Department of Motor Vehicles (DMV) – Administrative Per Se

· Department of Public Safety (DPS) – Connecticut State Police

· Connecticut Police Chiefs Association (CPCA) – Local Law Enforcement

· Municipal Police Departments – Local Law Enforcement

· Judicial Branch, Superior Court Operations (SCO)

· Division of Criminal Justice (DCJ)

Participants included various representatives from each of these key organizations:

Department of Motor Vehicles (DMV) – Administrative Per Se

· driver sanctions for DUI offenses

· hearings for DUI offenses
· data collector/data user/data distributor


Department of Public Safety (DPS) – Connecticut State Police

· criminal justice information and network provider

· certifier of the evidentiary breath testing device 

· enforcement of DUI laws

· arrest, detention and processing of violators

· data collector/data user/data distributor


Local Law Enforcement

· guidance and support

· criminal justice information and network provider

· certifier of the evidentiary breath testing device 

· enforcement of DUI laws

· arrest, detention and processing of violators

· data collector/data user/data distributor

Judicial Branch, Superior Court Operations (SCO)

· adjudication of DUI charges

· data collector/data user/data distributor

Division of Criminal Justice (DCJ)

· guidance and support

· training for DUI prosecutors

· enforcement of DUI laws

· arrest, detention and processing of violators

· data collector/data user/data distributor

In addition to the project business stakeholders, CIDRIS is also supported by other entities that are essential to the ultimate success of the CIDRIS program.  These are:

· Criminal Justice Information Sharing Governing Board (CJIS GB)

· Judicial Branch, Judicial Information Systems (JIS) 

· Department of Information and Technology Management (DOIT)

· Sierra Systems – CIDRIS Vendor

· Office of Policy and Management (OPM)

· National Highway Transportation Safety Administration (NHTSA)

· Department of Transportation (DOT)

· Department of Corrections (DOC)

The following section provides more detailed descriptions of the key stakeholders and their overall role in the project.

3.1 Department of Motor Vehicles (DMV) – Administrative Per Se

The mission of the Connecticut Department of Motor Vehicles is to promote and advance public safety, security and satisfaction through the regulation of drivers, their motor vehicles and certain motor vehicle-related businesses. Administrative Per Se is the DMV business unit that is responsible for processing Operating Under the Influence (OUI) violations.  As a committed CIDRIS participant, DMV developed a Java application to meet the needs of the CIDRIS project.  This application is called Administrative Per Se CIDRIS Interface (APSCI).

Credential License Issuance:  The Department of Motor Vehicle’s license issuance system is mainframe based and its digital imaging license vendor’s system is client/server based.  The DMV/vendor’s systems include a statewide network for local issuance, where operators may apply or renew licenses at some 16 DMV locations and 16 AAA locations (renewal only) within the State of Connecticut. The DMV’s license information system interfaces with all of the required federal information systems such as CDLIS, NDR/PDPS, and SOLV, as well as the DMV’s internal operator control system.  

Sanction: The Operator Control/Driving History System is mainframe based and provides driving histories to individuals, insurance companies, and commercial carriers, in compliance with the Driver Privacy Protection Act (DPPA).  In addition to providing for the state’s administration of sanction-related activity, the system also communicates sanction activity/data to various national databases that track commercial operators (CDL) and problem operators.  

Credential and Sanction Information Exchanges: Presently, the Connecticut Judicial Department’s Centralized Infractions Bureau (CIB) and Court Operations electronically report all traffic infraction, misdemeanor and summons, and criminal convictions to DMV on a nightly basis. In addition, DMV provides authorized access to law enforcement (via COLLECT), the Judicial Branch (CIB, courts, and prosecutors), and the Public Defender’s Office for operator demographics, driving history records, and operator images (upon request).  

DMV’s Administrative Per Se Program: The DMV Administrative Per Se Unit (Unit) is responsible for the administration of Connecticut’s Administrative Per Se program and ensures compliance with those laws.  The statutes require the suspension of the license of an operator over 21 years of age who is charged with an OUI upon a finding that the operator had a blood alcohol content (BAC) level of 0.08%, or more, in a legally requested and properly administered Administrative Per Se chemical alcohol test.  An operator who is under 21 years of age is charged with an OUI if the operator’s BAC level is .02% or more. The credential suspension extends to those who refuse the test, as well as to those who fail the chemical alcohol test.  In addition, the law requires the Unit to perform a summary suspension on any operator who causes an OUI-related fatality, or who has a prior OUI conviction. Additionally, the law incorporates different sanctioning durations based upon the age of the operator, the corresponding BAC level result, and the number of prior suspensions for C.G.S. 14-227b that are contained within the driving history record of the person for the previous ten years.

Additionally, a person who operates a commercial motor vehicle with a BAC of .04%, or more, or refuses to submit to a chemical alcohol test, is subject to, in addition to the penalties described above, a disqualification of his/her Commercial Driver License or the privilege to obtain one as required by state and federal law.

Lastly, any person, who is convicted through the criminal court of an OUI in Connecticut more than once in a ten-year period will face increased suspension penalties with the requirement for a permanent revocation for a third OUI conviction within a the ten-year period.  

3.2 Department of Public Safety (DPS) – Connecticut State Police

DPS was organized in 1903 and currently maintains a staff of approximately 1,200 sworn personnel and 500 civilian personnel. DPS is directly responsible for the Law Enforcement Operations in 81 Towns, of those 58 are covered by the Resident Trooper Program, and patrol over 6,000 miles of Connecticut’s roadways.  From the DPS mission “The Connecticut Department of Public Safety is committed to protecting and improving the quality of life for all by providing enforcement, regulatory, and scientific services through prevention, education, and innovative use of technology.”  DPS utilizes NexGen LEAS Software in all its DPS locations and over 1,000 patrol vehicles. The NexGen vendor has been working on the CIDRIS interface since May 2009. NexGen is also working on the Centralized Infractions Bureau’s Electronic Citation Project.  LEAS is a fully functional CAD/RMS/MOBILE application that is continually modified to streamline the DPS business processes.  By this application, DUI’s are currently captured electronically from initial stop through processing by full electronic reporting. DPS has been sending Electronic Accident Reports to the Department of Motor Vehicles (DMV) since 2006 and to the Department of Transportation (ConnDOT) since July 2008. 

3.3 Local Law Enforcement

Founded in 1934, the Connecticut Police Chiefs Association is an organization dedicated to enhancing the quality of life of the residents of the State of Connecticut; to aiding other government bodies within and external to the State of Connecticut in the administration of justice, ensuring that all are treated equally before the law. To strive always to provide service to the public of the highest attainable quality by constantly searching for those methods that will keep Connecticut law enforcement in the forefront of public safety issues. The CPCA represents every municipal police department in Connecticut making up over 100 local law enforcement agencies with over 8,500 police officers.  CPCA members account for 85% of criminal and DUI arrests made in the state.  Member agencies range in size from 14 officers to almost 500 officers.  Since the inception of CJIS, the CPCA has been supporting its goals and objectives.  At the current time local departments are using over 30 different vendors for their RMS and CAD systems.  CPCA fully supports data sharing.  The Capitol Region currently has the CAPTAINS MDT system that has over 1800 units deployed throughout CT and ROBIR arrest data sharing system.

3.4 Judicial Branch, Superior Court Operations (SCO)

The Connecticut Judicial Branch is a unified court system in which the Superior Court is the sole trial court of general jurisdiction in the State.   There are 13 separate Judicial Districts within the State, in which there are currently 20 separate Geographical Area (GA) court locations.  All criminal and motor vehicle arrests are presented to a GA court for arraignment and subsequent proceedings. 

The Superior Court Operations Division of the Judicial Branch includes the Clerk’s Offices of the Superior Courts.   The Clerk’s Offices utilize an automated system, called the Criminal/Motor Vehicle System (CRMVS), to record and process all criminal and motor vehicle cases.  All Superior Court locations in the state utilize this automated system.

Currently, when a person is arrested, the law enforcement agency produces several arrest related documents and delivers those to the appropriate court location.  Upon receipt of the arrest paperwork, the clerk’s office enters the required information for each arrest into the CRMVS.  This serves to create the court case.  Forms are generated from the CRMVS entries, and those forms along with the originally supplied paperwork are assembled together to create the court file.

CIDRIS will provide the CRMVS with the required information for each arrest for violation of C.G.S. § 14-227a, Operating Under the Influence, electronically, eliminating the need for the clerk’s office to perform its initial case entry procedures for such cases.  Data captured by the arresting agency, will be forwarded through CIDRIS to the CRMVS for the court to review and verify. Upon acceptance of the data, a notification will be sent back to CIDRIS, which will also include an identification of the court assigned docket number for that court case. 

CIDRIS will enable the arrest data to be queued for retrieval by the appropriate court.  The CRMVS has been modified to enable the queued data to be retrieved, reviewed and accepted for processing by the receiving court.  No longer will courts have to wait for the delivery of arrest information from police in order to begin its case initiation.  The electronically supplied data will be supplemented by the required paperwork that we hope in the future also will be provided electronically, once issues relating to electronic signatures and a document management system are finalized.

When the court case is ultimately adjudicated by the Superior Court, the court’s disposition will also be supplied to CIDRIS.  Currently, all court dispositions for motor vehicle related matters are electronically provided to the Department of Motor Vehicles on a nightly basis.   This will not be affected by CIDRIS, although the CIDRIS pipeline might be considered for the transmission of the data between the Branch and the DMV.

The court dispositions of all arrests are provided by the Judicial Branch to the law enforcement agency which made the arrest.  Some such law enforcement agencies receive the disposition information electronically, although most prefer to receive the data on paper forms.  However, both the current electronic and paper notifications are processed once per month by the Judicial Branch.  As CIDRIS will contain the relevant disposition data immediately upon court processing, it will enable such disposition notifications to be provided to law enforcement more expeditiously than the current processes.

Additionally, the Judicial Branch produces and maintains a file of all criminal and motor vehicle offenses contained within the Connecticut General Statutes.  This file is called the “Statute File.”  The Statute File provides for all transgressions of the law to be identified, coded and entered in the exact same format by a variety of criminal justice systems.  The Statute File is currently made available to law enforcement and will be utilized by CIDRIS to ensure consistency in the charging process for arrested persons.

3.5 Division of Criminal Justice (DCJ)

The Division of Criminal Justice as a single agency is responsible for the investigation and prosecution of all criminal matters in the State of Connecticut. Other states have county based responsibilities. Pursuant to Article XXIII of the Constitution of the State of Connecticut, “there shall be established within the executive department a division of criminal justice which shall be in charge of the investigation and prosecution of all criminal matters”. The Division of Criminal Justice is composed of the Office of the Chief State's Attorney, located in Rocky Hill, Connecticut, and the Offices of the State's Attorneys for each of the thirteen Judicial Districts in the State of Connecticut.  DCJ is in the requirements phase of a Case Management project that would provide a solution to support the statewide Criminal Case Management needs of the Division.
4 Project Management Approach

4.1 Connecticut Criminal Justice Information Sharing Governing Board (CJIS GB)

The Criminal Justice Information System (CJIS) Governing Board is comprised of the criminal justice agencies; its membership and responsibilities were expanded with Public Act 08-1, of the January 2008 Special Session.  The CJIS Governing Board is co-chaired by the Lt. Governor and the Deputy Chief Court Administrator, as designees.  The CJIS Governing Board includes representation from the Executive, Judicial, and Legislative Branches of Connecticut State Government.  Municipal law enforcement is also represented.  Broadly, the CJIS Governing Board is concerned with justice information supportive of law enforcement and court functions involving apprehension, adjudication, incarceration, and supervision.

4.2 Connecticut’s System Development Methodology

In June 2008, Connecticut’s Governor M. Jodi Rell issued Executive Order 19 which instructs all Executive Branch agencies, boards and commissions to utilize the Department of Information Technology’s System Development Methodology (SDM) for information technology projects that exceed $50K in anticipated costs or those that have a timeline that exceeds 6 months in duration.  The seven-phase SDM provides a structured approach to the design, development, implementation and warranty support for state software development efforts.
In 2001, a Conference Board survey of 117 companies reflected that 40% of IT projects failed to achieve their business goals within one year of implementation.  High project failure rates are unacceptable and especially so for costly information technology projects.  The state has not been immune from unsuccessful IT projects.  Therefore, the implementation of the SDM is an attempt to improve Connecticut’s ability to properly manage information technology projects to ensure project success and the highest and best use of the taxpayers’ investment in information technology.

The SDM consists of seven successive project phases.  Each phase concludes with a project review and the formal approval to move to the next phase.  The use of phase-approvals, or “gates”, ensures that proper governance is exercised before additional project activities can be undertaken.  Periodically, higher-risk projects are expected to be independently reviewed by the state’s CIO and projects that are in distress may receive additional oversight, special attention and support or may be cancelled outright.

While the CIDRIS project did not start out as an SDM project, the project now is required to follow the SDM.

4.3 Management of the CIDRIS Project

The CIDRIS project is managed using the state’s System Development Methodology, as described in Section 4.2, above.  Due to organizational constraints, the project is lead by an independent project management consultant who provides project management expertise and oversight to ensure that project deliverables and timelines remain on plan.  Oversight of the CIDRIS project manager is the responsibility of the Executive Sponsor of the CIDRIS Project. 

In addition, the development vendor also has assigned an experienced project manager to manage the activities, deliverables and timelines related to the development of CIDRIS itself. 

Apart from those involved in principle project management, each individual agency participating in the CIDRIS project has assigned their own local project manager who oversees CIDRIS-related activities, deliverables and timelines of that particular agency.

4.4 CIDRIS Deployment Support Model

For local law enforcement to become part of the CIDRIS program, two levels of support are necessary to ensure that there is sufficient information available to the vendor community as well as the local law enforcement department.

The state is especially mindful about the need to make the CIDRIS integration process as simple as possible.  Neither the vendor community nor the local law enforcement departments should be subject to a complicated and resource intensive implementation process.

4.4.1 CIDRIS Implementation Support Toolkits for CAD/RMS Vendor 

As part of the CIDRIS Program, the State will be developing a “vendor toolkit” to provide vendors with sufficient information to be able to make the necessary modifications to their Record Management Systems (RMS) without the need for intensive support from the State.  As vendors roll out, this toolkit will undergo continual refinement and improvement to ensure that each successive implementation gets easier and easier for any prospective CIDRIS vendor.  The assumption is that once a vendor’s version of a particular RMS version has been “CIDRIS Certified,” it can be deployed across their client base on a schedule to be determined by the Implementation Committee of the CJIS Governing Board.

Among other topics, the toolkit is expected to contain the following:

· CIDRIS Data Dictionary

· CIDRIS Code Table Requirements

· CIDRIS Event Schema Models (XSD)

· CIDRIS Requirements Document for RMS Vendors

· NEIM 2.0 Requirements

· MQ Messaging Requirements

· Programming “Best Practices” for CIDRIS

· CIDRIS Testing Protocols

· CIDRIS Development, Testing and Implementation Timelines

4.4.2 CIDRIS Implementation Support Toolkits for Local Law Enforcement

In concert with the “vendor toolkits”, the State will also be developing an “Implementer’s Toolkit” to provide local law enforcement departments with sufficient information to be able to be prepared for the implementation of a new version of their Record Management Systems (RMS) that will support CIDRIS.  As new municipalities come online, the toolkit will undergo continual refinement and improvement to ensure that each successive implementation gets easier and easier for any prospective municipality.  

Among other topics, the toolkit is expected to contain the following:

· CIDRIS Network Requirements

· CIDRIS MQ Configuration*

· State CIDRIS Support Staff and Contact Information

· Implementation “Best Practices” for CIDRIS

· CIDRIS Testing Protocols and Procedures

· CIDRIS Data Dictionary

· CIDRIS Code Table Requirements

· CIDRIS Event Schema Models (XSD)

5 OUI Critical Path

The CIDRIS project identified a number of business events in the OUI workflow and data that needed to be added to the various existing systems for effective and accurate exchanges and tested a variety of methods for exchanging data.  These methods are replicable in other states.

The State of Connecticut currently employs a Misdemeanor Summons for OUI arrests.  In cases that involve additional criminal violations a Uniform Arrest Report form is employed.  These documents are issued by the Judicial Department of the State of Connecticut and are modified from time to time.  These documents are used by all local law enforcement and DPS.

A Law Enforcement Officer (LEO), whether local or state, is the first contact with impaired drivers.  LEO stops the suspects and if OUI is suspected conducts a field investigation that includes field testing.  If the LEO establishes probable cause then the suspect is arrested for OUI and is transported to the applicable department for processing and testing.  This testing can consist of breath, blood, or urine.  After the testing process (breath results are available at the time of booking but blood and urine are delayed due to the need for laboratory testing) the individual is processed and paperwork is forward to the State’s Attorney, Judicial Department and DMV.  If the case involved only motor vehicles charges the LEO can elect to issue either a Misdemeanor Summons or book the OUI including fingerprints and in this case a Uniform Arrest Report (UAR) is completed.   The fingerprints and identification data is entered into the State’s AFIS and processed to the DPS and FBI.
The officer then completes his/her paperwork and submits it to their respective records management system (RMS).  Once entered into the RMS it is copied and delivered to the local State Attorney, Judicial Department and DMV.  The arrest is then entered by the State’s Attorney (SA), Judicial Department and DMV into their respective RMS.  If the accused fails to appear for his/her court date, the SA will take appropriate action issuing a failure to appear warrant for the OUI.  Once the case has been adjudicated the disposition will be forwarded to the DMV for posting to its Driving History Records file and to the applicable police department for entry into their RMS.  

5.1 Business and Fundamental Processes

The current workflow process is a manual, paper driven, time and labour intensive process.  The following two conceptual diagrams show the current workflow process and how TCAS/CIDRIS will transform the workflow process.  Note: these diagrams were culled from the CIDRIS 1.0 RFP that was published in November of 2007and hence, depict the thoughts and concepts at the publishing of the RFP. Given this, it does not include other project-related developments that occurred after the publishing of the RFP such as DCJ’s needs for an enterprise case management system.  Lastly, these diagrams are over simplified to show the “big” picture and the general benefits of the project.
FIGURE 5.1A: CURRENT CONCEPTUAL WORKFLOW PROCESS
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The following diagram shows the process improvements that could be made via TCAS/CIDRIS:

FIGURE 5.1B: PROPOSED CONCEPTUAL WORKFLOW PROCESS
[image: image2.wmf]Index

Mobile 

Data 

Terminal

OUI Arrest

DMV Per 

Se Hearing

Pays Citation

Prosecution 

Review

Mail to 

Lock Box

CIB System

Citation 

& 

Plea

CIB Staff

Citation or

Summons

Sign and 

Plea

DMV System

Driver

Driver

CRMVS System

Court

Nolle

Court Clerk

Disposition

Per Se 

Disposition

Pay Fine and 

Penalties

Driver

TCAS

/

CIDRIS Server

Non

-

Affected Workflow

TCAS

/

CIDRIS

Affected Workflow

TCAS

/

CIDRIS Server

Capture Disposition


5.1.1 Business Processes

Currently, the CIDRIS 1.0 solution has 31 high level business processes divided into six (6) business processes categories.

TABLE 5.1.1A: CIDRIS VERSION 1.0 BUSINESS PROCESS CATEGORIES

	Category
	Definition

	Administration
	The processes related to system administration and configuration.

	Law Enforcement Encounter
	This is defined as an interaction with person(s) and/or property (e.g. car, boat, dog) that result is a cite (property only), release, cite and release, cite and arrest, or arrest. 

	Judicial Adjudication


	Process of hearing and settling (a case) by judicial procedure.  This includes post-arrest, bonding, pre-disposition, post-disposition, conviction, and probation.

	Administrative Adjudication
	Process of hearing and settling (a case) by DMV or DEP procedure.  This includes post-arrest, pre-disposition, and post-disposition.

	Record Keeping


	The process of capturing the outcome from Adjudication, and closing out the Citation Ticket or Misdemeanour /MV Summons and Complaint Ticket workflow.

	Analysis & Reporting


	Processes to support a citation based decision support system.  Reporting across defendants, geography, license type, property, time, law enforcement, adjudicator, etc. Metrics may include Highway Safety, OUI, Speeding, Boating, Statute, etc.  Processes include Extract, Transform, Load, Aggregate, Validate, Query, and Report.


Note that not all business processes listed above are applicable for CIDRIS 1.0.

The following diagram depicts these business process categories and their corresponding business processes:

FIGURE 5.1.1: CIDRIS/TCAS BUSINESS PROCESSES


[image: image3]
The following table summarizes the business processes listed above. All processes are assumed to be implemented in the CIDRIS 1.0 release unless specified otherwise.

TABLE 5.1.1B: BUSINESS PROCESSES
	Business Process Name
	Business Process Description

	BP-11 Operator Enforcement


	Defines the steps and most common scenarios for a motor vehicle stop including violations, misdemeanors, Operation while under the influence (OUI), and citing non-motor vehicle activities.

	BP-12 Commercial Operator Enforcement

(Reduced Scope for CIDRIS 1.0)
	Defines the steps and most common scenarios for a commercial motor vehicle stop including violations, misdemeanors, Operation while under the influence (OUI), improper DMV license, paperwork, and excessive operator drive time.

	BP-13 Vehicle Enforcement

(Reduced Scope for CIDRIS 1.0)
	Defines the steps and most common scenarios for a motor vehicle (e.g. cars and motorcycles) enforcement including violations, misdemeanors, equipment, and abandonment.

	BP-14 Commercial Vehicle Enforcement

(Out of Scope for CIDRIS 1.0)
	Defines the steps and most common scenarios for a motor vehicle enforcement including violations, misdemeanors, hazmat, weight, height/length/width, inspection, repair, and maintenance.

	BP-15 DEP Enforcement


	Defines the steps and most common scenarios for DEP enforcement including violations, boating, personal watercraft, hunting, and non motor vehicle operation.

	BP-16 Law Enforcement Investigation


	Officer has determined that an encounter requires investigation.  Pertinent information will be collected that will then assist officer in the determination of an action (e.g. release, warn, cite, arrest and release, arrest.)

	BP-17 Law Enforcement Action


	In order to initiate a case or release a person with no additional action, the officer must explicitly choose an action. The action (button) is significant because the officer has committed to a course of action, and this will allow the officer to quickly collect or choose the necessary information.

	BP-18 Certify and Calibrate Equipment

(Out of Scope for CIDRIS 1.0)
	Officer will use equipment (e.g. laser, radar, and vehicle) for speed enforcement. This equipment must be certified and calibrated on a scheduled basis.  Certificates will be scanned into CIDRIS VERSION 1.0 and accessible by courts if a question of equipment calibration is contested.

	BP-19 Collect Investigation Data


	This is data that may be collected pre-arrest or cite and is not yet associated with a case.  The type of data which is applicable is DMV License and Vehicle, witnesses, officer’s notes, investigational, location, date time, field sobriety, suspect description, encounter notes, etc.

	BP-20 Collect Post Law Enforcement Action Data


	This data is collected after officer has selected one of the following actions: warn, cite, arrest and release, or arrest.  The data collected depends on the action where a warning requires minimal data input and an arrest is the most involved.  

	BP-21 CIB Infractions Processing
(Out of Scope for CIDRIS 1.0)
	Complaint ticket information needs to be uploaded or published to court systems. Disposition information will be downloaded when available.

	BP-22 JUD Court Adjudications

	Case information needs to be uploaded or published to court systems. Disposition information will be downloaded when available.

	BP-25 DMV Administrative Activities
	Provides an interface between Law Enforcement and the DMV Administrative Per Se unit and systems.

	BP-26 DEP Administrative Activities
	Provides an interface between Law Enforcement and the DEP Administrative unit and systems.

	BP-30 Report/Record Disposition
	This process controls the collection and processing of disposition information from Judicial and DMV systems.

	BP-31 Report/Record Enforcement Activities
	This process controls the collection and processing of law enforcement activities.

	BP-32 Report/Record Driving History
	This process controls the updating of DMV driving history records.

	BP-34 Report/Record Vehicle History
	This process controls the updating of DMV vehicle history records.

	BP-35 Report/Record Boating History
	This process controls the updating of DEP boating history records.

	BP-40 Extract, Transform, & Load Data for Decision Support System
	Defines the Data Extract, Transform, and Load (ETL) for CIDRIS VERSION 1.0 

	BP-41 Validate Decision Support System
	Process to verify that data loaded into CIDRIS VERSION 1.0 is accurate and complete.

	BP-42 Operational (Daily) Reporting
	Defines the process of executing operational reports.

	BP-43 Ad Hoc Reporting
	Defines the process of executing Ad Hoc reports.

	BP-44 Historical/Trending Reporting
	Defines the process of executing historical/trending reports.

	BP-45 NHTSA/Federal Reporting
	Defines the process of executing NHTSA/Federal reports.

	BP-01 Manage User Access
	Manages user access and roles.

	BP-02 Manage Statutes/Infractions Schedules
	Manages the process of updating/refreshing the statute/infractions file(s) in CIDRIS VERSION 1.0.  Law enforcement may request alternative ways to bundle statutes together in order to expedite processing.

	BP-03 Manage System Configuration (Lookups, Workflow and Forms)
	Defines the various configurable aspects of CIDRIS VERSION 1.0 

	BP-04 Audit Trail Integrity Reports
	Review and Report on system audit integrity.

	BP-05 Case File Integrity Reports
	Review and Report on Case File integrity, including audit trail.


5.1.2 Fundamental Processes

The following table summarizes the fundamental processes that occur regularly within the business processes. All fundamental processes are assumed to be implemented in the CIDRIS 1.0 release unless specified otherwise.

TABLE 5.1.2: FUNDAMENTAL PROCESSES
	Fundamental Process Name
	Fundamental Process Description

	FN-01 Attach/Detach to CIDRIS VERSION 1.0
	Defines how CIDRIS VERSION 1.0 users sign-on or sign-off of the system.

	FN-02 Apply Electronic Signature to Document or Process
	Defines how an electronic signature (e-Signature or e-Sig) can be collected at any point during the CIDRIS VERSION 1.0 workflow.

	FN-03 Render/Validate Electronic Signature(s) on Document


	Defines how an electronic signature (e-Signature) is displayed on any document.

	FN-04 Capture Reason for Change


	CIDRIS VERSION 1.0 User may be required to provide a Reason for Change (RFC) when a change is made to information within a case that is outside of the normal workflow.  Examples include: Changing the statute code(s) on a citation; changing the narrative; changing any data after a supervisor approval; attaching additional documents to the case. 

	FN-05 Capture Defendant Identity


	During a law enforcement encounter, the identity of a motor vehicle operator will need to be captured or verified.  In the case of no available operator’s license or picture ID, the officer will utilize alternative methods.

	FN-06 Capture Defendant Signature
	A defendant will be required to sign a document(s) during a law enforcement encounter.

	FN-07 Scan Documents
	Any document can be scanned and attached to a case.

	FN-08 Attach Documents/Evidence to Case
	Defines how files and images are attached to a case.

	FN-09 Print Document(s)
	Print documents associated with a case.

	FN-10 Publish Document(s)
	Case documents are published into electronic format (e.g. PDF, JPEG) with rendered Electronic Signatures where applicable.

	FN-11 Maintain Audit Trail
	Defines the behavior necessary for a non-obscuring fully documented audit trail.

	FN-12 Operator and History Inquiry
	Details how a CIDRIS/ VERSION 1.0 User can lookup and view operator demographic information and driving history.

	FN-13 Vehicle and History Inquiry
	Details how a CIDRIS/ VERSION 1.0 User can lookup and view vehicle demographic information and history.

	FN-14 Statutes File/Infractions Schedule Inquiry
	Details how a user can lookup and display statute(s), descriptions, and fines/fees from the state’s infraction schedule.

	FN-15 Execute Incident Report and/or Narrative Generator
	Execute Narrative as a part of the information data capture process.

	FN-16 Configure Incident Report and/or Narrative Generator


	Support Incident Report and/or Narrative Generators for various roadside citation situations (e.g. speeding, commercial, misdemeanor summons, OUI.) The generators will benefit law enforcement by quickly collecting the incident information required for the various narratives (e.g. Summons, Complaint, A44) and will be linked to the information data capture process.

	FN-17 Conduct OUI Field Sobriety, Chemical, Alcohol Tests
	Defines the tests and procedures required to determine probable cause for an Operation while Under the Influence (OUI) arrest and the test administered to document arrest.

	FN-18 Case Inquiry


	Details how a user can lookup and display cases(s) and documents / evidence attached to the case.

	FN-19 Administer Oath or Sworn Statement, Sign Documents
	Defines acceptable processes for administering oath and sworn statements to officers followed by a signature from supervisor.  This process can be executed in a fashion that allows officer and supervisor to swear, sign, and notarize all document(s) for each individual case at one time.

	FN-20 Subscribe to Case(s), Notify Subscribers

(Optional for CIDRIS Version 1.0)
	Defines how users can subscribe to case(s), how users will be notified when changes to case status occur, and how users will be able to keep track of case(s) at various points along the case continuum.

	FN-21 Void, Reclaim, and/or Reissue Document
	Defines how a user can void, reclaim, or re-issue a document.


5.1.3 Business Process Roles

CIDRIS will conform to the CJIS roles defined on the CJIS User Authorization Form (CUAR) [10].  However, to simplify requirement comprehension, the following abstract roles will be used.  System testing will utilize these abstract roles, while User Acceptance Testing (UAT) will utilize CUAR roles.

TABLE 5.1.3: GENERIC ROLES FOR A CIDRIS SOLUTION
	Generic Role
	Description

	ROLE-01 Law Enforcement
	Any individual who issues a complaint ticket, Misdemeanor Summons, or Uniform Arrest Report via the CIDRIS system; or works to assist law enforcement personnel with the collection and entry of case data (e.g. Central Lab personnel entering BAC results.)

	ROLE-02 Hearing Officer
	Responsible for the review and disposition of OUI A-44 DMV cases.

	ROLE-03 Prosecutor
	Responsible for prosecution of cases initiated by the CIDRIS system.

	ROLE-04 Defendant
	An individual receiving a Complaint Ticket, Misdemeanor Summons, or arrested who may request access to case information.  A designee of the defendant may also qualify (e.g. Attorney) for access to this information.

	ROLE-05 Centralized Infractions

(Not in Scope for CIDRIS 1.0)
	Responsible for complaint ticket JD-CR-2 processing and disposition.

	ROLE-06 Court Operations
	Responsible for judicial case processing and disposition.

	ROLE-07 Data Analyst
	Any individual that can analyze and report on Citation Adjudication data for patterns, deficiencies, quality, etc.

	ROLE-08 NHTSA/Federal
	Any individual from a Federal Government organization that requires access to Citation Adjudication data.

	ROLE-09 CIDRIS Administrator
	Responsible for system configuration.  This role is different from someone who performs system backups, upgrades, or hardware maintenance.

	ROLE-10 Lab Technician
	An individual working for the Connecticut Central Lab who will process and record blood/urine alcohol or drug toxicology samples related to a OUI arrest.

	ROLE-11 DMV
	An individual working for the Department of Motor Vehicles Administrative “Per Se” unit.

	ROLE-12 DEP
	An individual working for the Department of Environmental Protection unit.


5.2 Law Enforcement
Connecticut General Statutes (CGS) Sections 14 (Vehicle Highway Use), 53a (Penal Code) and 30 (Intoxicating Liquors) contain the information necessary for the enforcement of alcohol/motor vehicle offenses, traffic violations and related crimes. 

FIGURE 5.2.1: LAW ENFORCEMENT BUSINESS PROCESS – AS IS
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The Law Enforcement Officer (LEO), local or state, is the first contact with impaired drivers.  LEO stops the suspects and if OUI is suspected conducts a field investigation that includes field testing.  If the LEO establishes probable cause then the suspect is arrested and transported to the local department for processing and testing.  This testing can consist of breath, blood or urine.  If the tests are positive the individual is processed and paperwork is forward to the State’s Attorney, Judicial and the Department of Motor Vehicles.

FIGURE 5.2.2: LAW ENFORCEMENT DOCUMENT EXCHANGE MODEL
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In the CIDRIS system the officers will follow the same process as above with the major change being the “paperwork” will be electronically transmitted to the state agencies.  As a key stakeholder of the CJIS Community representing 80-85 % of State Law Enforcement we feel that this project is very important to the safety of our citizens.  The sharing of this type of essential data is paramount to allow local and state law enforcement along with our DOT Traffic Safety partners to better understand current and historical trends in OUIs.  The sharing and electronic transfer of police OUI information is the base that we will build upon.

FIGURE 5.2.3: LAW ENFORCEMENT BUSINESS PROCESS – TO BE
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The CPCA is committed to its continued partnership with the criminal justice community to the mutual benefit from the CIDRIS project.  The next step is creating additional grants to complete the local law enforcement involvement in the system.

5.3 Prosecution

The Division of Criminal Justice (DCJ) as a single agency is responsible for the investigation and prosecution of all criminal matters in the State of Connecticut. Other states have county based responsibilities. Pursuant to Article XXIII of the Constitution of the State of Connecticut, “there shall be established within the executive department a division of criminal justice which shall be in charge of the investigation and prosecution of all criminal matters”.

The State's Attorneys are constitutional officers.  They have primary jurisdiction over law enforcement matters and the prosecution of criminal matters in the Judicial District they serve.  The State of Connecticut is divided into 13 Judicial Districts where all criminal cases are filed.  The most serious cases are handled in the "Part A" courts. Less serious criminal offenses and motor vehicle cases are handled in the "Part B" courts, which are also known as the Geographical Area (GA) courts. All criminal arrests are presented to a GA court for arraignment and subsequent proceedings. 

Prosecutors rely on police officers to investigate allegations of criminal misconduct.  In many cases, the police make an arrest at the scene of a crime. The accused is then presented to the court to determine if there is probable cause to believe that he or she committed the crime(s) charged.  

In other cases, prior to any arrest, the police provide the information they have collected to the prosecutor in an arrest warrant affidavit.  The prosecutor will then review the affidavit to determine if there is probable cause to believe that an offense has been committed and that the accused committed it. Once that determination is made, the prosecutor signs the affidavit and sends the arrest warrant application to a judge for his/her review and approval.

A prosecutor may decline to make application for an arrest warrant if he or she determines that the information collected by the police is not sufficient to establish probable cause that a crime has been committed, or to prove who committed the crime.

If warranted, the prosecutor also may order further investigation, by the police. Once an arrest warrant is signed by a judge, the person named in the warrant is arrested and the case begins its way through the court system.
FIGURE 5.3.1: PROSECUTION BUSINESS PROCESS – AS IS
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The arrest is made by the police. DCJ then receives a hard copy of information regarding the incident from the police. In most cases, DCJ receives an Information Sheet and case label from Judicial. DCJ places the information from both the police and Judicial into the file and sends it to a DCJ Investigator (or Support Staff). The Investigator (or Support Staff) runs Motor Vehicle, Criminal, and Suspension Histories if appropriate. The file is then sent to the prosecutor. The prosecutor reviews the file and signs the Information Sheet. From there the case proceeds through the court system.

FIGURE 5.3.2: PROSECUTION DOCUMENT EXCHANGE MODEL
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The exchange of documents will remain a manual process for the Division of Criminal Justice. The police will need to continue to provide paper copies to the State’s Attorney’s Offices in all 20 of the Geographical Areas. Judicial will need to continue to provide paper copies to the State’s Attorney’s Offices in all 20 of the Geographical Areas.
FIGURE 5.3.3: PROSECUTION BUSINESS PROCESS – TO BE
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There is no change in the “As Is” and “To Be” models for the prosecution of the case. The information will continue to be delivered manually from the police and judicial until such time as the Division of Criminal Justice can fund and implement an electronic case management system capable of interfacing with CIDRIS.
5.4 Adjudication

The Connecticut Judicial Branch is a unified court system in which the Superior Court is the sole trial court of general jurisdiction in the State.   There are 13 separate Judicial Districts within the State, in which there are currently 20 separate Geographical Area (GA) court locations.  All criminal and motor vehicle arrests are presented to a GA court for arraignment and subsequent proceedings. 

The Superior Court Operations Division of the Judicial Branch includes the Clerk’s Offices of the Superior Courts.   The Clerk’s Offices utilize an automated system, called the Criminal/Motor Vehicle System (CRMVS), to record and process all criminal and motor vehicle cases.  All Superior Court locations in the state utilize this automated system.

Currently, when a person is arrested, the law enforcement agency produces several arrest related documents and delivers those to the appropriate court location.  Upon receipt of the arrest paperwork, the clerk’s office enters the required information for each arrest into the CRMVS.  This serves to create the court case.  Forms are generated from the CRMVS entries, and those forms along with the originally supplied paperwork are assembled together to create the court file.

FIGURE 5.4.1: ADJUDICATION BUSINESS PROCESS – AS IS
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CIDRIS will provide the CRMVS with the required information for each arrest for violation of CGS § 14-227a, Operating Under the Influence, electronically, eliminating the need for the clerk’s office to perform its initial case entry procedures for such cases.  Data captured by the arresting agency, will be forwarded through CIDRIS to the CRMVS for the court to review and verify. Upon acceptance of the data, a notification will be sent back to CIDRIS, which will also include an identification of the court assigned docket number for that court case. 

CIDRIS will enable the arrest data to be queued for retrieval by the appropriate court.  The CRMVS has been modified to enable the queued data to be retrieved, reviewed and accepted for processing by the receiving court.  No longer will courts have to wait for the delivery of arrest information from police in order to begin its case initiation.  The electronically supplied data will be supplemented by the required paperwork that we hope in the future also will be provided electronically, once issues relating to electronic signatures and a document management system are finalized.

FIGURE 5.4.2: ADJUDICATION DOCUMENT EXCHANGE MODEL
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When the court case is ultimately adjudicated by the Superior Court, the court’s disposition will also be supplied to CIDRIS.  Currently, all court dispositions for motor vehicle related matters are electronically provided to the Department of Motor Vehicles on a nightly basis.   This will not be affected by CIDRIS, although the CIDRIS pipeline might be considered for the transmission of the data between the Branch and the DMV.

The court dispositions of all arrests are provided by the Judicial Branch to the law enforcement agency which made the arrest.  Some such law enforcement agencies receive the disposition information electronically, although most prefer to receive the data on paper forms.  However, both the current electronic and paper notifications are processed once per month by the Judicial Branch.  As CIDRIS will contain the relevant disposition data immediately upon court processing, it will enable such disposition notifications to be provided to law enforcement more expeditiously than the current processes.

FIGURE 5.4.3: ADJUDICATION BUSINESS PROCESS – TO BE

[image: image12.png]Fle Edt Vew Document Tools Window Help

5 &6 @)

109%

G
(5

Find -

Jub/sco

Receive Uniform
Arrest Report or
Misdemeanor
Summons from Law
Enforcement

Judicial Sends
Acknowledgements
to CIDRIS

Data from UAR,
Misdemeanor Summons,
and other Source
Documents are.
Automatically Entered
Into CRMV/

If Accept, If Accepted,
to CRMVS Docket
Queue for Number is
Processing Issued

¢ The Court's File is

Event
Message
Sent to
CIDRIS

CRMV Sends | |Prepared From the
Case Information Sheet

Information to Provided by
0BTS CRMVS and other

Source Documents.

The State’s File is
Prepared From the
Information Sheet
Provided by CRMV
and Other Source
Documents

CIDRIS Sends
Information to
Judicial

CIDRIS Receives
Acknowledgements
from Judicial

v

Case

OBTS Receives Information is
Update from CRMV now Available
in OBTS

B € ' [8 nbox-Mi

HIGH PRIORITY -

T T Pl 8 CIoRis Demopar

CIORIS_Demorr.





Additionally, the Judicial Branch produces and maintains a file of all criminal and motor vehicle offenses contained within the Connecticut General Statutes.  This file is called the “Statute File.”  The Statute File provides for all transgressions of the law to be identified, coded and entered in the exact same format by a variety of criminal justice systems.  The Statute File is currently made available to law enforcement and will be utilized by CIDRIS to ensure consistency in the charging process for arrested persons.

5.5 License Control

Any person who operates a motor vehicle in Connecticut is presumed to have given their consent to a chemical analysis of their breath, blood and urine. Any individual failing a chemical alcohol test or refusing such test is subject to an administrative suspension of their driver license.

Administrative Per Se (APS) is the DMV business unit that is responsible for processing these cases. The legislated timeframe from date of arrest to date of suspension is 30 days.  Within that timeframe, the following must occur:
· Administrative Per Se receives the A-44 (Officer’s OUI Arrest and Alcohol Test – Refusal or Failure Report) and any relevant documentation ideally within 72 hours of arrest.  

· After APS staff reviews documentation for completeness and accuracy, a suspension notice is generated that explains the suspension as well as the customer’s right to request a hearing within 7 days.

· If hearing is not requested:

A notice is generated affirming the suspension (called an affirmation letter).

· If hearing is requested:

A hearing is scheduled and conducted,

A hearing decision is rendered, and

A hearing decision letter is generated.

· Once the hearing decision is reached or if a hearing is not requested, APS sends law enforcement the disposition of the case.
FIGURE 5.5.1: LICENSE CONTROL BUSINESS PROCESS – AS IS
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As is evident from the above diagram, much of the current processing is manual, repetitive, time-consuming and sometimes prone to human error.  These tasks include:  

· Manual review of the OUI packet for completeness.

· Manual perform a multitude of system checks 

· Manual enter information from the A-44 into the mainframe

· Manual creation of a paper case file with all the documents

· Inclusion of suspension letter and hearing letter (if one is requested) in case file

· Inclusion of affirmation  letter (if no hearing requested) 

· Manual mailing of case disposition to law enforcement

· Manually close file 

FIGURE 5.5.2: LICENSE CONTROL DOCUMENT EXCHANGE MODEL
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Currently all documents related to an OUI arrest are mailed or hand delivered to DMV by the arresting law enforcement agency.  CIDRIS will improve productivity and efficiency by enabling electronic transmission of both data and documents from law enforcement to DMV.  Once the case is processed and a disposition is reached, DMV will send a message to CIDRIS, a more expeditious method than the current process of mailing documents to law enforcement.
FIGURE 5.5.3: FUTURE ADMINISTRATIVE PER SE PROCESSING
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DMV Information Technology department developed a Java application to meet the requirements of the CIDRIS project.  The Administrative Per Se CIDRIS Interface (APSCI) application will provide processing that is much less labor intensive and will provide both data and documents that can be easily accessed. Specifically, APSCI:
· Receives CIDRIS messages from law enforcement

· Sends the data and associated documents to Per Se pending transactions queue

· Allows Per Se staff to select from queue, with priority messages at the top

· Displays data for Per Se staff to view, verify and correct (if necessary)

· Displays all associated case documents

· Populates the Per Se mainframe application

· Receives Per Se case disposition and sends message to CIDRIS

The benefits of CIDRIS for DMV are substantial.

· Time and cost savings – more efficient staff people are able to process cases more quickly and accurately.  Also faster processing time translates to the ability to act quickly on cases that require immediate suspension.  

· Efficient work management – management can view the work queue and allocate resources accordingly.

· Securely stored digitized documents – the ability to access documents easily, reliably and by multiple staff is immensely important for Administrative Per Se.

5.6 Analytical Tools

The current CIDRIS Application (v1.0) allows for operational reports.  These reports will query the database and address the following:  1-Event Message Summary; 2-OUI Messages Flagged with Warnings or Rejected; 3-Messages Still Pending Acknowledgement; and 4-Transmittal Sheet.  Additionally, there is an Administration Dashboard handled by 3rd party utilities.

Future releases to the CIDRIS Application will add more detailed and robust reporting.  This will include the ability to interrogate multiple levels of data for various business units and reporting from both a State and Federal Level.
6 Overview of the Design, Development and Implementation of CIDRIS
Each year, Connecticut law enforcement officers arrest approximately 16,000 individual suspected of operating a motor vehicle while under the influence of alcohol or drugs.  The arresting process is time consuming and tedious due to the volume of paperwork that must be manually prepared by the officer and forwarded to the Department of Motor Vehicles (DMV) and Connecticut’s Superior Court.  The transfer of documents and information between the agencies currently occurs using a paper-based process and is completely manual. Upon adjudication, case information is transferred to the DMV Driver’s History.  Currently, some measure of automation is used to transfer case information between Superior Court and DMV but this process can be further enhanced.
For OUI arrests, most data capture occurs on a desktop computer using a records management system (RMS) to capture basic arresting and OUI data.  The systems may or may not be tied directly to Blood Alcohol Concentration (BAC) testing equipment and electronic fingerprinting equipment at these locations.

Currently, most patrol cars in the State of Connecticut are equipped with Mobile Data Terminals (MDT) with secure wireless technology.  The MDT supports inquiry on offenders and vehicles.  The state’s strategic goal is to have a full driver history, including citations and OUI convictions, available to the officer.  As the state’s network of MDTs expands, there are also plans to electronically write citations and misdemeanor summons from the roadside with the recipient receiving a printed receipt.

6.1 Description of the CIDRIS Application

The Connecticut Impaired Driving Records Information System (CIDRIS) is a three-tier computer application that leverages the State’s current CJIS messaging standards and implements an event-based business model to provide a secure, reliable, scalable, and cost-effective technology solution to meet the tactical and strategic needs of the State’s law enforcement and justice communities.  The design of CIDRIS provides for the timely and reliable automated exchange of OUI information amongst the State’s Criminal Justice Information System (CJIS) agencies thereby allowing for the paperless delivery of arrest data and associated documents.  

Additionally, CIDRIS is a tool that allows CJIS agencies to greatly minimize or completely eliminate paper-based OUI records and improves data/information quality by reducing errors and downstream manual data reentry.  

In addition, CIDRIS is expected to provide for the aggregation of OUI data into a state data mart intended for statistical analysis and trending modeling and to align with the proposed Connecticut Information Sharing System (CISS) and future phases of the State’s Traffic Citation Adjudication Systems (TCAS) to deliver the full functionality of a “Model” system.  The CIDRIS will:

· Provide for near real-time information on motor vehicle and criminal OUI arrests,

· Require the use of National Information Exchange Model 2.0 (NIEM) conformant messaging, 

· Leverage the national Model Impaired Driving Records Information Systems (MIDRIS),

· Indirectly integrate with the state’s Offender Based Tracking System,

· Align with Connecticut Information Sharing Solution (CISS) initiative,

· Support NHTSA Information Quality Metrics, 

· Potentially be expandable to support all arrests statewide, and

· Provide easy integration with legacy CJIS systems via IBM Websphere MQ messaging.

The system is designed to follow the offender from the initial contact with the officer at the roadside through the system to the offender completing the requirements of the sanctions imposed administratively and/or judicially.  Consequently, CIDRIS is effectively designed to meet the five (5) functions of a Model Impaired Driving Records Information System, or MIDRIS, by:

1. Appropriately charging and sentencing offenders, based on their driving history;

2. Managing impaired driving cases from arrest through the completion of court and administrative sanctions;

3. Providing stakeholders with adequate and timely information to fulfill their responsibilities;

4. Reducing administrative costs for system stakeholders and increasing system efficiencies; and

5. Identifying target populations and trends, evaluating countermeasures, and identifying problematic components of the overall impaired driving control system.

Connecticut’s approach to the demonstration project was to implement the CIDRIS pilot project in a way that was both sustainable and expandable.  Supporting legislative changes were enacted in Connecticut to provide the statutory framework for electronic signatures to ensure CIDRIS achieves its full value.

The system is designed to follow the offender from the initial contact with the officer at the roadside through the system to the offender completing the requirements of the sanctions imposed administratively and judicially.  The approach was to “fill in the gaps” in the existing system rather than designing and developing an entirely new system.  Some project tasks to “fill in the gaps,” as outlined in Section VI, are fully developed and deployed and others are still under going development and testing.

6.2 Basic System Specifications

CIDRIS is a three-tier computer application that leverages the state’s current CJIS messaging standards and event-based transaction model that was previously implemented for the state’s Offender Based Tracking System.  Table 6.2 System Specifications by Tier provides an inventory of the software components used to support CIDRIS.

The application relies on the use of IBM Corporation’s WebSphere Message Queuing software, known as WebSpere MQ to provide for secure, reliable and authenticated transport and deliver of CIDRIS application event messages.  In addition to the efficient delivery of CIDRIS event messages, the use of MQ provides an easy to implement CIDRIS interface for client systems, such as law enforcement record management systems (RMS) 
TABLE 6.2: SYSTEMS SPECIFICATIONS BY TIER

	Client Tier
	Application Tier
	Database Tier

	· IBM WebSphere MQ Client

· Law Enforcement RMS

· State Police NexGen RMS

· Judicial Branch CRMVS System

· DMV APSCI System
	· VMware ESXi

· Redhat Enterprise Linux

· IBM WebSphere MQ Server

· Java Enterprise Edition (JEE)

· Java Messaging System (JMS)

· JBoss Enterprise Platform

· Apache Web Server

· Xalan XML Parser

· Oracle JDBC Drivers

· Tivoli Storage Manager


	· VMware ESXi

· Redhat Enterprise Linux

· Oracle RDBMS 11g

· Tivoli Storage Manager


6.2.1 Design Standards

The following reference information will be reviewed and incorporated, where applicable, during the design and development of the CIDRIS application:

· Global Justice Reference Architecture (JRA)

· NIEM IEPD Version 2

· Enterprise-Wide Technical Architecture (EWTA)

· Security and Federated Identity Management

These guidelines and standards have also been referenced and incorporated, where applicable, in the Software Architecture Document (SAD) and the CIDRIS Data Model. 

6.2.1.1 NIEM (National Information Exchange Model) standard for Data
NIEM, the National Information Exchange Model
, is a partnership of the U.S. Department of Justice and the Department of Homeland Security. It is designed to develop, disseminate and support enterprise-wide information exchange standards and processes that can enable jurisdictions to effectively share critical information in emergency situations, as well as support the day-to-day operations of agencies throughout the nation. 

NIEM enables information sharing, focusing on information exchanged among organizations as part of their current or intended business practices. The NIEM exchange development methodology results in a common semantic understanding among participating organizations and data formatted in a semantically consistent manner. NIEM will standardize content (actual data exchange standards), provide tools, and managed processes. 

6.2.1.2 JIEM (Justice Information Exchange Model) standard for Processes

The success of information sharing initiatives usually depends on multiple independent partners, each with their own mission and capabilities, creating a shared vision for their common enterprise. They must build this shared vision on the basis of well understood, clearly documented requirements. It is the partners' consensus around these requirements that provides a stable foundation for design, implementation, and deployment of information sharing solutions.

The Justice Information Exchange Model (JIEM)
, helps information sharing partners achieve this because it: 

· Promotes an enterprise view of information sharing 

· Helps build consensus around business need 

· Shares and builds upon best practices and lessons learned from other jurisdictions 

· Links to exchange design and implementation tools and national models 

· Follows a formal, documented methodology 

· Is easy to use and available at low/no cost 


JIEM consists of three integrated components (see figure)
: 

1. The JIEM Methodology - A structured, formally documented approach for defining and capturing information exchange requirements. 

2. The JIEM Reference Model - Sets of information exchanges regarding business functions that are common to most jurisdictions and that have been defined and honed by other JIEM users. 

3. The JIEM Modeling Tool - Easy-to-use software that enables justice practitioners to build a model of their "as-is" and "to-be" information exchanges. Version 4.1 has just been released! 

The Justice Information Exchange Model was developed by SEARCH through funding from the U.S. Department of Justice, Bureau of Justice Assistance, to help jurisdictions across the country document their business information sharing requirements

6.2.1.3 Global JRA (Justice Reference Architecture) Standard

Solving interoperability challenges continues to be a significant problem and a high priority for the justice and public safety community. There are approximately 100,000 justice agencies that have the critical need to share information across their various information systems, and this variety creates multiple layers of interoperability problems because hardware, software, networks and business rules for data exchange are different. The need for information sharing has lead to this interoperability strategy and the Global Justice Information Sharing Initiative (Global) Justice Reference Architecture (JRA)
. 

The Global JRA Specification is intended to be a technical implementation architecture that addresses the full range of information sharing use cases, and provides a comprehensive blueprint for implementing interoperable data sharing services and capabilities. Global believes that this dynamic interoperability strategy will help to prevent incompatibilities, guide vendors and organizations on how to fit components together, and facilitate communication and interoperability between disparate communities.

6.2.1.4 GFIPM (Global Federated Identity and Privilege Management)

Achieving information sharing objectives requires that partners establish wide-scale electronic trust among the caretakers of critical information and those who need and are authorized to use that information. The information is sensitive-inappropriate sharing is just as dangerous as lack of sharing. That is where a new and rapidly maturing technology called federated identity comes in. Federated identity allows a user's roles, rights, and privileges to be communicated securely in the justice community and, in particular, to those who hold the information required to effectively safeguard our nation.

The Global Federated Identity and Privilege Management (GFIPM)
, framework provides the justice community and partner organizations with a standards-based approach for implementing federated identity. The concept of globally understood metadata across federation systems is essential to GFIPM interoperability. Just as a common Extensible Markup Language (XML) data model was the key to data interoperability, a standard set of XML elements and attributes about a federation user's identities, privileges, and authentication can be universally communicated. The GFIPM metadata and framework support the following three major interoperability areas of security in the federation:

· Identification/Authentication - Who is the end user and how were they authenticated? 

· Privilege Management - What certifications, clearances, job functions, local privileges, and organizational affiliations are associated with the end user that can serve as the basis for authorization decisions? 

· Audit - What information is needed or required for the purposes of auditing systems, systems access and use, and legal compliance of data practices?

The GFIPM Metadata specification is being used in a limited pilot capacity today. Lessons learned and feedback from this pilot was incorporated into the public release of the GFIPM Metadata specification.

A Federated Model is an approach to the coordinated sharing and interchange of computerized information is described emphasizing partial, controlled sharing among autonomous databases. Office information systems provide a particularly appropriate context for this type of information sharing and exchange. A federated database architecture is described in which a collection of independent database systems are united into a loosely coupled federation in order to share and exchange information. A federation consists of components (of which there may be any number) and a single federal dictionary. The components represent individual users, applications, workstations, or other components in an office information system. The federal dictionary is a specialized component that maintains the topology of the federation and oversees the entry of new components. Each component in the federation controls its interactions with other components by means of an export schema and an import schema. The export schema specifies the information that a component will share with other components, while the import schema specifies the nonlocal information that a component wishes to manipulate. The federated architecture provides mechanisms for sharing data, for sharing transactions (via message types) for combining information from several components, and for coordinating activities among autonomous components (via negotiation). 

The idea of Federated Enterprise Architecture is a practical way to employ architectural concepts in complex, multiunit enterprises; however, there is nothing magic happening. Someone has to figure out and actually create and manage what is to be Federal, that is, centralized, optimized relative to the overall Enterprise (or cluster), integrated, reused, etc. and conversely, someone has to figure out what is not to be Federated, that is, what is to remain local, sub-optimized relative to the Enterprise, unique to the business units."

6.2.2 Design Approach

The CIDRIS project does not need to develop a User Interface (UI) Analysis model because CIDRIS is an “event messaging” solution where data entry for “Operating Under the Influence” (OUI) incidents occurs at the local law enforcement agency’s Record Management System, and OUI incident and case data is passed to CIDRIS via messages from the Agency source systems. The CIDRIS analysis model focused on the business domain. This analysis and design model shows business entities interacting with each other during the execution of a use case scenario. Objects that one might find in the domain analysis model are Incident and Case. Object analysis is concerned with discovering the logical business objects that will form the core of the overall application design.

Microsoft Visio and Microsoft Word is used to document the analysis and design model, and Excel is used to manage the list of candidate objects and responsibilities. The analysis and design modeling consists of the following activities:

· Identify objects and responsibilities

· Identify analysis scenarios

· Develop/refine collaboration and sequence diagrams

· Develop/refine state or activity diagrams (optional)

· Develop/refine class and instance diagrams

· Finalize model and conduct reviews

6.2.2.1 Discovering Candidate Objects and Responsibilities

The responsibility of an object is a statement of its behavior. Responsibilities can be broadly categorized into responsibilities for doing something (operations) and responsibilities for knowing something (attributes). The latter is the responsibility for providing information to other object types. Also, attributes represent the structural/value properties of a class.  During analysis on CIDRIS needs, there is not necessarily a focus on whether attributes are instance variables or class variables. In general, assume instance variables and document deviations.

6.2.2.2 Defining Analysis Scenarios

Normally, use cases have multiple flows throughout; for example, basic path and alternate flows.  An analysis scenario is a specific instantiation of a use case through a specific path. It describes the behavior of the system in a particular situation. A single use case typically encompasses multiple scenarios. Scenarios need to be very specific to minimize any opportunity to make assumptions while developing the UML diagrams. 

Not all CIDRIS scenarios need to be analyzed to derive a complete analysis model, however, they need to be defined in order to assess whether they are worthy of further analysis or not.  The approach on the CIDRIS project is to analyze a scenario if it seems likely to introduce new objects, there is an interface with an external system, or there is complexity that no other scenarios cover.  If the use case has minimal alternate flows or is very simple, the use case can be used in lieu of scenarios.

6.2.2.3 Creating Collaboration and Sequence Diagrams

Collaboration diagrams depict the dynamic interactions between objects as they participate in the execution of a use case scenario. These diagrams show how the objects discovered during the previous activity communicate with each other as a response of some Actor stimuli, during the execution of the scenario.

The sequence diagram is used primarily to show the interactions between objects in the sequential order that those interactions occur.

Simple use cases may require only one collaboration or sequence diagram, as it may not be necessary to manage the complexity by breaking it up into scenarios. It is sometimes useful to alternate between the Collaboration Diagram and Sequence Diagram, as some features, such as rearranging messages, are easier to do in the Sequence Diagram.  The messages between objects should be English phrases descriptive of the responsibilities of the object receiving the message.  The level of granularity of these diagrams should be sufficient to convey the business functionality, and extra levels of detail may be added during the construction phase.

6.2.2.4 Creating Activity and State Diagrams

Activity diagrams are used to model the behaviors of a system, and the way in which these behaviors are related in an overall flow of the system.

A state diagram describes the life cycle of an object. CIDRIS design uses state diagrams to demonstrate the behavior of an object through many use cases of the system. Only use state diagrams for classes where it is necessary to understand the behavior of the object through the entire system. Not all classes will require a state diagram and state diagrams are not useful for describing the collaboration of all objects in a use case.

6.2.2.5 Applicability of State and Activity Diagrams

· Describe complex state-sensitive behavior of an analysis object; for example the allowable behavior based on the state of the object at a particular point in time

· Allows a designer to ensure correct system event order using error checking or a state machine

· Document a complex process

6.2.2.6 Creating Class and Instance Diagrams

Class diagrams document classes and relationships between them. It facilitates representing business area knowledge in a simple manner: as objects in the problem domain. Relationships among these objects should be documented in a way that can be understood and validated by business area experts. 

Instance diagrams define one particular instance configuration. An instance diagram shows how some instances of the classes in a class diagram might be related in a particular usage scenario.  An instance diagram can be very useful to illustrate the associations that have been defined in one or more class diagrams.

6.2.2.7 Coupling and Cohesion

Coupling is a measure of how much one object knows about other object. Coupling among components, and among objects inside a component, should be kept low. In other words, components should know about as few other components as possible. Low coupling among components enhances the opportunity for reuse, minimizes the ripple effect of changes, and increases the ability to replace components as technology changes. To minimize coupling, components should only communicate with each other via one or more Java interfaces. 

Cohesion is a measure of how strongly related and focused are the responsibilities inside an object. Components should be highly cohesive. For example, the component that provides the printing services should not provide a password management service. The design activities are aimed to build loosely coupled and highly cohesive objects. It is important to clearly state the responsibilities of an object.  

6.2.2.8 CIDRIS Use Case Diagrams

A use case encapsulates a complete unit of functional value as perceived by a user, and is defined as a set of interactions between a user and the system that yields a result of observable value to a particular user. The main characteristics of a use case are:

· It is always initiated by an ‘actor’, which can be either a user or some other system (any entity that sends or receives messages to and from a system, or exchanges information with the system, is an actor).

· It provides value to an actor (usually the actor initiating the use case). For example, a use case entitled ‘View Overdue Accounts’ might be invoked to create a list in some format of accounts which are in arrears for subsequent follow-up and resolution.

· It is complete and autonomous – a use case only reaches its end-point when the end value or goal has been reached, or it has been determined that the goal cannot be reached. Depending on the use case this may entail multiple interactions (e.g. prompts and user dialogs) with the user to attain this.

Use cases describe how the system functions from the perspective of a representative subset of the use case model. These subsets illustrate:

· Some significant functionality of the system, and/or,

· Some significant architectural aspect such as:

· Wide architectural coverage.

· A means to mitigate a perceived architectural risk in a candidate architecture before significant developmental investment is made.

· Illustration of some subtle architectural nuance.

The CIDRIS application that was developed as part of the NHTSA Demonstration on September 17, 2009 also served as a proof of concept (POC), although the demonstrated application was much further along in the construction phase and was nearing completion. 

The use cases described for a POC will typically be implemented to a level necessary to confirm the candidate architecture. However, a POC will not be developed for the CIDRIS project: instead, the objectives of a POC will be handled during the initial iteration of construction.

Use cases used in the CIDRIS design phase may utilize the following types of diagrams:

· Storyboards: These diagrams provide a means of visualizing the business scenario or goal being described.

· Sequence Diagrams: These diagrams explain – at a conceptual level – how a particular use case will be realized (i.e. accomplishes its goal) through the interaction of boundary, controller and entity classes.

6.2.3 CIDRIS Design Goals

TABLE 6.2.3: CIDRIS DESIGN GOALS

	Goal Identifier
	Goal Type
	Description of Goal

	G1
	Security
	Messages to and from the source systems must be communicated using secure transport such as SSL.

	G2
	Security
	One time guaranteed delivery of messages between a source system, CIDRIS and any destination systems involved in a transaction.

	G3
	Security
	The application must ensure all interactive users (i.e. system administrators) are forced to complete an authentication process. Only if this is successful is the user to be granted access to the application.

Both user authentication and access control are to be integrated with the State eDirectory Authentication Server.

	G4
	Security
	Access to different portions of the application (and potentially to different subsets of the data) by interactive users (i.e. system administrators) will be defined and limited by role-based access control. Both user authentication and access control are to be integrated with the State eDirectory Authentication Server

	G5
	Security
	The information stored by the application must be secured such that it can only be accessed by CIDRIS authorized users. This includes data stored in any underlying relational database and queues awaiting processing.

	G6
	Security
	Event messages are to be authenticated using the embedded GFIPM meta-data contained within the messages.

	G7
	Traceability
	The application needs to maintain a full audit trail for all data that is accessed, created, updated or modified both to and from source systems, and through any provided administration functionality, including reasons for changing the data.

The auditing functionality shall be based on the log4J framework and database triggers.

Auditing within the data mart is primarily concerned with the identification and investigation of any discrepancies within the data rather than data mart activity. The ETL process(es) will ensure sufficient information is collected and retained in order to allow the recreation of defective data.

	G8
	Third-party Code
	Where possible and appropriate, the application will make use of existing third-party products, components, frameworks, libraries, etc. in order to deliver the functionality required by the use case model, thereby minimizing risk inherently associated with developing software from scratch while increasing support and maintainability.

	G9
	Best Practices
	Where possible and appropriate, the application will identify and utilize current ’Gang of Four’ and JEE design patterns.

	G10
	Availability
	The application is to be available 24/7 with the exception of maintenance windows to be defined.

	G11
	Architecture
	The solution will logically comprise a service-orientated, 3-tier application comprising web, application and data server(s).

	G12
	Architecture
	The solution shall be deployed on a Redhat Enterprise Linux platform with technology that is JEE-based, using JBoss for the application server, and Oracle 11g database manager, together with IBM WebSphere MQ for messaging services to and from the application.

	G13
	Architecture
	The solution shall support the receipt and processing of up to 20,000 cases / incidents per annum.

	G14
	Architecture
	The solution will provide an operational database which will contain the data required to support incident action/response and adjudication data.

	G15
	Architecture
	An OUI datamart based on Oracle 11g together with Oracle Warehouse Builder shall be provided to allow for reporting and strategizing based on the analysis of past trends and events. OUI information shall be extracted from an operational database using an automated scheduling process and manipulated into data cubes for access and manipulation by reporting and business intelligence tools.

	G16
	Architecture
	Allow reporting against the operational database and the data mart using Crystal Reports. Ad-hoc reporting will be limited to a fixed number of ‘power users’ who will not require training.

	G17
	Architecture
	The solution shall utilize Oracle Application Server and / or Oracle Warehouse Builder for any job scheduling functionality required.

	G18
	Architecture
	The NIEM version 2.0 event messages processed by the application shall include the following processing: authentication (utilizing GFIPM as applicable), validation (including the use of code-tables to ensure both completeness and correctness of lookup values where possible), workflow / business logic for the creation and distribution of messages, response portions of event messages (e.g. results sent back from an enquiry), and acknowledgement and exception processing.


6.2.4 CIDRIS Application – NEIM Data Flow

CIDRIS relies on NEIM conformant messages to ensure that messages follow nationally accepted standards in addition to any event standards established either as part of the CJIS or the application itself.  CIDRIS will rely on NEIM 2.0.
FIGURE 6.2.4: NEIM DATA FLOW
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6.2.5 CIDRIS Application – Logical View

As previously described, the CIDRIS application is a three-tier model, conformant to the state’s enterprise architecture standards, which can easily be extended to an n-tier application architecture as the needs of CIDRIS grow.

For the purposes of CIDRIS, the presentation layer depicted in the diagram below represents the web-based CIDRIS user interface that is specific to system administration.  CIDRIS 1.0 will not provide any native end-user access to CIDRIS directly.  CIDRIS end-users converse with CIDRIS by means of their internal agency or local application, such as a local law enforcement’s Record Management System.

FIGURE 6.2.5: LOGICAL VIEW


[image: image17.emf]DATABASE LAYER

APPLICATION LAYER

PRESENTATION LAYER

Application 

Database

Message Processor

Data Mart

State e-Directory

Reports and 

Analytics

Document Storage

MDB

JPA / Hibernate 

(DAL)

ETL

Crystal Reports

Security Manager

Authentication

Authorization

Electronic 

Signing

Document 

Manager

Upload/

Download

Judicial 

CRMVS

OBTS

DPS Collect

CAD/RMS

DMV

Legacy

External 

Agencies

CLIENT LAYER (Client-Side)

WEB LAYER (Server-Side)

User Interface

Servlets

JSP

User Interface

HTML Pages

Validator Mapper


6.3 System Security

The purpose of CIDRIS is to provide information in a timely, efficient and seamless manner.  It is also important to emphasize that the information available through CIDRIS is on a need to know and a right to know basis.  This data is secured through hierarchical systems of passwords and user-ids.  These passwords and user-ids are routinely changed and consist of an intricate capital and small alpha system and a numeric system.  The information is maintained behind a firewall protected environment system. 

Data is transferred over a secure network compliant with National Criminal Information Communications (NCIC 2000).  Data entered into records from outside the State will be routed through a State agency.  Participating agencies all have security systems in place.

6.3.1 System Security

The State of Connecticut’s CIDRIS application provides for the secure transmission of event messages related to the arrest of individuals suspected for operating a motor vehicle while under the influence of alcohol or drugs.  CIDRIS provides for the transmission of information related to the original arrest as well as any per se action taken the Connecticut Department of Motor Vehicles or any actions take by the courts.

6.3.1.1 COLLECT
The Department of Public Safety’s Connecticut Online Law Enforcement Communication Teleprocessing System (COLLECT) includes a secure network that meets the federal government’s stringent requirements for access to NCIC and NLETS systems.  The state’s COLLECT network connects the Department of Public Safety as well as the state’s municipal law enforcement agencies.  The CIDRIS application relies on the state’s COLLECT network to provide secure transport for CIDRIS transactions.

Access to CIDRIS by CIDRIS clients must occur by means of the COLLECT network.  In addition to the COLLECT network, CIDRIS also relies on a secure transport mechanism that leverages IBM’s WebSphere MQ to transmit CIDRIS events to and from the CIDRIS message switch.  While not a requirement for CIDRIS, MQ also provides for a custom exit that allows for message encryption and decryption.  

6.3.1.2 Novell eDirectory Directory Services

The CIDRIS application will utilize the state’s Novell eDirectory directory services environment to manage directory user objects as well as role-based security.  Novell eDirectory is a state standard for any application that requires role-based security.  Novell eDirectory uses dynamic rights inheritance, which allows both global and specific access controls.  Access rights to objects in the tree are determined at the time of the request and are determined by the rights assigned to the objects by virtue of their location in the tree, any security equivalences, and individual assignments.  The software supports partitioning at any point in the tree, as well as replication of any partition to any number of servers.  Replication between servers occur periodically using deltas of the objects. Each server can act as a master of the information it holds (provided the replica is not read only).  Additionally, replicas may be filtered to only include defined attributes to increase speed (for example, a replica may be configured to only include a name and phone number for use in a corporate address book, as opposed to the entire directory user profile).  The state’s Criminal Justice Information System (CJIS) architecture standards similarly rely on Novell eDirectory which has successfully provided directory and role-based security for the states Offender Based Tracking System (OBTS) for the past eight years.  

6.3.2 CIDRIS User Authentication

CIDRIS user authentication occurs on two levels.  First, CIDRIS clients, such as local law enforcement will continue to rely on authentication protocols provided by the various CAD/RMS vendors and as administered by the individual municipalities.  Because CAD/RMS vendor software is integrated with CIDRIS, no special permissions are necessary beyond what is already established for that particular CAD/RMS.  There is no direct end-user access to CIDRIS.

The second level of CIDRIS user access occurs only for those who have special administrative permissions to manage CIDRIS metadata, such as CIDRIS code tables.

For those who require administrative access to CIDRIS, the state’s eDirectory will store the user’s Login ID, Password, Role(s) and Application Permissions and Application Key.  A user’s role(s) will be associated to an Application Key.  The application privileges for a given role(s) will be stored with the application database.

6.3.2.1 Approach to User Authentication and Login

To access the application, CIDRIS presents an Application Key, Login ID and Password to the eDirectory.  The eDirectory will then return the authentication status (success or failure) and a list of role(s) which are associated with the Application Key and Login ID pairing.  The application will then proceed to the application home page and initialize based on the privileges associated with the retrieved role(s).

6.3.2.2 Mandatory first login password Reset

Upon instantiating a new user, the account will be prepared with a temporary password that must be changed upon the first successful login.  The user will be presented with the appropriate response to accept new password information and update the eDirectory with new password.

6.3.2.3 User Initiated Password Change

There must be a means of initiating a request to change the user’s password if the user so wishes.  Best practice will be to enter the existing password and then two versions of the new password to ensure authenticity and accuracy.  The user’s Login ID and Application Key will have to be part of this exchange, but they should be known by the application and there is no need for the user to enter anything except the current password and new password for this exchange.

6.3.2.4 Password Aging

A function of the eDirectory is to periodically enforce password aging.  The user password must be changed to a new value.  As the deadline for a password change approaches, the user should be notified upon login that their current password will expire in n days and the account is locked should the expiration date be reached.  Along with this warning, the user will be presented with some response to allow them to change their password.  

6.3.2.5 Enforcement of complex or strong passwords

An effective password policy should include requirements on password length, inclusion of alpha / numeric / special characters, breakability, and reuse of past password, etc.  The acceptability of any password will be judged by the eDirectory and suggestions will be returned to the application that will be displayed to the user for another attempt in password selection.  This will be an iterative process until the user either successfully submits a password or cancels out of this function.

6.3.2.6 Reset of User Password

Authorized CIDRIS personnel will be able to reset a user password.  Once the password has been reset the user will be forced to change the new password.

6.3.2.7 User Account lockout or suspension

Agency authorized personnel may lock an account or the eDirectory may lock an account automatically as a result of; surpassing the threshold for failed login attempts or password expiration.  In either way, the application should display an appropriate message and no longer offer the login screen.

6.3.2.8 CJIS Password Security Policies

The following password security policies are required:

· All passwords will expire in sixty (60) days.

· Users will be warned for fifteen (15) days of password expiration.

· After five (5) failed logon attempts the user account is locked out.

· Passwords will be case sensitive.

· The password can not match the User ID and the previous password cannot be reused for ten (10) password changes.  

· The minimum password length will be eight (8) characters, three (3) of which must be numerals (numerals do not need to be consecutive). 

· The password should be obscure rather than obvious and can not be a dictionary word or proper name.

· Only authorized agency security liaisons can request password resets.

· Passwords can not be transmitted in clear text outside the secure domain.

6.3.3 CIDRIS Application Audit

The application will maintain an audit trail of all user and system actions in order to guarantee full traceability and transparency.

The auditing implementation will use the industry-standard Apache log4J framework. Use of this framework is considered superior to using a purely database-tier technology, such as database triggers and logs as it allows a richer picture of data access and operations to occur than may be available under usual circumstances on the database-tier. Examples of the types of data that can be captured in this way include the application user’s details, application form/page, system transaction, and actual access time (as opposed to the time when an entry was written to the database, which is particularly pertinent in an asynchronous event-driven application). Another advantage is that database reads can also be captured, an event which isn’t usually possible using database triggers.

As part of the auditing implementation, a programmatic call to the logging method will be embedded in every business method implementation dealing with application data or user access. The log Event method will record all relevant details about the occurrence, including access location (a form, a dialog, or an interface), access time, user or interface name, and details of the data being accessed (such as a primary key and table name). 

Similarly, requests for system administration functions will also be recorded in the appropriate logging location.  A series of ‘shadow tables’ will be created within the operational database to record the auditing events. These will be designed to keep track of audit transactions and will act as a source of information for reporting purposes.  Retention of logged data and purge criteria needs to be defined, and implemented.

Reports relating to auditing will be designed using the Crystal Reports product and made accessible as part of the System Administration module.  Audit reports will provide system administrators access to analysis and application monitoring functions.

6.4 System Innovations and System Efficiencies

6.4.1 Improved Flow of Data through the Criminal Justice System

One of the identified needs in our application was to improve the processing time and completeness of data relative to impaired drivers as they move through the system. We did this by dealing with improvements to underlying systems as well as moving to implement key interfaces across systems to improve data transfer as well as improve processing.

6.4.2 eCitation Integration

CIDRIS and eCitations are being developed in parallel so they can leverage standard technology, common data definitions and best practices. In order to understand the approach that Connecticut is taking, you must first understand that CIDRIS will deal initially with only OUI offenses and eventually could expand to include functions for all non-infraction tickets and arrests -- these type of tickets and arrests only feed/interface with our Judicial Branch Criminal Motor Vehicle System (CRMVS). While eCitations will only deal with infraction tickets and feed/interface with our Judicial Branch Central Infractions Bureau (CIB) application. This separation of function means that there will be many similarities, but also some differences in technology and data. 

e-Citation Business Process

The e-Citation process starts in the local and state police cruiser when they make a stop that results in issuing an infraction ticket. The various police RMS systems in Connecticut will be enhanced to include a module for infraction ticketing -- this module will gather the needed information, print the defendant's copy of the citation, and transmit the data via NIEM conformant XML to CIB (as well as perform many other police required functions and interfaces). Once the data arrives at CIB it will be used to populate CIB’s citation case management system and the Judicial Branch's banking/fee collection systems. 

Presently the e-Citation pilot project is in the development stage and is approaching the testing phase with two (2) pilot partners. The initial pilot partners are the Connecticut State Police and the Connecticut Capitol Region of Governments (CCROG). Once that pilot is complete, the State will seek to enhance the e-Citation pilot project as required and begin a statewide rollout as local police and their RMS vendors become ready.  

e-Citation Pilot Project Need 

The police’s efficiency is substantially hampered by the inability to cite violators associated with crashes and selective enforcement in an automated and electronic fashion.  Moreover, this presents a systemic challenge to the enforcement systems and communities in that it compels substantial and delayed ticket entry and disposition by the State’s Judicial Department. While improvements can be incremental, an e-Citation system is best accomplished as a cradle to grave ticketing system involving all parties from the outset.  

e-Citation Pilot Project- Background

Given the need by law enforcement and in conjunction with the leadership of the Traffic Records Coordinating Committee (TRCC) and its Strategic Plan, the Capitol Region Council of Governments (CRCOG) and the State of Connecticut Judicial Department have initiated an e-Citation pilot project. This pilot project has the support of the Department of Public Safety (DPS), Department of Transportation (DOT) and Local Law Enforcement.  In the past year, the Judicial Department has resolved issues regarding an electronic citation format and the paper document upon which the citation will be printed.  Moreover, mobile printers and scanners have been identified and tested.  While these may seem like small migratory tasks, they are vital, foundational steps toward the development of an all electronic citation system that will provide not only automated ticketing and docketing but eventually the full electronic payment of adjudicated infractions. 

The e-Citation pilot project builds on prior investments of the State of Connecticut Department of Transportation and the Capitol Region Council of Governments member towns. Additionally, CRCOG has modified its CAPTAIN mobile data communications system accident function in two significant ways:

The e-Citation application will be integrated into the CAPTAIN system as a pilot. This application will provide the following:

· Ability to reference the motor vehicle statute files maintained by the State of Connecticut’s Judicial Department

· Scan operator license information from crash participants or violators

· Integrate DMV operator and registration information to the citation

· Print a citation for the violator and forward to the Judicial Department’s Central Infractions Bureau an electronic citation and as an interim step, a hard copy of the citation.

Using existing hardware and communications facilities, the CAPTAIN system will provide a GPS reference on all electronic crash records and citations.

6.4.3 Electronic Signature

The successful implementation of the use of electronic signatures is considered essential and necessary for the state to realize the full value from the CIDRIS.  As a result, under the oversight of the state’s Criminal Justice Information System Governing Board, the Board’s committees on Administration, Technology and Implementation have begun to establish the framework for a project that will identify the state’s business and technical requirements, develop standards and finalize an implementation plan.

It’s important to note that the implementation of electronic signatures is a statewide initiative, sponsored by the Judicial Branch.  The Judicial and Executive branches of our state will need to work together to develop statewide standards that meet the needs of the CJIS community.   

6.4.3.1 Electronic Signatures Defined

Webster defines a “signature” as a) the act of signing one's name to something or b) the name of a person written with his or her own hand.  Depending on the type of document being “signed” the signature can be considered legally binding, such as a witnessed signature that may be needed on a loan application when applying for a mortgage.  In commerce and the law, a signature on a document is an indication that the person adopts the intentions recorded in the document or acknowledges receipt of some action or information.  This type of signature is often referred to as a “wet signature.”  The U.S. Code (15 USC 7001) defines an electronic signature as "an electronic sound, symbol, or process, attached to or logically associated with a contract or other record and executed or adopted by a person with the intent to sign the record.”  Provided in this sections are descriptions of the various types of electronic signatures and how they may apply to CIDRIS.
6.4.3.2 Recent Legislation on Electronic Signatures

Within the State of Connecticut, legislation supporting electronic signatures was enacted in 2009 (H.B. 7007, PA 09-7).  This language allows for:

“The Judicial Branch may permit, in any civil, criminal, family, juvenile or other matter, the filing of any document or data that is required by law to be filed with the Superior Court or with a judge or judge trial referee thereof, including, but not limited to, a summons issued pursuant to section 51-164n, a complaint or a summons issued pursuant to section 54-1h, and an information filed pursuant to section 54-46, by computer or facsimile transmission or by employing [new] other technology. [as it is developed. ] “ 

Further, the language states that 

“…Judges of the Superior Court may prescribe alternative methods for the signing, subscribing or verifying [of such document] by a person of any document or data that is required by law to be filed with the Superior Court or with a judge or judge trial referee thereof so that such document or data shall have the same validity and status as a paper document that was signed, subscribed or verified by such person.”

Recently, the State of Connecticut enacted Public Act 09-187 which amended subsection (b) of Section 14-227b Connecticut General Statutes (Administrative Per Se law) by permitting the Department Of Motor Vehicles (DMV) to receive and accept an electronically transmitted Administrative Per Se OUI police report (A-44), including electronic signatures, by law enforcement. An excerpt of the revised law is as follows:

 “The police officer shall prepare a report of the incident and shall mail or otherwise transmit in accordance with this subsection the report and a copy of the results of any chemical test or analysis to the Department of Motor Vehicles within three business days. The report shall contain such information as prescribed by the Commissioner of Motor Vehicles and shall be subscribed and sworn to under penalty of false statement as provided in section 53a-157b by the arresting officer. The Commissioner of Motor Vehicles may accept a police report under this subsection that is prepared and transmitted as an electronic record, including electronic signature or signatures, subject to such security procedures as the Commissioner may specify and in accordance with the provisions of sections 1-266 to 1-286, inclusive. In any hearing conducted pursuant to the provisions of subsection (g) of this section, it shall not be a ground for objection to the admissibility of a police report that it is an electronic record prepared by electronic means.”

Because this legislation is new and has a broader reach apart from CIDRIS; the state will initiating a separate activity to identify and document the business requirements and workflow impacts for the use of electronic signatures as it relates specifically to CIDRIS.  However, for the purposes of the CIDRIS program, the assumption is that the burden of proof required to validate the signatory will be moderate to high.  Once the requirements have been documented, the state will evaluate its technical options and a cost to implement.  The state agrees that the full value of CIDRIS cannot be realized without the successful implementation of electronic signatures that meet the test of legal sufficiency.

For the purposes of CIDRIS 1.0, electronic signatures are not considered within scope.

6.4.3.3 Scanned Documents Containing a “Wet Signature”

At times, a document bearing an original signature may be scanned into a computer system and stored in an electronic filing system or database.  Depending on the circumstances surrounding how the original signature was captured and the custody and control over the document up to the point of scanning as well as the security of the electronic filing system, or database, that scanned document may be considered as binding as a valid signed original.  In most cases, however, when a document is scanned that contains an original signature, the electronic version of that document is treated the same as a photocopy.

6.4.3.4 Imputed Electronic Signatures

While not technically a signature, an imputed electronic signature is most often encountered when the requirement for proof of identify of the signatory is low or unnecessary.  An imputed electronic signature is usually affected by causing the user to provide some basic, although not necessarily specific, identifying information.  An example of this is when someone may be responding to an online petition where the petitioner may ask for an address, phone number or some unique information to “sign” the petition in lieu of a traditional wet signature.  Another example can be found in certain web sites or software where the users is presented a list of terms and conditions and them must click on an “Accept” button to proceed.    There is little security on this type of approach and depending on the jurisdiction involved, may have little or no legal value.

For the purposes of the CIDRIS program, no imputed electronic signatures will be used.

6.4.3.5 Digitally Captured Signatures

The capturing and digitizing of a person’s signature by electronic means is fairly commonplace today.  Most adults today have affixed their legal signature to an electronic device that is intended to capture a signature that would otherwise be affixed to paper.  This happens every day in retail stores across the United States as consumers purchase goods using their debit or credit cards at the point of sale.  In addition, UPS and FedEx often ask their customers to sign for packages and parcels using an electronic device.  Signatures that are captured digitally are usually stored in a database as part of the transaction itself and the signature can be recalled at anytime.  Without capturing any other identifying information at the time the signature is captured, the burden of proof on the signature is low.

For the purposes of the CIDRIS program, it’s unclear at this time if there will be a requirement to digitally capture the electronic signature of any individual in the OUI workflow.  Any need to digitally capture an individual’s signature will be identified through a future business analysis and requirements process, as noted above.

6.4.3.6 Digital Signatures

Another method of capturing an electronic signature involves the use of what is known as a “digital signature” that may rely on secure methods that guarantee, both message integrity and authenticity.  In addition, a digitally signed instrument may also be encrypted for protection during transmission; however this is not normally necessary when most digital signature protocols have been properly carried out.  Confidentiality requirements will be the guiding consideration.

Digital signatures employ a type of asymmetric cryptography.  For messages sent through an insecure channel, a properly implemented digital signature gives the receiver reason to believe the message was sent by the claimed sender.  Digital signatures may be considered the legal equivalent to traditional handwritten signatures in many respects; properly implemented digital signatures are often much more difficult to forge than the traditional wet signature.  Digital signature schemes in the sense used here are cryptographically based, and must be implemented properly to be effective.  Digital signatures can also provide non-repudiation, meaning that the signer cannot successfully claim they did not sign a message.  This may be important should there be a valid chain-of-custody requirement for any electronic CIDRIS information, such as electronic Intoxilizer data.

For the purposes of the CIDRIS program, it’s unclear at this time if there will be a requirement to implement digital signatures as part of the OUI workflow.  Any implementation of digital signatures for CIDRIS has broad implications for the state with respect to statewide standards, start-up and ongoing support costs, custodianship and ownership of digital certificates, support for mobility and so forth.

6.4.4 Interaction with Other CJIS Systems

CIDRIS not only directly communicates to agency source systems that are involved in the OUI business flow, but once in a given agency source system, may trigger business events in those source systems that may update other applications in the CJIS domain.  For example, a CIDRIS “New OUI Case” event, when sent to the Judicial Branch’s Criminal Motor Vehicle System (CRMVS), that system will trigger naturally an “Arrest Event” that will be sent to the state’s Offender Based Tracking System (OBTS).
OBTS is an enterprise-wide, integrated criminal justice system, that provides a single source repository of offender-case data that is accurate, verifiable, timely, and available to all authorized criminal justice agencies who are involved in all phases of the criminal justice process; informs appropriate criminal justice agencies involved in all phases of the criminal justice process of the occurrence of significant criminal justice events; and provides a scalable, adaptable, and maintainable architecture to accommodate future criminal justice enterprise and operational requirements. 
During the demonstration of CIDRIS for NHTSA on September 17, 2009, a CIDRIS event sent to the Judicial Branch system caused a OBTS event to be automatically generated and sent to OBTS as a real-time transaction.  This demonstrates that value of the “event-based model” that was a standard set for CJIS applications in Connecticut the late 1990’s.  This dependent transaction occurred without any additional system work on the part of the Judicial Branch.  Before CIDRIS, this event would only be triggered after the OUI data was manually entered into the Judicial System.

6.4.5 System Training

As explained throughout this final report, CIDRIS is a data exchange and is utilizing existing infrastructure to electronically move OUI information.  Training is incumbent on the Agencies to ensure any business process flow changes (going from paper to electronic retrieval) are addressed as part of their normal standard operating procedure.

For example, the Department of Public Safety and the local law enforcement police departments already enter this data into their respective CAD/RMS systems.  Any changes to process flow, data input screens and such will be addressed as part of their ongoing procedures.  This will include as new officers and personnel are brought on board to their respective organizations.  This example also applies to both the Judicial Branch and Department of Motor Vehicles to ensure those changes to the OUI processes are addressed in their respective areas.  

As we have completed testing in each region (System Level 1 and 2 and UAT), the respective training plans for each of the agencies was updated to capture the appropriate changes.  Where and when applicable, these changes were incorporated into the individual agencies training plans.

6.4.6 System Maintenance and Support
Like other state Criminal Justice Information System (CJIS) applications, CIDRIS will be maintained and supported using a combination of an Application Support and Maintenance Model as well as reliance on the State of Connecticut’s System Development Methodology (SDM) for Rapid Application Development.

The use of the state’s SDM is required by Executive Order, but beyond that, the SDM provides a reasonable structure and predictable methodology for projects involving changes to state computer applications.  The state’s SDM Rapid Application Development methodology, based partly on SCRUM
, uses a time-boxed approach application development, which provides a useful structure to satisfy application maintenance needs during a time of limited resources.  

6.4.6.1 Post-deployment and Warranty Support

Following the formal release of the application and acceptance by the state, CIDRIS will enter a formal warranty phase.  During this phase, the implementing vendor, Sierra Systems, has twelve months to address any outstanding issues related to the initial deployment as well as the resolution of any mutually agreeable changes to the application.  During this time, the state and Sierra Systems will work together to transition support and maintenance fully onto the state.  At the end of this timeframe, the vendor exits the project.

6.4.6.2 CJIS Application Change Governance

As a CJIS application, CIDRIS will be expected to adhere to a formal process of governance that ensures that any proposed changes to CIDRIS reflect the highest priorities of the state and the CJIS community.  Change requests are queued into IMPACT, the state’s Department of Information Technology work intake tracking system.  A request to make a change to CIDRIS, including those that may be initiated by the internal CIDRIS technology team, are recorded in the work intake system and periodically triaged to identify changes scheduled for a future release.  Application change priorities are addressed with the CJIS Implementation Committee which provides guidance on priority.  In addition, as representatives of the CJIS Community, it’s the Implementation Committee that ensures that the necessary support is aligned for any requirements, design, testing and/or implementation support from the CJIS Community.

7  Best Practices and Program Innovations

The first piece of a critical foundation for successful statewide CJIS initiatives is to have broad support and vision across all three (3) branches of state government and within local law enforcement leadership.  Connecticut has been very fortunate in having strong, passionate and visionary leadership from both business and technical areas in all of these groups. Even more amazing is that this vision, passion and leadership has endured for decades as funding, technology and legislation matured into an environment that enabled Connecticut’s CJIS design, development and deployment to flourish.
Key components of the foundation we have built here in Connecticut include:

· A strong governance structure including representation from all CJIS areas and levels on a variety of business and technical standing and ad hoc committees – the standing committees include Technical, Operations and Administration to address and integrate all phases and issues related to CJIS projects

· Legislation enabling data sharing, electronic signatures and defining the CJIS community membership – to name a few

· XML first using GJXDM and now NIEM conformance

· Guaranteed message delivery between disparate platforms using MQ Series

· Best practices relating to System Development Methodology and security/access

· Many federal grants to develop applications that work together as part of our CJIS vision 

Building on these foundation elements we have created the following CJIS applications:
	Application Name
	Lead Agency
	Current Lifecycle Phase
	Application Description (Business and Technical)

	PRAWN (Paperless Rearrest Warrant Network)
	Judicial Branch - Court Operations
	Statewide production
	PRAWN is a .NET web application with a SQL Server database that contains near-real time information from all failure to appear and violation of probation warrants maintained by the criminal courts. The system also enables law enforcement agencies to download custodial papers to apprehend the fugitives.

	POR (Protection Order Registry)
	Judicial Branch - Court Operations
	Statewide production
	POR is a .NET web application with a SQL Server database that contains near-real time information on all protection orders issued by the criminal and civil courts.  The system also transmits order information to law enforcement agencies through other CJIS systems and by fax server.

	OBTS (Offender Based Tracking System)
	CJIS Governing Board
	Statewide production
	OBTS is web based inquiry-only datamart for all Connecticut criminal offenders. OBTS is updated in near real-time from legacy agency operational applications. OBTS was designed to provide notification messages and ad hoc reporting, but this has not been tested and enabled. 

	AFIS (Automated Fingerprint Identification System)
	Department of Public Safety
	Statewide production
	The AFIS/Livescan System is a multi-functional, inkless, computer based identification system to positively identify individuals in the most immediate manner possible. The system utilizes a vast network of stored data to cross check specific points of reference, matching known fingerprints and/or palm prints.
The system allows users to positively identify individuals in real time, regardless of demographic information provided.  

	CIDRIS (CT Impaired Driver Information System)
	CJIS Governing Board
	System Testing
	CIDRIS is the topic of this report and is a “smart” message switch for editing, passing, confirming and reporting on DUI arrests (between law enforcement, DMV and the Judicial Branch). 

	COLLECT V2 (CT On-line Law Enforcement Communications Teleprocessing Version 2)
	Department of Public Safety
	Development
	The COLLECT V2 project is a rewrite of a 30 + year old COBOL application.  The COLLECT V2 will be NIEM conformant. The system will store missing/wanted persons, protective orders, sex offenders, stolen vehicles, and more.  The records entered into COLLECT are forwarded to The FBI’s NCIC database, making the records available to law enforcement/criminal justice agencies across the country.

	CT SAVIN (CT Statewide Automated Victim Information and Notification)
	Judicial Branch - Office of Victim Services
	Design
	This will be a vendor hosted inquiry and registered notification system targeting victims, but available to the public. Events included in this will include court, protection order, probation and corrections with the information updated in a near real-time fashion. 

	CJIS Blueprint (CISS – Connecticut Information Sharing System)
	CJIS Governing Board
	Design
	This project is developing a roadmap for complete integration of our CJIS applications. It is expected to offer seamless inquiry and data sharing when complete. The current business environment of the criminal justice community consists of 11 justice agencies with 23,444 staff members, using 52 automated systems to support their business needs.

	JEB (Judicial Electronic Bridge)
	Judicial Branch - Court Support Services
	Statewide production
	There are two JEB applications which provide access to selected offender information for Adult Probation, Youthful Offender Probation and/or Juvenile offenders.  JEB is accessed by the Board of Pardons and Paroles and the Department of Correction.  MA-JEB (Municipal Access JEB) is used by local, state and federal agencies, as well as, State's Attorneys' offices throughout the state.  These applications allow users to search for offenders and obtain information such as probation officer name/contact information, duration of probation, charges and conditions of probation.


Each of these applications is a component of our ultimate vision that includes:

· Electronic sharing of data via notifications to limit rekeying of the same information in different applications

· A centralized inquiry function that includes all CJIS information that the user is authorized to see

· A standardized data definition across agencies including the creation of a centralized CJIS Data Dictionary is pivotal to the success of a CJIS enterprise.  Much thought and effort is being put into the planning and the maintenance of this foundational information. We recognize that collaboration and buy-in by stakeholders across all domains is critical to the success of CJIS.  

· Single sign-on process that leverages GFIPM 

8 Summary – Lessons Learned
Strong Collaborative Project Management

In order to marshal the attention and resources of multiple state agencies, a strong project management team is required.  A project of this scope demands not simply a project overseer, but a business lead, a technical lead and a liaison between the agencies and the vendor.  Future projects of this scope would benefit from a strong and multi-layered project management team who would make certain that reasonable timelines are established and all milestones are achieved.

Engaged Participants

In a project of this depth and breadth, it is imperative that there be cohesive, consistent and cooperative representation from all participating agencies.  All participants must be engaged from project inception – openly discussing and then approving both business and technical processes. Although turnover within a project is at times unavoidable, all efforts should be made by the agencies involved to minimize the disruption of the resources committed to the project, thereby keeping the project within scope, budget, and the planned project timeframe. 

If agency representatives must change, there should be a formalized way to educate the new designee in all aspects of the project so that the designee can be a productive and informed participant in all group discussions. 

Collaborative Business and Technical Design and Modeling 

A project of this scope requires collaborative workgroups in specialized areas – technical issues, document exchange, new legislation, and business process improvement.  When these groups reach an agreement on a topic, they then report back to the Steering Committee for approval and further direction.  In this way, all relevant topics are covered in depth by specialists in that field, thus making best use of time and resources of both participants and the group as a whole.  These workgroups should occur at regular intervals in the project so that all agencies thoroughly understand the CIDRIS workflow and can plan for any changes to business or technical processes.

Funding

State funding for this project was not in place at the onset of the project.  It took a series of legislative sessions in order to obtain the necessary approval to provide the project with the prerequisite funding of the State’s resources (which negatively impacted the project’s timeframe).

Also, as is the case with most long running projects, funding was thought to be adequate at the beginning of the project.  However, there were expenses not taken into consideration when this effort was budgeted.  These expenses (for additional staff, equipment, CAD/RMS charges) were left to the agencies to cover in a climate of tightening budgets and staffing changes.

Decision Points

During this project, there have been many required decision points presented to the participating agencies.  Although these decision points were appropriated placed in the project life cycle, agencies were sometimes not aware of the impact of approving these decisions in terms of agency effort, cost and collaboration. All agencies need a clear understanding of the how their business and technical needs will be affected by all project decisions, so that adjustments can be made to accommodate any ensuing issues.

Legislation 

As previously stated, the legislature had to allocate and approve state funding for the CIDRIS project.  The delays in obtaining this funding translated into delays for the project.  Additionally, in order for CIDRIS to be effectively implemented, the responsible agencies submitted to the legislature proposed language that would permit the electronic submittal, including e-signature provisions, of OUI reports.  Unfortunately, this effort in providing enabling legislation failed, on a number of occasions, to receive the legislature’s required approval, thereby causing further delays in the project’s implementation timeframe.  

Software Development Methodology (SDM)

The State, by an Executive Order of the Governor, instituted a formal project Software Development Methodology (SDM).  Given that the SDM methodology was not formally in place during the onset of the CIDRIS project, it required the project management team to conduct a review, reconciliation, and synchronization of the project’s prior system development methodology with the newly instituted State’s SDM.  Although putting it under the SDM methodology was necessary to assist with proper and formal documentation as required by the Executive Order, the reconciliation of the methodologies caused some delay for the project management team and the vendor.

Fundamental Training

For an ambitious project like CIDRIS, that spans multiple agencies from different branches of State government and local organizations, the knowledge and education levels of stakeholders and participants can vary significantly around best practices, standards, methodologies and tools.  Therefore, it is particularly important at the very beginning of the project to establish a good foundation of knowledge for all project participants in the selected methodologies and tools.  For all levels involved there should be some sort of documentation or training offered on things like Use Cases, System Development Methodology (SDM), testing scripts, as well as other standards, methodologies and tools being used.  This will help to alleviate potential communication problems that may result from these knowledge gaps and to provide a better understanding of the expectations, roles, responsibilities and deliverables.
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� Full statutory references can be found within the Connecticut General Statutes (CGS) at � HYPERLINK "http://www.cga.ct.gov/" ��http://www.cga.ct.gov/�





� � HYPERLINK "http://it.ojp.gov/topic" ��http://it.ojp.gov/topic� 


� � HYPERLINK "http://it.ojp.gov/iepd" ��http://it.ojp.gov/iepd� 


� � HYPERLINK "http://www.ct.gov/doit/cwp/view.asp?a=1245&q=253974" ��http://www.ct.gov/doit/cwp/view.asp?a=1245&q=253974� 


� � HYPERLINK "http://www.it.ojp.gov/default.aspx?area=nationalInitiatives&page=1179" ��http://www.it.ojp.gov/default.aspx?area=nationalInitiatives&page=1179� 


� �HYPERLINK "http://www.niem.gov/"�http://www.niem.gov/�


� �HYPERLINK "http://www.search.org/programs/info/jiem/"�http://www.search.org/programs/info/jiem/�


� �HYPERLINK "http://www.search.org/programs/info/jiem/"�http://www.search.org/programs/info/jiem/�


� �HYPERLINK "http://www.it.ojp.gov/default.aspx?area=nationalInitiatives&page=1015"�http://www.it.ojp.gov/default.aspx?area=nationalInitiatives&page=1015�


� �HYPERLINK "http://www.it.ojp.gov/default.aspx?area=nationalInitiatives&page=1179"�http://www.it.ojp.gov/default.aspx?area=nationalInitiatives&page=1179�


� � HYPERLINK "http://en.wikipedia.org/wiki/Scrum_(development)" ��http://en.wikipedia.org/wiki/Scrum_(development)� 
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