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ppH) Introduction to EHR Interface i
. HL7 Messaging —

How an EHR Interface - HL7 message works:

« HL7 (Health Level Seven) is a set of standards that facilitate the electronic
transmission of healthcare data between applications. It is not an application or
software, but a framework that supports interoperability between systems.

« EHR creates an electronic message with patient demographics and immunization
information using HL7 (Health Level 7) message platform.

« CT-WiZ receives the message and sends a message back to the EHR saying “Got the
Message.” again in the HL7 format. (This is the ACK which means acknowledgement
that CT WiZ received the message.)

« CT-WiZ reviews the message to ensure that it has all the required information and
that it is correct.

« Any information that is incorrect triggers a warning or an error message AE
(Application Error) or AR (Application Reject-message did not load), that is sent
back to the EHR for review.

« All the exchange of messages is done in the HL7 format which is translated through
the EHR.



OPH) Tools for Using HL7 in CT WIZ [=/wiz

* As a part of ongoing data quality monitoring of HL7 message submissions,
it is necessary to review ACK messages for warnings and errors.

« CT WiZ has tools like Message Log, Security Log, Documentation & Traffic
Analysis available to help with this process.

« CT WiZ also has the provision to run reports for any interface activity like
Message Count, Data Quality Analysis (DQA) for Patient’s Vaccination
reports etc.

* On daily basis, the provider/vendor should review the ACK log to confirm
messages are being transmitted to CT WiZ and to review all failures,
errors and warnings.
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Comnexticut Department
of Publs Health

CT WiZ - Login Lﬁz

W's Your B‘-H-'I

;t;’f

Irraton information Sysiem

Connecticut's Immunization Information System

Please Enter
your Clinic’s
Username &
Password
provided for
CT WIZ

Login

Usamame Password

Forgot Password? | Forgot Usamamea? m

Troubla Logging in?

Request User Account

By logging into CT WIZ, you agree 1o abide by |e terms of the Connecticut Depariment of Health [DPH) thal were
outined in your User Confidentiality Agresment. Uisers are responsible for ensuring they act in accordance with
these tarms and any other applicable policles. Tha recipsent shall notify DPH of a viclation of these polickes in
accordance with the lams outlined in the User Confidentiality Agreement. Only authorized users of this site may
access this system. Monitoring may be conducted for the protection against improper or unauthorzed use or
access. Any unduthorized and improper use of this System may resul in disciplinary action or criminal and chil
pEnanies.

Connecticut Department
of Public Health



Provider & Clinic [EiWiz

Connecticut

Comnexticut Department mUnZaton indormaton System
of Public Health

@ HL7 UNIT TEST PROVIDER, HL7 UNIT TEST CLINIC Q. PATIENT SEARCH

It's Your Bast Shot!
Il}, | Wﬁz Click on the “i” icon
Connecticut

it e s . L. for more
Select your Provider & Clinic information.
Home l
Patiants 'ﬂ'

S Default Provider/Clilic
Education
Provider *
Inventory HLT UNIT TEST PROVIDER H
Clinic Tools Clinic *
HLT UNIT TEST CLINIC E

Reports
HLT Management

News

Warsion 21

Copyright
Emvizion Technok

There are currently no news items available.

Mote that this application requires the use of Adobe Reader to view/print some of the files and reports that are available.
Click here to download a free copy of Adobe Reader.

et '
ADHBE™ READERS



DPH# HL7 Message Log ij‘jz
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Conmpctiog Department
H‘"\.h- Hpaith _

This screen allows for the monitoring of HL7 messages hitting the database. Users who
navigate to the HL7 Message Log page can search the log for a single facility or all
facilities that they have permission to view. Users viewing the Message Log, with the
Administer HL7 Security Function, will be able to select the sending and receiving
facilities to open the Facility Code modal.

CT WiZ Q@ HL7 UNIT TEST PROVIDER, HLT UNIT TEST CLINIC Q. PATIENT SEARCH

It's Your Best s-ﬁz HL? MESSEQE LGQ 'ﬂ Laarn Maora

Search Criteria

Facility : ALL FACILITIES

Home BEGIN TYPING FACILITY HERE

Log ID Batch Log 1D Patient
Patients o9 9 : a0
Immunizations Log Type Message Type Version Acknowledgement Code Message Text Custom Acknowledgemeant Code

: n s s Ad AE AR AR Al A

Education AE AF AR
Inventory From Date From Time To Date To Timea

0BMS/2020 B 1200 AM HHMM AR DEM15/2020 E 1:59PMm (HH-MK AT

Clinic Tools

Reports

HLT Managemeant

Step 1: Select HL7 Management
HLT Message Log
ST Step 2: Select HL7 Message Log

HLT Documantation
Traffic Analysis

A A

Version 20220200331
Copyright © 2001-2020
Envision Technology Partners Inc.



Connactiost Departmant
of Public Health

CTWiZ

[@rWiz

mmunzaton informaton Sysee

Home
Patients
Immunizations
Education
Inventory

Clinic Tools

Reports
HLT Management

HLT Message Log
View Security Log
HLT Documentation
Traffic Analysis

Varsion 20.2.20200331
Copyright © 2001-2020

Envision Technology Partners Inc

HL7 Message Log

@ HL7 UNIT TEST PROVIDER, HL7 UNIT TEST CLINIC G PATIENT SEARCH

Step 2: Select
Message Type from
the drop down

HL7 Message Log @ (.1 Step 1:

Select your
Facility

Search Criteria

Facility : CONNEC TEST FACILITY (CT9999)
BEGIN TYPINGFACILITY HERE

L s el a0 / Code Message Text
W/ as appropriate
Log Type Hassaga Varsion ment Code Message Text
: 7| 251 AA @ AE @ AR As T A AW

AE [ AF ] AR

Frorm Date Fram Time To Date To Time

06/ E 1200 AM mHeMMaR) 06152020 B 11:59PM [HHMM AP}
Step 5: Select
the From and
To Date

*Notes

» AA =Application Accepted
Good message.

» AE=Application Error
Message has problems that
need to be fixed.

» AR Application Reject
Message didn't load

Step 4: Select
Acknowledgement

Wiz

& Support

Step 3: Select
Version2.5.1

Step 6:
Hit
Search



HL7 Message Log [EWiz

Connecticut

Conmactioud Department rmunZaton Informaton Syslem
of Public Health

CT Wiz Q HL7 UNIT TEST PROVIDER, HL7 UNIT TEST CLINIC  Q PATIENT SEARCH ©Suppot 42 - &SHRADDHA~

HL7 Message Log @ iun o m
Search Criteria
Facility : CONNECTICUT TEST FACILITY (CT9999)
BEGIN TYPING FACILITY HERE

LogID BaichlogiD  Patient
foe | a0 The HL7 Messages
Immunizations Log Type Message Type Version Acknowledgement Code Message Text Custom Acknowledgement Code will display. Click

4 ovxuvod 4 2513 T AABAEEB AR A CTA T AW

Education =i o-ten Ar)alyze to work
o) From Date From Time Yo Date To Time with the message

051152020 B 1200AM paeMvAR) 06152020 & 11:59PM {(HHAMM AP) you choose_
Clinic Tools
R
sl 3 records found. Toggle Max Width of HL7 Container £
HL7 Management Date Log ID Patient ID Log Type Facility Code Message Type ACK Code Custom ACK Code Version Action
HLT Message Log 06/15/20 12:56:32 603752 976711 Incoming Request CT9999 = CT0000 VXUVO4 AE AE 251

View Security Log HL7 Message
HL7 Documentation L

Traffic Analysis

Version 20220200331
Copyright
Ernvision Techriog

Delta Guide Link: https://portal.ct.gov/-/media/Departments-and-
Agencies/DPH/dph/infectious diseases/immunization/EHR-HL7/CTWIZ DELTA GUIDE-4 20.pdf

10


https://portal.ct.gov/-/media/Departments-and-Agencies/DPH/dph/infectious_diseases/immunization/EHR-HL7/CTWIZ_DELTA_GUIDE-4_20.pdf
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opH) HL7 Message Log - Analyzer €T Wiz

You are directed to a pop-up. If you do not see the pop-up, check the pop-up blocker setting
in your internet browser. Errors and more details about the HL7 message are displayed.

ACK Code Log ID: 603752 Date: 06/15/2020 Log Type: GET Message Type: VXUV04 Operations
Click on the
Custom ACK Patient 1D: 97671 Version: 2.5.1 =ngine: V2 Security Log ID f)ﬁi% .
— > ‘ 3 1D Security Log ID
to get the
Search Criteria

Incoming Request Outgoing Response

Message Map Message Code ' wi LIGHT WITH SYNTAX ¢ B Knowledgebase
VXUVOL

MSH MSH|A=\& | EEHR | CT9999 | CTWLZ |CTO000 | 20200615114354-0400| | VXU"VO4"VXU_V042020061511435400 See Full Details

PID [D}1] 73722307 CTO117"MR | | Mouse"Minnie "nns L |20160415|M| | 2131-1 Unknown"CDCREC|330 O HLY Index // 2.5.1 1/ VXUVO04 /]

PD1 PD1 A|20200615 ORDER

ORDER ORC|RE| |41463723300143°CT9999] | | ‘Donald”"DuckAasnssnn L||1255344321°Goofy”A E Smith”A/

Description: ORDER Group

RXA0|1/20200615114200/20200615114200| 130°DTaP-IPV CVX"58160-0812-43"Kinrix Intramuscul,
RXR|C28161 Intramuscular NCIT|LD Left Upper Arm’ Click on the Error tab
OBX[1|DT|29768-9"Date vaccine information published”LN|1|20180824 F11120200615 to get the error in the
08X |2|DT|29769-7"Date vaccine information statement presented“LN|1|20200615 [IF|]]20 message code bOX

Ln4 Col1  ORDERJD)

Search Type

Problem Type ~

== M RXA-20 is valued "CP" or "PA" and the first occurrence of RXA-9.1 (Administration Note code) is valued "00" then the message [ ERROR |
SHALL iInclude an OBX segment associated with the RXA with OBX-3.1 shall equal "64994-7" indicating Funding Eligibility.

ek 4 For more information
umn null !

Start 8: about the different
syl errors, please refer the
HL7 Path: ORDER{0] 5

Diagnostic NumericPath: , NamePath: ORDER{0], Ruleld: . ApplicationEmorCode: 12-23 (Emror Severity increased due 10 this being a new Delta G L"de.

Info: Immunization for a location that panicipates in electronic inveniory decrementing)

11



DPH View Security Log Sk

Connecticut

* The Security Log gives a more detailed information on
the message.

* This screen allows for the monitoring of connections to
the webservice (CT WIZ HL7 Message Analyzer).

* |t can be used to search a particular message using the
Message ID, Message Text or/and Date Range.

°|t can be used to view all the data, monitor the
connections to the web services and to view who is
submitting the messages

12



Connactiost Departmant
of Public Health

[ET Wiz

Immunizaton Information System

Home
Patients
Immunizations
Education
Inventory
Clinic Tools

Reports

HL7 Management

HL7 Message Log
View Security Log
HL7 Documentation
Traffic Analysis

Version 20.2.20200331

Copyright © 2001-2020
Envision Technology Partners Inc

HL7 Security Log @

Search Criteria

Message Id

View Security Log - How It
Works?

Q HL7 UNIT TEST PROVIDER, HL7 UNIT TEST CLINIC Q PATIENT SEARCH

Message Text Log Type

1656248 >
Function Name

'EXECUTE HL7

EXECUTE HL7 MESSAGE BYTE

EXECUTE HL7 ME GE WITH LOGIDS (INTERNAL)

SUBMIT SINGLE ME GE (CDC STANDARD)

CONNECTIVITY TEST\(CDC STANDARD)

UNSUPPORTED OPERATION (CDC STANDARD)

GENERATE VXU
From Date From\Time To Date To Time
06/16/2020 12:00 AM (HH:MM APR)  06/16/2020 11:59 PM

Previous Criteria

Step 1: Click on
View Security Log

It's Your Bost

;tj

mUAaton Inormate

(HH:MM A/P)

= -

|

Step 2: Enter the Security Log ID/Message Text
or Date to search, which can be obtained from
the particular HL7 message you wish to address.

13

Step 3: Click
Search



DPH) HL7 Documentation ;C

* The HL7 Documentation screen provides quick reference regarding HL7 messages,
including field definitions and validation tables.

* This can be used to search for a specific message, field or component.

&«

mMD J12JAAAANIST-MPI-I"MR ;Rkhani\on‘ﬁu\scl‘CIln! nOAL I( Nr

Y 201 504 .
Ox -*A...u ) Indian or Alaska Native”C DCRES 13 Blount Drive |1 eman MT*59715% USA~P | |
PRINAPHA ~ 206555 7690 | 1111111121 b ' SRECIINILIIIIIIN

é IRichardson” Russell *"Climt ™~~~ ~L

Y Clint”

Message
2 e Mt Yy Qenarate multipie =il " "2 Each r e tys Ippon » =g J
YW Lo \ 3 8 | ] M ) 28 ~ =% | tvs ¥ e ' Iz ) v " V' XA Ay
KOOy n 1 (A ¢ g L Ne ex { NOWS an - ot ! v f ¥

£ Segment
M e ' 02 ¥ 7 O I f rowlti Jrrvesit Eoach eqn ™ trow vt . € f tescd oot T're
XN highlights the patient idemiflier segment (PID) which tran t jeantificatior ormaton
]| "Iy pDabent

. ! My Med by a vernt E ! iris t
g ¢ I -t he g | it Deth., Fu ! Wy it Dy th

) . abLroviatixOr nd t f t WA N 1! o | Ty * £ hows the PID-5S
fisdd. which the patent
Component
' 3 2l 8 L it J LD« ™ Lo all 1 ral I Dy a ared ! Ll 8 3 D
reforred t i g ™ Tw ! DOreviat ' P A OOC ¥ 1Or thi 28] ot g et ™ iR
hows the PID-5 agment., which the patent first Narns

14
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DPH HL7 Documentation Wiz

Connecticut

* For each message searched, the HL7 Documentation tab
breaks down to each field and component of the message
with more details.

* For each field searched, the HL7 Documentation tab breaks
down to each component of the field with more details.

* For each component searched, the HL7 Documentation tab
gives more details about the component.

°* For more information on the HL7 message breakdowns,
please refer to the delta guide on the CT WIZ website.

15



HL7 Documentation [EiWz

Connecticut

rwn:;-".-:: mkf:-lrr‘rwl PmUnZaton ndormaton System
CTWwiz Q HL7 UNIT TEST PROVIDER, HL7 UNIT TEST CLINIC ~ Q PATIENT SEARCH OSuppot A 2 + &SHRADDHA~
Step 2: Type the message, Step 3: Click on any of
's Your Best HLY Index // 2.5.1 /| ORURD1 // MS! . .
c",“w"ﬁz e segment or field you want these hyperlinks for more
[/ J the informationon detailed information
Comecton HL7 Documentation
PR rhrvetor S
Navigate using hyperiinks in the grid, or bre: You can aiso type info the search bar any documentation
trying to research,
Update Downicad
Search
BEGIN TYPING MESSAGE. SEGMENT, OR FIELD
. . jon: The MSH segment defines the intent, source, destination, and some specifics of the syntax of a message.
Step 1 O Chdf on HL7 Notes: This begins every message and inciudes information about the type of message, how 10 process it, and by whom It was created
Documentation Description: Message Header
Min Repeat: 1
Reports Max Repeat: 1
B Name Data Type Validation Table Max Len Usage
HL7 Management 1 FieldSeparator ST 1 R
> 2 EncodingCharacters ST 4 R
HJ Message tog 3 SendingApplcation HD 221 RE
View Security Log 4 SendingFacilty HD HL70362 21 R
5 RecelvingAppication HD 21 RE
6 RecetvingFaciity HD HL70362 2 R
7 DateTimeOMessage s 26 R
8 Security ST 40 X
9 MessageType MSG 15 R
10  MessageControlid ST 19 R
11 Processingld PT HL70103 3 R
12 Versionid viD 60 R

16



Comnexticut Department

D@ HL7 Traffic Analysis [EiWiz

« The Traffic Analysis gives an overview of the Clinic’s immunization
information.

» It gives the provider’s facility performance in request and response of the
immunization messages sent through the EHR to CT WILZ.

EST PRC °F, r EET C =] QP - SEARC 2 Suppo -
CT WIiZ @ HLT UMIT TEST PROVIDER, HL7 UNIT TEST CLINK i PATIENT SEARCH & i F -

HL7 Profile o

HOME

Date Rango View Version

6115020 - (8 TR0 o) PROVIDEA = | | w251 & m View Trands

17

Connecticut [e—— Grade:ﬂ —




Dp|-| Traffic Analysis: ETWi

Performance Map —

This page is used to compare providers' HL7 message quality. This page

offers a way to quickly analyze the quality of messages sent by facilities.
Performance Map o

Step 2: Select the View from the dropdown

gtfp 1 Date Range ., depending on what comparisons you are interested.
elect ate Ran ,

Performance | == Y EOERY e e R

Map EHR

EHR AND FACILITY

Clinic Tools
Roports

HLT Managament

HLT Message Log

View Secwity Log
HLT Desturnentaton
Traffic Analysis
Perfarmance Map
Profilo

Cualty Trends

HL7 UNIT TEST

Varsion 20,2 20800231
Copyright © 20012020
Envigion Tachrsiogy Parthers v

PROVID...

Data *

. Note: Change the Error Thrashald Srow ermors over 49% n e
o Step 3: Select the Threshold as required. — w —
providers  clinic of interest

Provider - Volurne = Errors = Grade =

HLT UNIT TEST FROVIDER

18



Traffic Analysis: @

i Performance Map

The Performance tab includes three pie charts:

* Responses which includes Custom ACK errors which are present in the date range selected.
(AA, Al, AW, AE, AF, AR).

* Requests which includes Updates and Queries and

* Immunizations which includes Immunizations Created and Immunizations Updated.

HL7 Profile
: Date Rangs View Version
Enrmianizations
OEA 12020 - DA T/2020 = | rROVIDER | | vasa g m View Trands
Erventory
Clinie Teols
Reporis
bl _ _ _
HLT Message Log
Widne: Securty Log e
HLT Docursntation /.:
Trafhc Anatysis
Portanmancn Map g
Profis
Cuniity Trands
_ aAn-0 AE -5 M Updates - 7 W immunizations Crested - 2
WAL WAF-1 Cusries - 0 Imenunizations Updsted - 0
AW -0 AR 0

Jurisdiction's Provider Performance

HLT UNIT TEST PROVIDER L] 1 o 1 1 L] T ] 2 1] F




P@ Traffic Analysis: @
S Performance Map

The Errors Tab will include a table with sortable columns that lists the top 20
errors (based on Count) for the selected entity.

' Your Best & HL7 Profile @
i

Eiw

HOME // PROFILE ' GENERATIONS FAMILY HEALTH CENTER

r riorvator Syde

CT0196 VE"W" Grade: u - 33%,

Errors will provide

Date Range Version details about the missing

06/1172020 - 06/17/2020

o BB m information and what’s
wrong in the message.

HL7 Management
HL7 Message Log
View Security Log
HLT Documentation

Facility Performance

Segment + Field Position +  ErrorCode »  Severty v  Count »  User Message ~

ORC-12 (ORDERINGPROVIDER{1]): UNRECOGNIZED/UNSUPPORTED VALUE [1619494945), EXPECTATION:
ORC 12 WEBIZ-701 | 3 VALUE MUST BE ONE OF THE FOLLOWING: (IS NULL OR EMPTY OR EXISTS IN THE TABLE OF KNOWN NPIS)
WHEN THE IDENTIFIERTYPECODE OR ASSIGNINGAUTHORITY IS SET TO NPL

MSH 4 WEBIZ-AUTH-625 E 1 FACILITY IS NOT ACTIVE FOR HL7.

Version 20.2 20200331

20



Connactiost Departmant

of Publc Health

Traffic Analysis:

Performance Map

(3

It's Your Best Sﬁ'
I Connecticut

The Query tab includes a pie chart for Query Matches. The Query Matches pie chart
includes data counts for: Single Matches, Multiple Matches, No Match, Too Many
Matches.

= wiz

Conmectiout
It Iricrrnater Tepatem

Home

Patients

Immunizations

Education

Inventory

Clinic Tools

Reports

HL7 Managemeant
HLT Message Log

View Security Log
HLYT Documeantation

Traffic Analysis
Parformance Map
Frofile
Cuality Trends

Varsion 20.2.20200331
Copyright © 2001-2020

Envision Technology Pariners Inc.

HL7Y Profile &

HL7 UNIT TEST PROVIDER

Date Range

06M11/2020 - D&M F/2020

Parformanca

Select Query

tab for more
details

Version

V251 &

M Single Matches - 0
Mo Match - O

21

M Multiple Matches - 0
N Too Many Matches - O

Z



DPH Traffi C Ana lyS'I S. ngz
Quali ty Trends :

This page allows a user with access to the HL7 module to view messages trends, such as
volume of messages and data quality over a selected time period.

The trends section includes three graphs.

- ACK Codes. The table will display columns for AA; Al, AW, AE, AF, AR and Total.
- Immunizations. Select options: Created, Updated, Deleted

- Error Segments. Select options: | Segments, E Segments, W Segments

HL7 Quality &

Mouse over a graph to view counts for a specific date.

A AR -} = Croabed B Daoleted = =] =

@ 1o

wun 11, 2020 Jun 15, 2020 Jun 11, 2020

A AE AR Croated Uipsdatesd D letad | Segments E Segmants W Sagmants
0| o] L7 o |
Al AN AF
[ o |
Todml
1]

22
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Interface Activity - Clinics

Reports

23
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Reports: Sty

e Interface Activity-Clinic

S HL7 UNIT TEST PROVIDER, HL7 UNIT TEST CLINIC O PATIENT SEARCH

Ws Your Baat 1] Rﬂpﬂﬂs ﬂ Loaarm BAcars
ETW

e e haraa e pnm

Patiant

LE Hiatory'/Riak/Necommeandations
Official mmunization Reoord

Pationt Administrative Record
Homma

Patinnts Formes / Infermational Documants

ACIPF Child and Adolsscant Immunization Schedule
ACIF Adult Immunization Schadule
Clinko Contact Listing

Tz ations

E dhuscation
Froduct Linting
Invantony Vaccine information Stalements (WiS)
Clinkc Tools CT Forms and Resources
Roporta Training Matoriais
Teahnioal Suppont
HL7 M it Application Help

Patiant Managemant

Birth Yaccinations

Inactivate Patients

Fatlent Detall with Services

Pationt List By Insurancs Sourcs
Fatent ListCounts By Clinle Report
Patient Remindosr/Recall

Fatient Roster

FPatlent VFC ENgibiiity History

SeleCt Fatiants By Birth Facility Type

Fatlents First Seen
ReportS Pationts with Actlve Exempticons
Fatients with Adverse Reactions
Patlents with MNotes
PFatieonts with Vaccine Mefusals
Fatlents with Vacoine Refusals - Dataman
Vaccine Rocall
Fatlents with Precautions / Contraindbestlo:

Step 2: Scroll down to the
bottom to access HL7
reports in the Interface
Activity-Clinic section

Iinterface Activity - Clin

HLT Acknowledgement (ACK) Messages
HLT Activity

HLT Activity - Datamart

HLT Facility Codes

HLT Message Count

DQA Patlent Vaccination Report

HLT Messages by ACK Message

24



DPH HL7 Acknowledgement [CLe:
Messages (ACK) Report

» Generates a list of ACK messages based on the selection criteria.
* This report searches the HL7 Message Log for any Acknowledgement (ACK)
messages that match the search criteria.

Itl'fo-u Butﬁ

‘ w HL7 Acknowledgement (ACK) Messages
rmureraton indorraton Sysien
Enter the selection criteria and click "Run Report” or click “Cancel” o return to the previous page.  Step 2: i |
Step1: Select Select your
Patients Report Selection Criteria Code
Immunizations Provider * Receiving Faw -
) HLT UNIT TEST PROVIDER = CT9999
Education
Clinic *
Inventory L7 UNIT TEST CLINIC : Step 3: Check the
Clinic Tools Sending Facility Code Batch Log ID pre—— V errors you want to
[cToo00 - AA @ AE B A run the reports for
Reports Patient Custom Acknowledgement
HL7 Management [ Q © Message Text Code
Viersion 20.2. 20200331 AR Al AW AE AF AR
Copyright szﬂ 2020 From Date From Time To Date To Time Step 5:
Envishon ; ’ 06172020 [ 12:00 AM (HHMM AP OGN T2020 ] 11:59 PM (HHMM AP p
Step 4: Run
Select the Output Type @ EXTRACT - Delimiter: | Report

Date Range Cancel

25




It's Your Best S

HL7 Activity Report @

DPH)

m-: mmn

This report generates a summary of HL7 activity per Provider/Clinic. It
calculates all the types of messages processed from the provider/clinic
specified.

HL7 Activity

Enter the sela ort™ or click "Cancel” to return to the previous ﬂ
Step 1: Select the Step 2:
Provider/clinic Select the
Report Sﬂlnctionfﬁtﬂria FaC]l]ty Code

Immunizations Provider * Facility C

Education HLT UNIT TEST PROVIDER .} CTa999 i
Clinie *

Inventory HL7 UNIT TEST CLINIC :

Clinic Tools User

Reports EHR Vendor

HL7 Managemant (ALL VENDORS) +
EHR Product

Version 20.2. 20200331 .
o iht & 2001 -2020 il
Envl:lnr:'::l:ghn:-l-:l-;',' Partners Inc. Message Type Step 4:
(ALL) * Run
rom Date From Time To Date To Time R
Step 3: Select 06/02/2020 12:00 AM HHMMAR)  0617/2020 | @ 11:59 PM puemmas REPOrt
the Date Range ) /

Output Type g FOF  EXTRACT - Delimiter: |

26
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(Output)

This report displays the number of messages of different types that

are sent and received is explained in this report.

o Podi

Provider = HLT UNIT TEST PROVIDER. Chnic = HLT UNIT TEST CLINIC, HLT Facility = CT8999, EHR Vendor = (ALL VEMDORS), From Date = 06/02/2020,

From Time = 12:00 AM, To Date = D&M T/2020, To Time = 11:55 PM

HL7 UNIT TEST PROVIDER (2)
HL7 UNIT TEST CLINIC (2) - HLT_UNIT_TST

CTWiZ

D P H HL7 Activity

First Call

HL7 Activity Report

Last Call

Jun 9 2020 10:43AM

Jun 9 2020 10:45AM
Jun 9 2020 10:43AM

Jun 16 2020 9:53AM

Jum 12 2020 12:49PM
Jun 16 2020 9:53AM

HL7 Facility Code: CT9999 Username:

HL? _UMIT_TEST_USER
Message Type Log Type # of Calls
WX OWVO Received 0
VARVO3 Sent o
WA O2 Sent i
WX LUNOS Received 12
aBPO11 Received 0
QCKQoz Sent 0
RSPK11 Sent 0
ORURD1 Received ]
ACK - AA Sent 4
ACK - AE Sant a8
ACK - AR Sent o
BATCH 0
HLY Facility Code CT9999 Total: 24
Clinic HLT UNIT TEST CLINIC (2) Total: 24
Provider HL7 UNIT TEST PROVIDER (2) 24

Total:

N
~

It's Your Best §
Gl
. F\J

Connecticut

June 17, 2020
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DPH

Message Type Definitions

VXQVO01
VXRVO03
VXXV02
VXUV04
QBPQ11
QCKQO2
RSPK11

ORURO1
ACK-AA
ACK-AE
ACK-AR

HL7 Activity Report CiL .

N/A
N/A
N/A
Unsolicited vaccination record update
Bi-directional Query - Query Parameter Definition
N/A

Bi-directional Response - Segment pattern
response

N/A
Acknowledgement for Application Accepted
Acknowledgement for Application Error
Acknowledgement for Application Reject
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DPH HL7 Activity- Datamart [Cil:

Department
H‘?\.h’rlh -

This report generates a summary of HL7 activity per Provider/Clinic.
» Calculates all the types of messages processed from the provider/clinic
specified.

« Data for this report is refreshed nightly and will only reflect information as
of the previous day.

HL7 Activity - Dat=amart

Step 1: Select the Step 2:
Enter the selection criterk Provider/clinic sk “Cancel” to return to the SeleCt the [d)

Facility Code
Pationts Report Selection Criteria
Immunizations Provider ~ Facility Cgde
Ed Son HL7 UNIT TEST PROVIDER ¢ CT9999 s
Clinic ~

Inventory HL7 UNIT TEST CLINIC

Clinic Tools User

“w

“

Reports

EHR Vendor
HL7 Management (ALL VENDORS)

EHR Product
Varsion 20.2. 20200331

Copyright © 2001-2020
Envision Technology Partnems Inc Message Type
(ALL)
BATCH - BATCH MESSAGE Step 4
ACK - ACKNOWLEDGEMENT *
ORUROT - UNSOLICITED TRANSMISSION OF AN OBSERVATION Run
QBFPQ11 - QUERY BY PARAMETER REQUESTING AN RSP SEGMENT PATTERN RESPONSE

Note: Hold the Ctrl key 1o select multiple items Re Ort
Step 3: Select the mivory O To Date >
Date Range 06/02/2020 = 06/18/2020 =
Cancel

“w

Output Type gy FPDF EXCEL
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DPH HL7 Activity- Datamart [ Wiz
(Output)

- PDF output includes totals by Message Type, Facility Code, Clinic, and Provider.

- The report calculates all the types of messages processed from the provider/clinic
specified.

- This report runs against the datamart query database, which is refreshed at regular
intervals. Therefore, the data is not as current as the production database, but by
querying a separate database, larger amounts of data can be retrieved without impacting
production.

& Connectiout

“ CT wiz
DPH HL7 Activity - Datamart
Providar = HLT LUNIT TEST PROVIDER, Chnic = HLT UNIT TEST CLINIC, HLT Facility = CTO999, Usad = (ALL USERS), EHR Vandar = (ALL VENDORS), EHR

Product = (ALL EHR PRODUCTS), Massags Typa = 0, From Date = DEQZR020, To Date = 08N EAZ2020

HLT UNIT TEST PROVIDER (2)
HLT UNIT TEST CLINIC (2) - HLT_UNIT_TST

HLT Facility Code: CTH389 EHR Vendor: UNMDEFINED
Username: HL7 _UNIT _TEST_USER EHR Product: UNDEFINED

Message Type Log Type # of Calls

ACK Apy E]

MG AE ]

ACK AR ]

BATCH UNDEFINED 1]

ORURD1 UNDEFINED 1]

aBPa11 UNMDEFINED 1]

QCKOQ02 UNDEFINED 1)

RSPK11 UMDEFINED ]

WOV UNDEFINED ]

WMRWVO03 UMDEFINED 4]

WVXLWO4 UNDEFINED 12

WIWV02 UMDEFINED 0

HL7 Facility Code CT2999 Total: 24

Clinic HLT UNIT TEST CLINIC (2) Total: 24

24

Provider HL7 UFB'DTEST PROVIDER (2) Total:



DPH) HL7 Facility Codes E’”

Connactiost Departmant
of Public Health

* The report generates a list of HL7 facility codes based on the criteria set.

* This is a unique code representing the type of organizational setting where the clinical
encounter, service, interaction, or treatment occurred. In our case any institution providing
the vaccination/immunization service.

i's Your Beat 5
'ﬁz HL7 Facility Codes
- W“'“"“ "= Step 1: Select the o
Enter the selection criterii . o e “Cancel” 1o return to the previous page.
Provider/clinic
Home
Patients Report Selection Criteria
Immunizations Provider *
Education HLT UMIT TEST PROVIDER &
Inventory Clinie *
HLT UNIT TEST CLINIC &
Clinic Tools User
- - USER, HLY UMIT TEST () &
HLT Facility Code Last Modified Date Range
HL7 Management From: 06/01/2020 | B Through: O&18/2020 @ &9
“Warakon 20.2.2 ORI 33
Copyright © 2 O EHR Verdor
Enwvislon Techrology r-'arlnnr: Inec. {ALL VENDORS) -
EHR Product
Stalus Code Step 3: Run
Step 2. Select Read Only Access Report
the Date Range Sort Order
DISPLAY ORDER &
Cutput Type @ FOF ) EXCEL ) EXTRACT - Delimiter: | |

=
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DPH HL7 Facility Codes e

(Output) G

This report generates Provider, Clinic, Facility Code, Facility Name, HL7 User,
Status, User created/last updated by with date/time, read only flag, and EHR
Product.

It shows the status of the clinic whether it is active, in read only mode and whether
the data is received in batches.

CT Wiz June 18, 2020
DPH HL7 Facility Codes

Provider = (ALL PROVIDERS), Clinéc = (ALL CLINICS). Sor Order = DISFLAY ORDER, EHR Vendor = (ALL VENDORS)

Read Receives
Provider Clinic Facility Code  Facility Name HLT User Status Only Batchas
HLT UNIT TEST PROVIDER HL7 UNIT TEST CLINIC CT9999 CONMECTICUT TEST FACILITY HLT UNIT TEST USER A N N
EHR Vendor: EHR Product:
Created By: SYSTEM ADMINISTRATOR on 09/14/2018 Comments: HLT UNIT TEST FACILITY

Madified By: ALEJANDRA ARIAS on D2/17/2019 08:45:5
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D@ HL7 Message Count

Connactiost Departmant
of Public Health

This report queries the selected facility to display the number
sent during the defined date range.

It's Your Best 5
; EZ HL7 Message Count

Immunizaton informaton Sysiem

Enter the selection criteria and click the "Run Report’ button,

Home Step 1: Select the
Patients Report Selection Criteriz Provider/clinic
Immunizations Provider *
. HL7 UNIT TEST PROVIDER =

Education

Clinic *
Inventory HL7 UNIT TEST CLINIC s
Clinic Tools Facility Code

CT9999 H

Reports Message Type
HL7 Management (ALL)

From Date To Date

Varsion 20.2.20200331 06/01/2020 = 06/18/2020

Copyright © 2001-2020
Envision Technolog 3

Step 2. Select utput Type @ PDF ( EXTRACT - Delimiter: |

the Date Range

33

It's Your Best S

;cjj

of HL7 messages

+ Step 3: Run
Report

/

Run Report Cancel



DPH HL7 Message Count -
(Output)

‘:‘

Connecticut

CTWiZ June 18, 2020

DP H' HL7 Message Count

Provider = HLT UNIT TEST PROVIDER, Chnic = HLT UNIT TEST CLIMIC, HLT Facility = CTS8%, Massage Type = (ALL), From Date = 06/01/2020, To Data =

0&ME2020
Provider Facility Code  Facility Description Message VXQ Connection
Count Type
EHR Vendor:
HL? UNIT TEST PROVIDER CT9959 COMNMECTICUT TEST FACILITY 12 0
EHR Vendor Total 12 0
Report Total 12 0
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DPH

DQA Patient Vaccination Wz

Report

« DQA (data quality analysis) is the process of scientifically
and statistically evaluating data in order to determine
whether they meet the quality required for projects or
business processes and are of the right type and quantity to
be able to actually support their intended use.

« The purpose of this report is to generate a list of any
vaccinations that meet the criteria.
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DPH

* DQA - Data Quality Analysis

» The purpose of this report is to

generate a list of any
vaccinations that meet the
criteria.

» This report can be helpful for
monitoring data quality.

« Opted out patients are not
included in the results.

* Input Criteria: Vaccine,
Provider, Clinic, Include All
Global Users, Date Range
Filters, Vaccinations, Created

By, Updated By, Output Type

DQA Patient Vaccination
Report

Report Selection Criteria

Connecticut

Step 1: Select the Vaccine

—

Vaccine

(ALL VACCINES) =
Provider *

HL7 UNIT TEST PROVIDER 5
Clinic * <

Step 2: Select the

HLT UNIT TEST CLIMIC . . .
provider/clinic

Include All Global Users (WeblZ and School Module) NO 3

Step 3: Select
any one Date

Date Range Filters

-

Vaccination Date Range

From: 06/02/2020 [ Through: 062372020 [ Range
Vaccination Audit Create Date Range
From: MMDDMNYYYY [ Through: MM B
Vaccination Audit Update Date Range
From: MM/ODDAYYYY B Through: MMDDAYYY B
Date of Birth Date Range
From: [MMDDAYYYY [ Through: MMDL =
Vaccinations Step 4: Select the created by-
o~ Historica valid
Vaccinations Created and Updated By
Created By * Updated By *
[ANY USER) / [ANY USER)

KOPYLEC, ANGELA () KOPYLEC, ANGELA (--)
MEHTA, SHRADDHA ()

SHAIK, SHABEENA, |-}

USER, HL7 UNIT TEST ()

MEHTA, SHRADDHA ()
SHAIK, SHABEENA, ()
USER, HLT UNIT TEST (=)

37
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DPH DQA Patient Vaccination S
— Report (Output) ==

The DQA Report is generated in Excel. It gives the following information:

-Patient Information. Patient Default Clinic Code, Patient Default Clinic Name,
Creation date of patient record, Last update date of patient record, Type of
Patient, Patient ID, MRN, Name, DOB, Gender, Clinic Patient Status, Ethnicity,
Language, Race(s), Patient Eligibility, Mother Name, Address, Primary Contact
Information, Phone, Email.

-Vaccination Information. Creation date of the vaccination, Update date of the
vaccination, HL7 Facility Code, Vaccination Clinic Code, Vaccination Clinic Name,
Vaccination Code ID, NDC, Vaccination Description, Vaccination Date,
Manufacturer, Lot number, Expiration date, Dosage, Historical (Y/N), Body Site,
Body Route, Vaccine Funding source, Vaccination Eligibility, Administered (Y/N),
Administered by, Prescribed by, VIS Given Date, VIS Name, Vaccination Created by
User, Vaccination Updated by User.
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opH) HL7 Messages By ACK Message iz

~

L2 Connecticut

 Generates a list of multiple ACK messages based on the selection criteria and
grouped by ACK message.

« This report searches the HL7 Message Log for any Acknowledgement (ACK) messages
that match the search criteria.

HL7 Messages By ACK Message

Step 1: Select the Date Range I Rt

Report Criteria T

Step 2: Select the Provider/Clinic/Vendor .
Date of Message P Step 3 °
From Date * Through Date * Run the
05/01/2020 ] 06/18/2020 ] Report
Prosider Clinic Vndor M

HL7 UNIT TEST PROVIDER : HLT UNIT TEST CLINIC s ALL
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Connectios Department

of Public Health

HL7 Messages By ACK Message

Output

[€I/ Wiz

Connecticut

Immunaton informaton Sysiem

Vendsr  Solvware M Faclly Savarty Toul
Name  Name (ode (OricCode i Name HLT MK Code Error Segment HLT Fiekd Poion  HLY Fiekd Mame Error Code User Wessage Errors  Aetion StartPeriod  End Period

wilued "0 then the messape SHALL incle an O sagment associated with the LA with Dt

CI  HLT_UMITTST HLPUMITTESTCLIMC AE £ Il vakee 1.1shal el "G4334-T" indicating Funding Elgbility. § 05010 C6/1&7H030
walued "0 then the message SHALL induds an O sagment associated with the Bl where

CTo%  HLT_UMITTST HLPUMITTEST CLIMIC AE W Required observation misng 60-3.1 shallequal “30963-3" indicating the Funding Soume. § i T e T

CT88 LT UMITTST HLPUMITTESTCLIMIC AE W Oi  ORCITA EriergOrganiation  Requined obesrvafion mésing ORC-L7 (EnberingOrgarizationy: Has a conciionally required elemen (| dentifier]. Expectabon: 5 Leave tisfiekd bl 5010020 (818700
walke: B populatesd with a valid fackity code when the fist conomence of BA-5.1 & valued "00°

CTo%  HLT_UMITTST HLPUMITTESTCLIMC AE W BA R hdminsteredonton Requied ohiervatonmasing and KUA-20 [Completionttans] b valed "0F or "PA'. § i T e T

T HLT_UMIT_TST HLTUMITTEST CLINC i 05010000 Ceyi&030
Expectation: value must be ore of the following: (i nul orempty or reeds o be 2 vald emal

CT%  HLT_UMITTST HLPUMITTESTCLIMC AE W T Homeftoreumber  Imvald vale akdrest]. 1 T T T

CTo%  HLT UMITTST HLPUMITTEST CLIMC AE E Wb HD Requared obuvation mising  The messape wilnot knad de o the PID segment missing recuined data. Expectation: vake PID- 1 0501000 C&1&/030

CT88 LT UMITTST HLPUMITTESTCLIMIC AE I AD  ADAS Patentidertfierlst Tabie value not found PAD-3 {Patientdersifiert st 11): Unsupported valee [M]. Expectation: valoe mist be i the st of 1 0501000 Ce187H030
Expectation: valke & an incomplete addvess. Address vll ok load unless Street Addeess, iy,

CTo%  HLT_UMITTST HLPUMITTESTCLIMC AE W AD  ARIL Fatentddreds Required observation missing $tate and a wald Dip are all entered for i adcbess type. 1 i T e T

T HLT_UMIT_TST HLTUMITTEST CLINC I L ML Powectonindeeior  Imvald vake The PO1-1 (Proecionindicator] has bewn set, the contents of ths message will not be kaded i 05010000 Ceyi&030

CI LT UMITTST HLPUMITTESTCLIMC AE £ Il vakee Mathorization Exvor: User does rt have permiasion bo send for this Baclty 1 05010 C6/1&7H030

CT9 LT UMITTST HLPUMITTEST CLIMC A E WiH  MiH&1 hecawnghanity Imal vakee oS- [RecedvingFaciity]: Unable do process this message: Expected value [CT0000] but found 1 T T T

CT% LT UMITTST HLPUMITTESTCLIMC AE £ WiH  MiH&1 Recawrghackty Table vale not found oS5 [RecedvingF aclity): Mo matching faciity fourd for [CT]. 1 T T T

CT%  HLT_UMITTST HLPUMITTESTCLIMC AE W o Ol Tabie vale nokt found * Unvetogrioedweupportad vale ], Eipectaton: value slement /31 xots in fable MPOCH, 1 i T e T

CTo% LT UMITTST HLPUMITTEST CLIMC AE W 0B OB KaturediiAbrormalTest  Tabie value not found O0n-10 (Natured) fkbrormalTist] 1] : Leveengrizedursupported value |f]. Expectatio: value 1 Levethisfiekd inbé 0S/002000 (61872000

989 HLT_UMITTST HLPUMITTESTCLIMIC AE W 0E  OBLIL ObservationBesutitatis Invald vake OfK-11 [DbservationResults ts]: Unvecngrized/unsupporied value: || Expectatior: vakie & 1 OAML00 OB/LEM0N

CT9 LT UMITTST HLPUMITTEST CLIMC A W 08 OBIR3 ResporabieCibserver  IlogicalVale e lintesmal Parses Ervor: Field o bong: 96> 50 1 leavetisfiekl bl GA/01H00 G6/1LTHIM

CT% LT UMITTST HLPUMITTESTCLIMC AE W 0B OB Observationidentfier  Table value not found (-3 [bservationtdentfier]: Unvecognized/unsupperted value [[find 2 LOING Codel. 1 T T T
[25308865R 3000255111915 HPY Wacces V15" cdcga . Expectation: valee in DB#-5.1

99 HLT_UMITTST HLPUMITTESTCLIMC A W 0 OB Dbservationiiale IHogical Value emoe {Dbssrvationakue) mist have 3 valee in COOGRIVS when 081, |Dbservationldentfier) 1 OAML2000 OB/LEM0N
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OPH! Notes CiL) *s*f,z

& Connecteut

* All errors should be addressed. Use the Quick Reference to fix VXU Errors

for assistance with error
correction.

* Some warnings can be ignored but not all. Refer to ACK Message Guidance for
Common Errors in CT WiZ

* Please refer to the Delta Guide which provides guidance on HL7 message structure
and requirements specific to CT WiZ.
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https://portal.ct.gov/-/media/Departments-and-Agencies/DPH/dph/infectious_diseases/immunization/EHR-HL7/CT_WiZ_HL7_Quick_Reference_to_Fix_VXU_Errors.pdf
https://portal.ct.gov/-/media/Departments-and-Agencies/DPH/dph/infectious_diseases/immunization/EHR-HL7/CT_ACK_Guidance_042020.pdf
https://portal.ct.gov/-/media/Departments-and-Agencies/DPH/dph/infectious_diseases/immunization/EHR-HL7/CTWIZ_DELTA_GUIDE-4_20.pdf

DPH How To Get Help [ Wiz

» Click on the icon located at the top of the page to get a description of
whichever screen you are on.

* Some pages have a L=am Mo [ink. Click on this to see short "How To" videos.
These appear on a separate page so you can play videos while navigating through
CT WiZ.

» Visit the CT WiZ training page
(https://portal.ct.gov/DPH/Immunizations/CT-WiZ-Training). The training page
has humerous documents and step by step videos to help you.

» Still can’t find an answer to your question? After you exhausted all of the above
options, submit a help desk ticket to get the quickest answer. For any CT WiZ
issues, please raise a help desk ticket by using the helpdesk app found at
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https://portal.ct.gov/DPH/Immunizations/CT-WiZ-Training
https://dph-cthelpdesk.ct.gov/

