PGP Freeware (6.5.8) installation procedure

SYSTEM REQUIREMENTS for PGP Freeware (6.5.8)

To install PGP on a Windows 95, 98, 2000, or NT system, you must have:
· Windows 95, 98, 2000, NT 4.0 with Service Pack 3/4/5

· 32 MB RAM

· 16 MB hard disk space for the client install

To install PGP software follow these steps:

Note: Close all applications before running installation.

1. Double click to unzip the PGPFW658WIN32.zip file. Unzip the content on to a folder of your choice.

2. Select Setup.exe 

a. “Welcome screen”  – click Next

b. “Software License Agreement” – read agreement, select Yes

c. “Important Product Information” – click Next

d. “User Information” enter Name and Company, click Next

e. “Choose Destination Location” – keep defaults, click Next

f. “Select Components” – Clear following components
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· click Next

                  h.   “Ready to start copying files” – click Next

g. “Existing Key Rings” – Do you have existing keyrings you wish to use? – No

h. “Setup complete” – check Launch PGPkeys, click Finish

i. “Key generation Wizard” – click CANCEL

3. Once in PGPkeys application select and delete all the default user keys.

To import PGP keys

Note*:  “Key” of the receiver/recipient must be imported to your key set, who is the sender, before encrypting any document to send to the receiver. 

To further clarify this, the sender encrypts a file so that only the intended recipient can decrypt it. Thus, sender must have a way to tell the encrypted file that only the intended recipient can decrypt this file. This is why the sender needs the recipient’s key. PGP support this concept by importing a recipient(s) key. 

To import PGP key you must start the PGPkeys application.

1. Start, Program Files, PGP, PGP keys, Key Generation Wizard - select CANCEL.

2. 
In PGPkey application, select Keys, Import, locate .asc file select Import

To encrypt the file

To encrypt the file before sending it out to the receiver follow these steps:

1. Right click on the file and choose PGP, encrypt (note: do not select encrypt and sign), double click to select recipient, OK.  The file will be created with a .pgp extension (ex: testfile.doc will now be testfile.doc.pgp).  This file can now be sent out as an attachment.

OR

      1. Open PGP Tools (Start, Programs, PGP, PGP tools), select the Encrypt button, locate and select file to be encrypted, click Open, double click to select recipient, OK, Save. 
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