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DATE: December 4, 2024

SUBJECT: Hospital Cybersecurity Plans

With the recent passage of Public Act 24-19, An Act Concerning the Health and Safety of
Connecticut Residents, please be reminded that Section 20 requires:

Not later than January 1, 2025, and not less than annually thereafter, each hospital
licensed pursuant to chapter 368v of the general statutes, except any such hospital that is
operated exclusively by the state, shall (1) submit the hospital's plans and processes to
respond to a cybersecurity disruption of the hospital's operations to an audit by an
independent, certified cybersecurity auditor or cybersecurity expert credentialed by the
Information Systems Audit and Control Association, or similar entity that provides such
credentials, to determine the adequacy of such plans and processes and identify any
necessary improvements to such plans and processes, and (2) make available for
inspection on a confidential basis to the Departments of Public Health and Administrative
Services and the Division of Emergency Management and Homeland Security within the
Department of Emergency Services and Public Protection information regarding whether
such plans and processes have been determined to be adequate pursuant to such audit and
the steps the hospital is taking to implement any recommended improvements by the
auditor.
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Please refer to Public Act 24-19 for the full requirement.

In addition, under the federal Conditions of Participation hospitals are required to develop and
maintain a comprehensive emergency preparedness program utilizing an all-hazards approach
which addresses a spectrum of emergencies or disasters, including cyber-attacks.

For Questions, please contact Cheryl Davis, Public Health Services Manager at
Cheryl.davis@ct.gov
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