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FROM: Lori Mathieu, Public Health Branch Chief, EHDW 

DATE: August 31, 2023 

SUBJECT: Medium Cybersecurity Advisory: Barracuda ESG Vulnerability 

The Connecticut Department of Public Health (DPH) would like to make public water systems 

(PWSs) aware of a medium-level cybersecurity advisory issued by the U.S. Environmental 

Protection Agency (EPA) concerning the exploitation of a vulnerability in Barracuda Network’s 

Email Security Gateway (ESG) by suspected cyber actors. 

DPH is requesting each PWS to assess whether it has any Barracuda ESG devices connected to its 

network and if so, follow the mitigation recommendations listed in EPA’s advisory. 

PWSs that do not possess any Barracuda ESG devices need not take action but are encouraged to 

read the advisory for general awareness of ongoing cybersecurity threats and examples of 

mitigation procedures. 

c: Deputy Commissioner Lisa Morrissey, MPH, Department of Public Health 

Certified Operators 
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Cybersecurity Advisory: Suspected 
People’s Republic of China (PRC) 
Cyber Actors Continue to Globally 
Exploit Barracuda Email Security 
Gateway (ESG) 
 
 
REGIONAL DISCLAIMER (Medium Alert): EPA Regions are receiving this message for 
awareness only. WICRD is not asking you to share this message, however your region may 
decide to send the message to states and/or direct implementation utilities, at your discretion.  
 


EPA is issuing this alert to inform water and wastewater system owners and operators of a new 
FBI Flash advisory which details a zero-day vulnerability in Barracuda Network’s Email Security 
Gateway (ESG) devices. Barracuda ESG is an email management solution used by 
organizations to manage and filter inbound and outbound email traffic to protect organizations 
from email-borne threats and data leaks.  
 


The FBI has verified that all exploited ESG devices, even those with patches pushed out by 
Barracuda, remain at risk for continued computer network compromise from suspected PRC 
cyber actors exploiting this vulnerability. The cyber actors utilized this vulnerability to insert 
malware onto ESG devices that enabled multiple malicious activities to include unauthorized 
persistent access, email scanning, credential harvesting, and data exfiltration. The Office of 
Water recommends that water and wastewater utilities review this alert, the indicators of 
compromise (IOCs), and take proper countermeasures to reduce the likelihood of being 
compromised by malicious cyber actors. 


 
Indicators of Compromise 


IOCs are pieces of digital evidence that suggests a network may have been breached. Per the 
advisory, the FBI strongly advises all affected ESG appliances be isolated and replaced 
immediately, and all networks scanned for connections to the provided list of indicators of 
compromise immediately. 
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IP Addresses 


101.229.146.218 23.224.42.29 139.84.227.9 107.173.62.158 
103.146.179.101 23.224.78.130 155.94.160.72 137.175.19.25 
103.27.108.62 23.224.78.131 182.239.114.135 137.175.28.251 
103.77.192.13 23.224.78.132 182.239.114.254 137.175.30.36 
103.77.192.88 23.224.78.133 192.74.226.142 137.175.30.86 
103.93.78.142 23.224.78.134 192.74.254.229 137.175.51.147 
104.156.229.226 37.9.35.217 198.2.254.219 137.175.53.17 
104.223.20.222 38.54.113.205 198.2.254.220 137.175.53.170 
107.148.149.156 38.54.1.82 198.2.254.221 137.175.53.218 
107.148.219.227 38.60.254.165 198.2.254.222 137.175.60.252 
107.148.219.53 45.63.76.67 198.2.254.223 137.175.60.253 
107.148.219.54 52.23.241.105 199.247.23.80 137.175.78.66 
107.148.219.55 64.176.4.234 213.156.153.34 216.238.112.82 
107.148.223.196 64.176.7.59 195.234.82.132 54.197.109.223 
185.243.41.209 155.94.160.95 45.154.253.153 45.154.253.154 
173.201.39.85    


 
 
Mitigation 
 
All drinking Water and Wastewater Systems are recommended to: 


• Identify any Barracuda ESG devices and remove them from the network immediately. 
• Investigate for any further compromise by conducting scans for outgoing connections 


using the list of indicators of compromised (IOC) outlined in the alert.  
• Revoke and rotate all domain-based and local credentials that were on the ESG at the 


time of compromise. 
• Revoke and reissue all certificates that were on the ESG at the time of compromise. 
• Monitor your networks for the use of credentials that were on the ESG at the time of 


compromise. 
• Review network logs for signs of data exfiltration and lateral movement across the 


organizations’ networks. 
• Capture forensic image of the appliance and conduct a forensic analysis. 


The U.S. EPA Office of Water requests that the WSCC review this advisory and pass it along to 
all water & wastewater entities that may be susceptible to this threat.  
 
For more information on the alert, please refer to the FBI FLASH Suspected PRC Cyber Actors 
Continue to Globally Exploit Barracuda ESG Zero Day Vulnerability (CVE-2023-2868). Water 
and wastewater system owners and operators should direct their IT/OT system administrators to 
review the guide for further use and implementation. Organizations are encouraged to report 
information concerning suspicious or criminal activity to sf-barracudacve@fbi.gov or their local 
FBI field office. If you have questions about any of the information contained in this document, 
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please contact Brandon M. Carter, Water Infrastructure and Cyber Resilience Division, USEPA 
(carter.brandon@epa.gov). 
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