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Vision

Transform the health care of Connecticut 
 communities, measurably increasing the quality 

 of care, improving patient health outcomes, and 
 improving the overall cost/value of care in each 

 of our communities. Transforming healthcare in 
 Connecticut will require a broad array of 

 solutions not limited to financing reform, the 
 introduction of technology, exchange of health 

 information, care coordination and teaming, 
 major changes in patient‐provider workflows, 
 rapid deployment of evidence based clinical 

 approaches, and fine tuned measurement of 
 community outcomes. 
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Goals for CT Health Information Authority

To develop for our Connecticut communities a 
 transformational infrastructure that includes 
 EHR and data exchange technology solutions 
 linking providers, patients, payers, and public 
 health resources, analytic and decision 

 support technology, process reengineering 
 and clinical improvement tools, and feedback 

 of lessons learned back into training 
 curriculum for future staff and clinical 

 providers.
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Community Benefit: 
 The Value of HIT and HIE 
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Impact of the Availability of Information
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Source: 2006 Commonwealth Fund International Health Policy Survey of Primary Care Physicians.



Doctor Routinely Receives Alert about Potential 
 Problem with Drug Dose/Interaction

Source: 2006 Commonwealth Fund International Health Policy Survey of Primary Care Physicians.
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Connecticut Health Information Authority
 Building Blocks

• Uniform governance/privacy and security policies/standards

• Training/workforce development

• Deployment of Certified Electronic Health Record (EHR) 

• Statewide Health Information Architecture linked to National 

 Health Information Network

– Health Information Exchange (HIE)/RHIO

– Interoperable clinical data repositories/registries
• Personal Health Record (PHR)/patient engagement

• Aggregation/analysis/reporting of community 

 outcomes/public health reporting

• Support for identification of best practices; workflow 

 improvement
712/17/2009 Lynch
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Federal Opportunities Addressing HIE

Health Information Technology for Economic and Clinical Health (HITECH) Act 

 of 2009

• Medicare Incentives for Physicians

• Medicare Incentives for Hospitals

• Medicaid Incentives

• ONC: Health Information Exchange Planning and Implementation

• ONC: Health Information Technology Regional Extension Centers (REC)

• ONC: Community College (5 Regional) Consortia to Educate Health 

 Information Technology Professionals  (6 workforce roles)    

• ONC: Curriculum Development Centers 

• ONC: Competency Testing – Not yet announced

• ONC: Training in University Settings – Not yet announced (6 roles)

• ONC: Beacon Communities
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Presenter
Presentation Notes
Physicians (some not eligible – i.e. low volume peds)

Up to $15,000 in 2011; $12,000 in 2012; $8,000 in 2013; $4,000 in 2014; $2,000 in 2015

1% penalty in 2016; 2% in 2017; 3% in 2018

Medicaid: 85% of EHR costs up to $25,000 purchase and $10,000 annually for 5 years up to 85% of $75,000

Hospitals

$2 million plus per-discharge amount (annual)

Pro-rated contingent on Medicare utilization 

Payments phased out over 4 years

Penalties beginning 2016 – by 2018 up to 75% of market basket

Office of National  Coordinator for Health information Technology

ONC: Health Information Exchange Planning and Implementation Projects

This Cooperative Agreement program promises $564 million to 50 projects (average $11,300,000) too develop state health information technology implementation plans and fund the implementation of Health Information Exchange. Application Deadline: October 16, 2009

ONC: Health Information Technology Regional Extension Centers (REC)

This Cooperative Agreement program promises $598 million for 70 awards (average $8,543,000) over 4 years to assist about 1000 Priority Primary Care Providers (Priority PCP include group practice ≤10; Community Health Centers; medically underserved populations) per project.  RECs will provide education and outreach to providers; assist in EHR vendor selection and group purchasing; EHR implementation and project management; Privacy and security best practices; local workforce support; practice and workflow redesign; and support progress towards meaningful use. Payment Milestones:  1) PCP contract 2) EHR implementation 3) Achieve meaningful use. ONC expects sustainability and in-kind cost share. 

ONC: 4 workforce opportunities

Community College (5 Regional) Consortia to Educate Health Information Technology Professionals  (6 workforce roles)    

This program makes available $70 million in grants to help develop and strengthen the health information technology (health IT) community by rapidly creating health IT education and training programs at community colleges or expand existing programs. Community colleges funded under this initiative will establish intensive, non-degree training programs that can be completed in six months or less. Application Deadline: January 22, 2010  Examples: Workforce redesign specialists; Technology and Software support; Trainers; Implementation Managers

Curriculum Development Centers 

This grant opportunity will provide $10 million in grants to institutions of higher education (or consortia thereof) to support health information technology curriculum development. Up to 5 grant awards will support curriculum development to enhance programs of workforce training primarily at the community college level.  Application Deadline: January 14, 2010 

Competency Testing – Not yet announced

Training in University Settings – Not yet announced (6 roles)

Beacon Communities ($220,000,000 for 15 communities; avg. $15,000,000)

To build and strengthen health information technology infrastructure and exchange capabilities to demonstrate the vision of future where hospitals, clinicians, and patients are meaningful users of health IT, and together the community achieves measureable improvements in health care quality, safety, efficiency, and population health. Application Deadline: February 1, 2010 





Function of HIE

Design and deploy information networks and 
 exchange

 
between hospitals, physicians, labs, 

 pharmacies, nursing homes, home health 
 organizations, radiology services, patients, and 

 payers using standards based components.  The 
 desire is to present all pertinent information 

 about individual patients from all community 
 sources available at the point of care. This will 
 require deployment of interfaces

 
at participant 

 sites and the development of community based 
 health information exchanges (HIE) to facilitate 
 the location of and exchange of standardized 

 data.
912/17/2009 Lynch



Challenge: How to Build Scalable Trust?
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Presentation Notes
To connect our collaborative states to exchange patient health information with each state’s varying business models requires not only each organization to have a business agreement with each organization they intend on exchanging data but as a part of that agreement they would need to negotiate acceptable business standards for with each agreement. 





Federal: HIPAA , Alcohol and Drug; Medicare; Medicaid; 
FERPA,FDA

State: Behavioral Health, HIV, Genetic; Sexual; Prison;  Peds

Organizational: Business Goals; Policies; Employment; Liability

Authentication

AuthorizationAuthorization Authentication Access Audit

Business Associate 
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Data

Data Internal Policies
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Evolution of Trust
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Internal Policies

Presenter
Presentation Notes
Federal, state and organizational requirements establish the foundation for protection of patient personal health information (PHI).

Once the internal policies are established a network of trust can exist within that institution, allowing proper flow of PHI data.

Add another institution with internal policies with a desire for data sharing between the 2 organizations:

establish a business associate agreement which then expands the network of trust to include both entities. However, one to one business agreements do not scale.
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Common Compact:
Legal, Uniform 

Policies,
Standards 

Solution: Uniform Privacy and Security Policy

Presenter
Presentation Notes
The solutions to the problem of varying policy around authentication and audit is to have a uniform minimum policy that all states can agree to. The ASPC set out to address the variation in policy requirements for the 4A’s. 



We propose a model in which a common compact (In the Nationwide Health Information Network, NHIN it is called the Data Use and Reciprocal Support Agreement, DURSA agreement) replaces one to one Business Associates Agreements. The Common Compact will have all the typical legal language required to meet the underlying federal, state, and organizational requirements, will refer to the technical standards agreed to depending on the business and use cases for exchange, and WILL ALSO establish common privacy and security policies to create TRUST across all participating in the Compact. 













Federal Consortium and NHIN
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Example ROI Opportunity: 
 Social Security Administration

Disability Determinations:
• Demonstration project to link provider clinical information with

 

the SSA to 

 speed disability application process. SSA is currently Funding $24 million 

 for 7 – 10 competitive grants nationally.

• Current Determinations  (15 million records from 500,000 hospitals, 

 physicians, other providers per year) take 12‐14 months per patient

• Pilot in Virginia – Health Information Exchange (HIE)submitting electronic 

 Continuity of Care Document (CCD) – determinations in 8 minutes
Encourages the use of open source HIE components to link SSA and the 
provider community.
Similar projects under review for CDC, DoD and Veterans Administration
Substantial ROI for SSA, patients and providers.
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Health Information Exchange (HIE) for CT

15

CT Health Information Authority
Legislative mandate
Governing Body
Convene, Coordinate
CT Health IT Plan
Support/Certify HIE Network
Consumer education/outreach
Audit; Enforce
Issue Trusted Identities;  
Sustainability;  Grants; Assessments 

CT HIE Gateway
NHIN/Federal Connect Gateway
CT PIX Patient Identity Cross Reference
CT RLS Record Locator Service
CT XDS Document Registry
Trusted User Directory
Community Outcome Repository
Unaffiliated Provider Portal
Patient Portal

Federal Connect 

 
and NHIN

Other States’

 

Gateways

CT HIE Gateway

SureScripts

Community Aggregator
Gateway  “Edge Server”
EHR/EMR
XDS CDR Clinical Document Repository
CCD Continuity of Care Document, etc…
Direct  Trading Partner Linkages

Individual Entities

Hartford
St Francis
Bristol
C. Hungerford
Middlesex
ECHN
Yale
CCMC ….

Provider Networks

Radiology Network

Payor Networks

PractitionersPatients Employers

Uniform Compact:
Legal, Policies, 
Standards
Definitions

ProHealth
HealthWise
IPOs…

Hospital Networks

Aetna …

InSite1
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Examples of HIE with State Agencies

• Immunizations

• Public Health Laboratory Results
• Infectious Disease Reporting
• Disease Registries
• Controlled Substance Management

• Disaster Coordination
• Medicaid

• Public Health Nursing/WIC

• Newborn/misc screenings

• School Physicals
12/17/2009 Lynch 16



CHIA Governance –
 

Public/Private Authority

• Funding from ALL sources –

– Public and private; Sustainable; Steady
• End user $ assessments

• Ability to rapidly hire/fire/respond

• Establish trust; Legislative legitimacy

• Engage knowledge experts from community

• Establish uniform compact: legal, policies, standards, definitions

• Issue trusted identities

• Audit; Enforce rules; Penalties

• Consumer education/outreach

• Support/Certify HIE Networks (remain independent)

• Establish, maintain statewide Health Information Plan

• Coordinate across all programs; instate; nationally
12/17/2009 Lynch 17



Which Use Cases are Supported?
• Clinical Care

• Remote monitoring
• Patient‐Provide secure messaging
• Personalized health care
• Consultation & transfer of care
• Immunization & response management
• Emergency responder‐EHR
• Consumer empowerment/access
• Medication Management
• Consumer registration & medication history
• Lab results reporting

• Treatment/payment/operations
• Quality
• Disease management
• Public Health Reporting/Biosurveillance
• Marketing
• Data aggregation
• Research



Barrier: Need for Uniform Policies

• Physical Security 
• Personnel 
• Security and Privacy 
• Document Sharing 
• Content
• Audit 
• Provider Identity Management 
• Patient Identity Cross Referencing 
• Exchange of Authorization Credentials
• Secondary Use 
• Patient Identity Cross‐Referencing 
• Authorization to Access 
• Digital Signature Requirements
• Data Sensitivity 
• Consent Matrix 

12/17/2009 Lynch 19



Interpretable Consent Policy Matrix
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Emergency Treatment Provider √ √ √ √ √ √  
Treatment Provider      √  
Direct Care Provider √ √ √ √ √ √ √ 
Alcohol/Drug Abuse Provider     √ √  
Developmental Provider    √  √  
Mental Health Provider   √   √  
Sexual Health Provider  √    √  
Patient or Legal Representative √ √ √ √ √ √ √ 
Payer      √  
Researcher       √ 



Firewall

Policy Wall

Digitized
Policy
Rules

Audit
Logs

Digital Enforcement of Policies

HIO
MD

Health Agency

Audit
Engine

Immunization
Information

Interface
Application

Basic Policies:

Audit Policies
•Logging and Audit Controls
•Periodic Compliance Audits
•Information Access
•Authorization/ Consent
•Access
•….

Authentication Policies
•Use Agreement
•Identity Registration
•Verifying Identity
….



But First…Meaningful Use

The EHR must be a certified 
product

 

and include 
ePrescribing

The EHR must be 

 
connected The provider must comply 

with submission of reports 
on clinical quality 

measures

ONC Has Recommended, 
CMS Will Decide
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Meaningful Use Objectives requiring HIE

•

 

Lab results delivery

•

 

Prescribing

•

 

Claims and eligibility checking

•

 

Quality & immunization reporting, if available

2011

Increases volume of transactions that are most commonly 

 

happening today

– Lab to provider

– Provider to pharmacy

•

 

Registry reporting and reporting to public health

•

 

Electronic ordering

•

 

Health summaries for continuity of care

•

 

Receive public health alerts 

•

 

Home monitoring

•

 

Populate PHRs

2013

Substantially steps up exchange

– Provider to lab

– Pharmacy to provider

– Office to hospital & vice versa

– Office to office

– Hospital/office to public health & vice versa

– Hospital to patient

– Office to patient & vice versa

– Hospital/office to reporting entities

•

 

Access comprehensive data from all available 

 

sources

•

 

Experience of care reporting

•

 

Medical device interoperability

2015
Starts to envision routine availability of relatively rich 

 

exchange transactions

– “Anyone to anyone”

– Patient to reporting entities
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Connecticut State Scorecard
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Aggregation, Analysis, Reporting of Public 
 Health and Community Outcomes

Aggregation, analysis, and interpretation of information

 

regarding clinical and 

 
operational processes and outcomes from a system/community 

 
population point of view. Enhanced information reports (health 

 
informatics) will be formatted to the specific audience needs of

 

patients, 

 
clinicians, administrators, payers, and public health officials.

 

The 

 
population view of information will provide more sophisticated access to 

 
important and previously unavailable medical information that is

 

critical 

 
to the ability to improve cost and quality, and reduce errors. Such 

 
outcome information will be used to close the loop and provide feedback 

 
to those involved in training processes and workflow improvements in 

 
clinical care. The informatics will support the longer‐term shift to focus 

 
health care on prevention, wellness and early detection of chronic 

 
conditions, enabling informed decisions, enabled coordination, improved 

 
patient outcomes, and lower total cost of care.

Providers will be able to access de‐identified patient data to assess various 

 
clinical programs and trials. This information can also be used to assess 

 
pay for performance programs and other local health care initiatives.
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PHR/ Patient Engagement

We envision bidirectional linkages with the 
 patient and their Personal Health Record 
 (PHR) (i.e. Microsoft Health Vault, Google 
 Health, Community specific) through a 

 technology platform that will address health 
 literacy and allow patients to be more 

 knowledgeable about and directly involved in 
 their care.
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Chain of Trust Enabled by 
 Uniform Compact, Policy, Standards

Dr. Jack

State  Line

Dept of
Information
Technology

RHIOs
Info 

Service
Vendors

Local
Affinity
Groups

Hospital SNF
Local
Health
Agency

Managed
Care Co

Group
Practice School Dept

Health

Immunization
Data

Enterprise:

Community:

VA

Person:

Employees Practitioner

Jill
Patient

Uniform Compact:
Legal, Policies, 

Standards
Digital Certificate

Request

Response

Validation

State:

CT

Presenter
Presentation Notes
Scenario: 

Jill is a pediatric patient who just moved in from another state, and needs a physical and immunization signoff to enroll in the local school system. Jill comes to Dr. Jack, MD, a pediatrician.

Dr. Jack requests the patient’s Medication History from another state’s immunization registry.

Dr Jack’s request is routed through his group practice to the community RHIO to  another state’s department of information technology (DOIT) which acts a conduit/HIO for all agencies in that state, and to the state’s health agency.

The state’s health agency validates Dr Jack’s identity and current licensure status with the health department license Attribute Authority for Dr Jack’s state.

Upon Validation of Dr Jack’s license status, the  health agency retrieves Jill’s medication history and routes it back to Dr. Jack.



NOTE: Not all entities are licensed (school, group practice). In Ct. for example, the Dept of consumer protection is License attribute authority for pharmacists. Other agencies may be the attribute authority for other licenses. Other states may have a different set of attribute authorities. Federal Bridge cross-certifies four different authentication assurance levels of policies.

Legend: red = request data; green = authenticate Identity with Health License Attribute Authority; blue = send data



Some Goals for “Authority”

• Engage Senior Industry Leadership

• Actively Market Concept to the Connecticut Provider 

 Communities

• Develop Public Outreach Campaign

• Identify Potential Federal, State and Private Funding Sources

• Complete  a Business Plan and Sustainable

 
Economic Model

• Establish the Governance Structure and Startup Board

• Promulgate common definitions, policies, standards

• Develop Detailed Implementation Plans for each Component

• Develop Grant Proposals for Funding Sources for each 

 Component

• Measure/Publish ROI
12/17/2009 Lynch 28



Recommendations

• Public/Private “Health Information Authority”

• Engagement of State Agencies

• Engagement of stakeholders

• Updating state laws to enable electronic exchange to 
 replace paper

• Change policies i.e. Consent for sensitive data
• State issued Healthcare Digital Identities
• Coordination across opportunities/ maximize 

 opportunities/funding/outcomes

12/17/2009 Lynch 29
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