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13.

14.

15.

@

Workers’ Compensation and Employers Liability. Statutory coverage in compliance with the
Compensation laws of the State of Connecticut. Coverage shall include Employer’s Liability with
minimum limits of $100,000 each accident, $500,000 Disease — Policy limit, $100,000 each employce.

Choice of Law/Choice of Forum, Settlement of Disputes, Claims Against the State.

®)

(b)

©

The Contract shall be deemed to have been made in the City of Hartford, State of Connecticut. Both
Parties agree that it is fair and reasonable for the validity and construction of the Contract to be, and
it shall be, governed by the laws and court decisions of the State of Connecticut, without giving effect
to its principles of conflicts of laws. "l'o the cxtent that any immunities provided by federal law or the
laws of the State of Connecticut do not bar an action against the State, and to the extent that these
courts are courts of competent jurisdiction, for the purpose of venue, the complaint shall be made
returnable to the Judicial District of Hartford only ot shall be brought in the United States District
Coutt for the District of Connecticut only, and shall not be transferred to any other court, provided,
however, that nothing here constitutes a waiver or comptromise of the sovereign immunity of the State
of Connecticut. The Contractor waives any objection which it may now have or will have to the laying
of venue of any Claims in any forum and further irrevocably submits to such jurisdiction in any suit,
action or procceding.

Any dispute concerning the interpretation or application of this Contract shall be decided by the
Agency Head or his/her designee whose decision shall be final, subject to any rights the Contractor
may have pursuant to state law. In appealing a dispute to the Agency Head pursuant to this section,
the Contractor shall be afforded an opportunity to be heard and to offer evidence in support of its
appeal. Pending final resolution of a dispute, the Contractor and the Agency shall proceed diligently
with the performance of the Contract.

The Contractor agrees that the sole and cxclusive means for the presentation of any claim against the
State atising from this Contract shall be in accordance with 'litle 4, Chapter 53 of the Connecticut
Gencral Statutes (Claims Against the State) and the Contvactor further agrees not to initiate legal
proceedings, except as authorized by that Chapter, in any state or federal court in addition to or in
lieu of said Chapter 53 proceedings.

Compliance with Law and Policy, Facility Standatds and Licensing. Contractor shall comply with

all:

@)

(b)

pertinent local, state and federal laws and regulations as well as Agency policies and procedures
applicable to contractor’s programs as specified in this Contract. The Agency shall notify the
Contractor of any applicable new or revised laws, regulations, policies or procedures which the
Agency has responsibility to promulgate or enforce; and

applicable local, state and federal licensing, zoning, building, health, fire and safety regulations or
ordinances, as well as standards and criteria of pertinent state and federal anthorities. Unless otherwise
provided by law, the Contractor is not relieved of compliance while formally contesting the authority to
require such standards, regulations, statutes, ordinance or criteria.

Representations and Warranties. Contractor shall:

)
®

perform fully under the Contract;

pay for and/or secute all permits, licenses and fees and give all required or appropriate notices with
respect to the provision of Services as described in Part I of this Contract; and

Page 19 of 38



REYV. September 2011 049ACR-DWS-04/ 12DSS5101A8

16.

17.

18,

19,

(c) adhere to all contractual sections ensuring the confidentiality of all Records that the Contractor has
access to and are exempt from disclosure under the State’s Freedom of Information Act or other
applicable law.

Reporis. The Contractor shall provide the Agency with such statistical, financial and programmatic
information necessary to monitor and evaluate compliance with the Contract. All requests for such
information shall comply with all applicable state and federal confidentiality laws. The Contractor shall
provide the Agency with such reports as the Agency requests as required by this Contract.

Delinquent Reports. The Contractor shall submit required reports by the designated due dates as
identified in this Contract. After notice to the Contractor and an opportunity for a meeting with an Agency
representative, the Agency resetves the right to withhold payments for services performed under this
Contract if the Agency has not received acceptable progress reports, expenditure reports, refunds, and/or
audits as required by this Contract or previous contracts for similar or equivalent services the Contractor has
entered into with the Apency. This scction shall survive any Termination of the Contract or the Expiration
of its rerm.

Record Keeping and Access, The Contractor shall maintain books, Records, documents, program and
individual scrvice records and other evidence of its accounting and billing procedures and practices which
sufficiently and propetly reflect all direct and indircct costs of any nature incurred in the performance of this
Contract. These Records shall be subject at all reasonable times to monitoring, inspection, review or audit by
authorized employees or agents of the State or, where applicable, federal agencies. The Contractor shall
retain all such Records concerning this Contract for a period of three (3) vears after the completion and
submission to the State of the Contractor’s annual financial audit.

Protection of Personal Information.

(a) Contractor and Contractor Partics, at their own expense, have a duty to and shall protect from a
Personal Information Breach any and all Personal Information which they come to possess or
control, wherever and however stoted ot maintained, in a commercially reasonable mannet in

arrardaneca with mevant indhietre ctandaids

B T A L

(b) Each Contractor or Contractor Party shall implement and maintain a comprehensive data security
program for the protection of Personal Information. The safeguards contained in such program shall
be consistent with and comply with the safeguards for protection of Personal Information, and
information of a similar character, as set forth in all applicable federal and state law and written policy
of the Department or State concerning the confidentality of Personal Information. Such data-sccurity
program shall include, but not be limited to, the following:

(1) A secutity policy for employees related to the storage, access and transportation of data containing
Personal Information;

(2} Reasonable restrictions on access to tecotds containing Personal Information, including access to
any locked storage where such records are kept;

{3) A process for reviewing policies and security measures at least annually;

(4) Creating secure access controls to Personal Information, including but not limited to passwords;
and

(5) Encrypting of Personal Information that is stoted on laptops, portable devices or being
transmitted electronically.

(c} The Contractor and Contractor Patties shall notify the Department and the Connecticut Office of
the Attotney General as soon as practical, but no later than twenty-four (24) hours, after they
become aware of or suspect that any Personal Information which Contractor or Contractor Partics
possess ot control has been subject to a Personal Information Breach. 1f a Personal Information
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Breach has occurred, the Contractor shall, within three (3) business days after the notification,
present a credit monitoring and protection plan to the Commissioner of Administrative Services, the
Department and the Connecticut Office of the Attorney General, for review and approval. Such
credit monitoring or protection plan shall be made available by the Contractor at its own cost and
expense to all individuals affected by the Personal Information Breach. Such credit monitoring or
protection plan shall include, but is not limited to reimbursement for the cost of placing and lifting
one (1) security frecze per credit file pursuant to Connecticut General Statutes § 36a-701a. Such
credit monitoring or protection plans shall be approved by the State in accordance with this Section
and shall cover a length of time commensurate with the circumstances of the Petsonal Information
Breach. The Contractors’ costs and expenses for the credit monitoring and protection plan shall not
he recoverable from the Department, any State of Connecticut entity or any affected individuals,

(d) The Contractor shall incorporate the requirements of this Section in all subcontracts requiring each
Contractor Party to safeguard Personal Information in the same manner as provided for in this
Section.

(e) Nothing in this Section shall supersede in any manner Contractor’s or Contractor Party’s obligations
pursuant to HIPAA or the provisions of this Contract concerning the obligations of the Contractor
as a Business Associate of the Department.

20. Wotlkforce Analysis. The Contractor shall provide a workforce Analysis Affirmative Action report related
to employment practices and procedures.

21. Litigation.

(@) The Contractor shall requite that all Contractor Parties, as appropriate, disclose to the Contractor, to
the best of their knowledge, any Claims involving the Conttactor Parties that might reasonably be
expected to materially adversely affect their businesses, operations, assets, propetties, financial
stability, business prospects or ability to perform fully under the Contract, no later than ten (10) days
after becoming awate or after they should have become aware of any such Claims. Disclosnre shall
be in writing.

() The Contractor shall provide written Notice to the Agency of any final decision by any tribunal or state
ot federal agency or court which is adverse to the Contractor or which results in a settlement,
compromise ot claitn or agrcement of any kind for any action ot proceeding brought against the
Contractor or its employee or agent under the Americans with Disabilities Act of 1990 as revised or
amended from time to time, Executive Orders Nos. 3 & 17 of Governor Thomas J. Meskill and any
other requitements of federal or state law concerning equal employment opportunities or
nondiscriminatory practices.

22. Sovereign Immunity. The Contractor and Contractor Parties acknowledge and agree that nothing in the
Contract, ot the solicitation leading up to the Contract, shall be construed as a modification, compromise
ot waiver by the State of any rights or defenses of any immunitics provided by Federal law or the laws of
the State of Connecticut to the State or any of its officers and employees, which they may have had, now
have or will have with respect to all matters arising out of the Contract. To the extent that this Section
conflicts with any other Section, this Section shall govern.

D. Changes to the Contract, Termination, Cancellation and Expiration.
1. Contract Amendment.

(a) No amendment to or modification or other alteration of this Contract shall be valid or binding upon
the parties unless made in writing, signed by the parties and, if applicable, approved by the OAG.

(b) The Agency may amend this Contract to reduce the contracted amount of compensation if:
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(1) the total amount budgeted by the State for the operation of the Agency or Services provided
under the program is reduced or made unavailable in any way; or

(2) federal funding reduction results in reallocation of funds within the Agency.

(¢) If the Agency decides to reduce the compensation, the Agency shall send written Notice to the
Contractor. Within twenty (20) Days of the Contractor’s receipt of the Notice, the Contractor and the
Agency shall negotiate the implementation of the reduction of compensation unless the parties mutually
agree that such negotiations would be futile. If the parties fail to negotiate an implementation schedule,
then the Agency may terminate the Contract cffective no earier than sixty (60) Days from the date that
the Contractor receives written notification of Termination and the date that work undet this Contract
shall cease. '

2. Contractor Changes and Assignment.
(@) The Contractor shall notify the Agency in-writing:

(1) at least ninety (90) days prior to the effective date of any fundamental changes in the
- Contractot’s cotporate status, including metger, acquisition, transfer of assets, and any change in
fiduciary responsibility;

(2) no later than ten (10) days from the effective date of any change in:
(A) its certificate of incorporation or other organizational document;
(B) mote than a controlling interest in the ownership of the Contractor; or
{C) the individual(s) in charge of the performance.

(b) No such change shall relieve the Contractor of any responsibility for the accuracy and completeness
of the performance. The Agency, after receiving written Notice from the Contractor of any such
change, may requite such contracts, releases and other instruments evidencing, to the Agency’s
satisfaction, that any individuals retiring or otherwise separating from the Contractor have been
compensated in full or that allowance has been made for compensation in full, for all worlk
petformed undet terms of the Contract. The Contractor shall deliver such documents to the Agency
in accordance with the terms of the Agency’s written request. The Agency may also require, and the
Contractor shall deliver, a financial statement showing that solvency of the Contractor is maintained.
The death of any Contractor Party, as applicable, shall not release the Contractor from the obligation
to perform under the Contract; the surviving Contractor Parties, as approptiate, must continue to
petform under the Contract until performance is fully completed.

(c) Assignment. The Contractor shall not assign any of its rights or obligations under the Contract,
voluntarily or otherwise, in any manner without the prior written consent of the Agency.

(1) The Contractor shall comply with requests for documentation deemed to be appropriate by the
Agency in considering whether to consent to such assignment.

(2) The Agency shall notify the Contractor of its decision no later than forty-five (45) Days from
the date the Agency receives all requested documentation.

(3) The Agency may void any assignment made without the Agency’s consent and deem such
assignment to be in violation of this Section and to be in Breach of the Contract. Any cancellation
of this Contract by the Agency for a Breach shall be without prejudice to the Agency’s or the
State’s rights or possible claims against the Contractor.
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3.  Breach.

@)

(b)

©

(@

©

If either party Breaches this Contract in any respect, the non-breaching patty shall provide written
notice of the Breach to the breaching party and afford the breaching party an opportunity to cure
within ten (10) Days from the date that the breaching party receives the notice. In the case of a
Contractor Breach, the Agency may modify the ten (10) day cure period in the notice of Breach. The
right to cure period shall be extended if the non-breaching party is satisfied that the breaching party
is making a good faith effort to cute, but the nature of the Breach is such that it cannot be cured
within the right to curc period. The Notice may include an effective Contract cancellation date if the
Breach is not cured by the stated date and, unless otherwise modified by the non-breaching party in
writing prior to the cancellation date, no further action shall be required of any party to effect the
cancellation as of the stated date. If the notice does not sct forth an effective Contract cancellation
date, then the non-breaching party may cancel the Contract by giving the breaching party no less
than twenty four (24) hours’ prior written Notice after the expiration of the cure period.

If the Agency believes that the Contractor has not performed according to the Contract, the Agency
may:

(1) withhold payment in whole ot in part pending resolution of the performance issue, provided
that the Agency notifics the Contractor in writing prior to the date that the payment would have
been due in accordance with the budget;

(2) temporarily discontinue alt or part of the Services to be provided undet the Contract;

(3) permanently discontinue part of the Services to be provided under the Contract;

(4) assign appropriate State petsonnel to provide contracted for Services to assure continued
performance under the Contract until such time as the contractual Breach has been corrected to

the satisfaction of the Agency;

(5) require that contract funding be used to enter into a subcontract with a petson or persons
designated by the Agency in order to bring the program into contractual compliance;

(6) take such other actions of any nature whatsoever as may be deemed appropuiate for the best
interests of the State or the program(s) provided under this Contract or both; or

(7) any combination of the above actions.

The Contractor shall return all unexpended funds to the Agency no later than thirty (30} calendar days
after the Contractor receives a demand from the Agency.

In addition to the rights and remedies granted to the Agency by this Contract, the Agency shall have all
other rights and remedies granted to it by law in the event of Breach of or default by the Contractor
under the terms of this Contract.

The action of the Agency shall be considered final. If at any step in this process the Contractor fails to
comply with the procedure and, as applicable, the mutually agreed plan of correction, the Agency may
proceed with Breach remedics as listed under this section.

4. Non-enforcement Not to Constitute Waiver. No waiver of any Breach of the Contract shall be
interpreted or deemed to be a waiver of any other or subsequent Breach. All remedies afforded in the
Contract shall be taken and construed as cumulative, that is, in addition to evety other remedy provided in
the Contract or at law or in equity. A party’s failure to insist on strict performance of any section of the
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Contract shall only be deemed to be a waiver of tights and remedies concerning that specific instance of
performance and shall not be deemed to be a waiver of any subsequent rights, remedies or Breach.

5. Suspension. If the Agency determines in its sole discretion that the health and welfare of the Clients or
public safety is being adversely affected, the Agency may immediately suspend in whole or in part the
Contract without prior notice and take any action that it deemns to be necessary or appropriate for the bencfit
of the Clients. The Agency shall notify the Contractor of the specific reasons for taking such action in
writing within five (5) Days of immediate suspension. Within five (5) Days of receipt of this notice, the
Contractor may request in writing a meeting with the Agency Head or designce. Any such meeting shall be
held within five (5) Days of the written request, ot such later time as is mutually agreeable to the parties. At
the meeting, the Contractor shall be given an opportunity to present information on why the Agency’s
actions should be reversed or modified. Within five (5) Days of such meeting, the Agency shall notify the
Contractor in wtiting of his/her decision upholding, reversing ot modifying the action of the Agency head or
designee. This action of the Agency head or designee shall be considered final.

6. Ending the Contractual Relationship.

(a) 'This Contract shall remain in full force and effect for the duration of its entire term or until such time
as it is terminated eatlier by cither party or cancelled. Either party may terminate this contract by
providing at least sixty (60) days prior written notice pursuant to the Notice requirements of this
Contract.

{b) 'The Agency may immediately terminate the Contract in whole or in part whenever the Agency makes
a determination that such termination is in the best interest of the State. Notwithstanding Section
D.2, the Agency may immediately terminate or cancel this Contract in the cvent that the Contractor
or any subcontractors becomes financially unstable to the point of threatening its ability to conduct
the services required under this Contract, ceases to conduct business in the normal course, makes a
general assignment for the benefit of creditors, suffers or permits the appointment of a recciver for
its business or its assets.

{©) 'The Agency shall notify the Contractor in writing of Termination pursuant to subsection (b) above,
which shall specify the effective date of termination and the extent to which the Contractor must
complete or immediately cease performance. Such Notice of Termination shall be sent in accordance
with the Notice provision contained on page 1 of this Contract. Upon receiving the Notice from the
Agency, the Contractor shall immediately discontinue all Services affected in accordance with the
Notice, undertake all reasonable and necessary efforts to mitigate any losses or damages, and deliver to
the Agency all Records as defined in Section A.14, unless otherwise instructed by the Agency in writing,
and take all actions that are necessary or appropriate, or that the Agency may reasonably direct, for the
protection of Clients and preservation of any and all propetty. Such Records are deemed to be the
property of the Agency and the Contractor shall deliver them to the Agency no later than thirty (30)
days after the Termination of the Contract or fifteen (15) days after the Contractor receives a written
request from the Agency for the specified records whichever is less. The Contractor shall deliver those
Records that exist in electronic, magnetic or other intangible form in a non-proprietary format, such as,
but not limited to ASCII or .TXT. '

(d) The Agency may terminate the Contract at any time without prior notice when the funding for the
Contract is no longer available.

(&) The Contractor shall deliver to the Agency any deposits, prior payment, advance payment or down
payment if the Contract is terminated by either party or cancelled within thirty (30) days after recciving
demand from the Agency. The Contractor shall return to the Agency any funds not expended in
accordance with the terms and conditions of the Contract and, if the Contractor fails to do so upon
demand, the Agency may recoup said funds from any futiire payments owing under this Contract or
any other contract between the State and the Contractor. Allowable costs, as detatled in andit findings,
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incurred until the date of termination or cancellation for operation or transition of program(s) under
this Contract shall not be subject to recoupment. :

1. Transition after Termination or Expiration of Contract.

(@) If this Contract is terminated for any reason, cancelled or it expires in accordance with its term, the
Contractor shall do and perform all things which the Agency determines to be necessaty or appropriate
to assist in the orderly transfer of Clients served under this Contract and shall assist in the ordetly
cessation of Services it performs under this Contract. In order to complete such transfer and wind
down the performance, and only to the extent necessary or approptiate, if such activities ate expected
to take place beyond the stated end of the Contract term then the Contract shall be deemed to have
been automatically extended by the mutual consent of the parties prior to its expiration without any
affirmative act of cither party, including executing an amendment to the Contract to extend the term,
but only until the transfer and winding down are complete.

(b) If this Contractis terminated, cancelled or not rencwed, the Contractor shall return to the Agency
any equipment, deposits or down payments made or purchased with start-up funds or other funds
specifically designated for such purpose under this Contract in accordance with the written
instructions from the Agency in accordance with the Notice provision of this Contract. Written
instructions shall include, but not be limited to, a description of the equipment to be returned, where
the equipment shall be returned to and who is responsible to pay for the delivery/shipping costs.
Unless the Agency specifies a shorter time frame in the letter of instructions, the Contractor shall
affect the returns to the Agency no later than sixty (60) days from the date that the Contractor
receives Notice.

E. Statutory and Regulatory Compliance.

1. Health Insurance Portability and Accountability Act of 1996.

(a) If the Contactor is a Business Associate under the requitements of the Health Insurance
Portability and Accountability Act of 1996 (“HIPAA”), the Contractor must comply with all terms
and conditions of this Section of the Contract. If the Contractor is not a Business Associate undet
HIPAA, this Scction of the Contract does not apply to the Contractor for this Contract.

(b) The Contractor is required to safeguard the usc, publication and disclosure of information on all
applicants for, and all clients who receive, setvices undet the Contract in accordance with all
applicable federal and state law regarding confidentiality, which includes but is not limited to
HIPAA, more specifically with the Privacy and Security Rules at 45 C.F.R. Part 160 and Part 164,
subparts A, C, and E; and

(c) The State of Connecticut Agency named on page 1 of this Contract (“Agency™) is a “covered
entity” as that terin is defined in 45 C.F.R. § 160.103; and

(d) The Contractor, on behalf of the Agency, performs functions that involve the use or disclosure of
“individually identifiable health information,” as that term is defined in 45 C.F.R. § 160.103; and
{¢) The Contractor is a “business associate” of the Agency, as that term is defined in 45 C.F.R.
§ 160.103; and

() The Contractor and the Agency agree to the following in order to secute compliance with the
HIPAA, the requirements of Subtitle D of the Health Information Technology for Iiconomic and
Clinjcal ITealth Act (“HITECH Act”), (Pub. L. 111-5, §§ 13400 to 13423), and mote specifically
with the Privacy and Security Rules at 45 C.F.R. Part 160 and Part 164, subparts A, C, and IT.

(g) Definitions
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)

(1) “Bteach” shall have the same meaning as the terin is defined in section 13400 of the HITECH
Act (42 US.C. § 17921(1)).

(2) “Busincss Associate” shall mean the Contractor.

3) “Covered Entity” shall mean the Apency of the State of Connecticut named on page 1 of this
6y gency pag
Contract.

(4) “Designated Record Set” shall have the same meaning as the texm “designated record set” in 45
C.F.R. § 164.501.

(5) “Electronic Iealth Record” shall have the samce meaning as the term is defined in section 13400
of the HITECH Act (42 U.S.C. § 17921(5)).

(6) “Individual” shall have the same meaning as the term “individual” in 45 CE.R. § 160.103 and
shall include a person who qualifies as a personal representative as defined in 45 CH.R.

§ 164.502(g).

(7) “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.E.R. patrt 160 and part 164, subparts A and E.

(8) “Protected Health Information” or “PHI” shall have the same meaning as the term “protected
health information™ in 45 C.F.R. § 160.103, limited to information created or received by the

Business Associate from or on behalf of the Covered Lintity.

(9) “Required by Law’” shall have the same meaning as the term “required by law” in 45 CF.R.
§ 164.103.

(10) “Secretary” shall mean the Sccretary of the Department of Health and Human Setvices or his
designee.

(11) “More stringent” shall have the same meaning as the term “more stringent” in 45 CILR.
§ 160.202.

(12) “This Section of the Contract” refers to the HIPAA Provisions stated hetein, in their entirety.

(13) “Sccurity Incident” shall have the same meaning as the term “secutity incident” in 45 C.I.R.
§ 164.304.

(14) “Security Rule” shall mean the Secutity Standards for the Protection of Electronic Protected
ITealth Information at 45 C.ILR. part 160 and part 164, subpart A and C.

(15) “Unsecured protected health information™ shall have the same meaning as the term as defined
in section 13402(h)(1)(A) of HITECH. Act. (42 U.S.C. §17932(h)(1){A)).

Obligations and Activities of Business Associates.

(1) Business Associate agrees not to usc or disclose PIT other than as permitted or requived by this
Section of the Contract or as Required by Law.

(2) Business Associate agrees to usc appropriate safeguards to prevent use or disclosure of PHI
other than as provided for in this Section of the Contract.

(3) Business Associate agrees to use administrative, physical and technical safeguards that
reasonably and appropriately protect the confidentiality, integtity, and availability of electronic
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protected health information that it creates, receives, maintains, or transmifs on behalf of the
Covered Entity.

(4) Business Associate agrees to mitigate, to the cxtent practicable, any harmful effect that is known
to the Business Associate of a use or disclosure of PHI by Business Associate in violation of
this Section of the Contract.

(5) Business Associate agrees to report to Covered Entity any usc or disclosure of PHI not
provided for by this Section of the Contract or any security incident of which it becomes aware.

(6) Business Associate agrees to insure that any agent, including a subcontractor, to whom it
provides PIII received from, or created or received by Business Associate, on behalf of the
Covered Entity, agrees to the same restrictions and conditions that apply through this Section of
the Contract to Business Associate with respect to such information.

(7) Business Associate agrees to provide access, at the request of the Covered Lntity, and in the
time and manner agreed to by the parties, to PHI in a Designated Record Set, to Covered Entity
or, as directed by Covered Entity, to an Individual in order to meet the requirements under 45
C.F.R. § 164.524.

(8) Business Associate agrees to make any amendments to PHI in a Designated Record Set that the
Covered Entity directs or agrees to pursuant to 45 CF.R. § 164.526 at the request of the
Covered Entity, and in the ime and manner agreed to by the parties.

(%) DBusiness Associate agrees to make internal practices, books, and recotds, including policies and
procedures and PHI, relating to the use and disclosure of PHI received from, or created or
received by, Business Associate on behalf of Covered Entity, available to Covered Entity or to
the Secretary in a time and manner agreed to by the parties or designated by the Secretary, for
purposes of the Secretary determining Covered Entity’s compliance with the Privacy Rule.

(10) Business Associate agrees to document such disclosures of PHI and information related to such
disclosures as would be required for Covered Entity to respond to a request by an Individual for
an accounting of disclosures of PHI in accordance with 45 C.F.R. § 164.528 and section 13405
of the HITECH Act (42 U.S.C. § 17935) and any regulations promulgated thercunder.

(11) Business Associate agrees to provide to Covered Entity, in a time and manner agreed to by the
parties, information collected in accordance with subscction (h)(10) of this Section of the
Contract, to permit Covered Entity to respond to a request by an Individual for an accounting
of disclosures of PII in accordance with 45 C.F.R. § 164.528 and section 13405 of the
ITITECH Act (42 U.S.C. § 17935) and any regulations promulgated thereunder. Business
Associate agrees at the Covered Entity’s direction to provide an accounting of disclosures of
PHI directly to an individual in accordance with 45 C.F.R. § 164.528 and section 13405 of the
HITECH Act (42 U.S.C. § 17935) and any regulations promulgated thereunder.

(12) Business Associate agrees to comply with any state or federal law that is more stringent than the
Privacy Rule.

(13) Business Associate agrees to comply with the requitements of the HITECH Act relating to
privacy and security that are applicable to the Covered Entity and with the requirements of 45
C.F.R. §§ 164.504(c), 164.308, 164.310, 164.312, and 164.316.

(14) In the event that an individual requests that the Business Associate

(A) restrict disclosures of PHI;
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provide an accounting of disclosures of the individual’s PHI; or

(C) provide a copy of the individual’s PHI in an clectronic health record,

(D) the Business Associate agrees to notify the covered entity, in writing, within five (5)

business days of the request.

(15) Business Associate agrees that it shall not, dircctly or indirectly, receive any remuneration in
exchange for PIII of an individual without

(A) the written approval of the covered entity, unless receipt of remunetation in exchange for

®)

PHI is expressly authorized by this Contract and

the valid authorization of the individual, except for the purposes provided under section
13405(d)(2) of the HITECH Act, (42 U.S.C. § 17935(d)(2)} and in any accompanying
regulations

(16) Obligations in the Event of a Breach.

(A) The Business Associate agrees that, following the discovery of a breach of unsecured

®)

©

protected health information, it shall notify the Covered Entity of such breach in
accordance with the requitements of section 13402 of HITECH (42 U.S.C. § 17932(b))
and this Section of the Contract.

Such notification shall be provided by the Business Associate to the Covered Entity
without unreasonable delay, and in no case later than 30 days after the breach is discovered
hy the Business Associate, except as otherwise instructed in writing by a law enforcement
official putsuant to section 13402(g) of HITECH (42 US.C. § 17932(g)). A breach is
considered discovered as of the first day on which it is, ot reasonably should have been,
known to the Business Associate. The notification shall include the identification and last
known address, phone number and email address of cach individual (or the next of kin of
the individual if the individual is deceased) whose unsecured protected health information
has been, or is reasonably believed by the Business Associate to have been, accessed,
acquired, or disclosed during such breach.

The Business Associate agrees to include in the notification to the Covered Entity at least
the following information:

1. A brief deseription of what happened, including the date of the breach and the date of
the discovery of the breach, if known.

2. A description of the types of unsecured protected health information that were
involved in the breach (such as full name, Social Security numbet, date of birth, home
address, account number, or disability code).

3. The steps the Business Associate recommends that individuals take to protect
themselves from potential harm resulting from the breach.

4. A detailed description of what the Business Associate is doing to investigate the
breach, to mitigate losses, and to protect against any further breaches.

5. Whether a law enforcement official has advised either verbally or in writing the

Business Associate that he or she has determined that notification or notice to
individuals or the posting required under section 13402 of the HITECH Act would
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impede a ctiminal investigation or cause damage to national security and; if so, include
contact information for said official.

(D) Business Associate agrees to provide appropriate staffing and have established procedures

(E)

to ensure that individuals informed by the Covered Hntity of a breach by the Business
Associate have the opportunity to ask questions and contact the Busincss Associate for
additional information regarding the breach. Such procedures shall include a toll-free
telephone number, an c-mail address, a posting on its Web site or a postal address. For
breaches involving ten or more individuals whose contact information is insufficient or out
of date to allow written notification under 45 C.F.R. § 164.404(d)(1)(i}, the Business
Associate shall notify the Covered Entity of such persons and maintain a toll-free
telephone number for ninety (90) days after said notification is sent to the Covered Entity.
Busincss Associate agrees to include in the notification of a breach by the Business
Associate to the Covered Latity, a written description of the procedures that have becen
established to meet these requirements. Costs of such contact procedures will be borne by
the Contractor.

Business Associate agrees that, in the event of a breach, it has the burden to demonstrate
that it has complied with all notifications requirements set forth above, including evidence
demonstrating the necessity of a delay in notification to the Covered Entity.

(i) Permitted Uses and Disclosure by Business Associate.

(1) General Use and Disclosure Provisions Except as otherwise limited in this Section of the
Contract, Business Associate may use or disclose PHI to perform functions, activities, or
services for, or on behalf of, Covered Entity as specified in this Contract, provided that such
use or disclosure would not violate the Privacy Rule if done by Covered Entity or the minimum
necessary policies and procedures of the Covercd Entity.

@

Specific Use and Disclosure Provisions

A)

®)

©

Except as otherwise limited in this Section of the Contract, Business Associate may usc
PHI for the proper management and administration of Business Associate or to carry out
the legal responsibilities of Business Associate.

Except as otherwise limited in this Section of the Contract, Business Associate may
disclose PHI for the proper management and administration of Business Associate,
provided that disclosures are Required by Law, or Business Assodate obtains reasonable
assurances from the person to whom the information is disclosed that it will remain
confidential and used or further disclosed only as Required by Law or for the purpose for
which it was disclosed to the person, and the person notifies Business Associate of any
instances of which it is aware in which the confidentiality of the information has been
breached.

Except as otherwise limited in this Section of the Contract, Business Associate may use
PHI to provide Data Appregation services to Covered Entity as permitted by 45 C.F.R.

§ 164.504(e)(2){))(B).

() Obligations of Covered Entity.

(1) Covered Entity shall notify Business Associate of any limitations in its notice of privacy

practices of Covered Entity, in accordance with 45 C.F.R. § 164.520, or to the extent that such
limitation may affect Business Assoctate’s use or disclosure of PHI.
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Covered Entity shall notify Business Associate of any changes in, or revocation of, permission
by Individual to use or disclose PHI, to the extent that such changes may affect Business
Associate’s use ot disclosure of PHI.

Covered Entity shall notify Business Associate of any restriction to the use or disclosure of PHI
that Covered Entity has agreed to in accordance with 45 C.IL.R. § 164.522, to the extent that
such restriction may affect Business Associate’s use or disclosure of PHI

Permissible Requests by Covered Entity. Covered Entity shall not request Business Associate to use
or disclose PHI in any manner that would not be permissible under the Privacy Rule if done by the
Covered Entity, except that Business Associate may use and disclose PHI for data aggregation, and
management and administrative activities of Business Associate, as permitted under this Section of
the Contract.

Term and Termination.

@

2

©)

Term. The Term of this Section of the Contract shall be effective as of the date the Contract is
effective and shall terminate when the information collected in accordance with provision
(h)(10) of this Section of the Contract is provided to the Covered Entity and all of the PH1
provided by Covered Entity to Business Associate, or created or received by Business Associate
on behalf of Covered Entity, is destroyed or returned to Covered Iintity, or, if it is infeasible to
return or destroy PHI, protections are extended to such information, in accordance with the
termination provisions in this Section.

Termination for Cause Upon Covered Entity’s knowledge of a material breach by Business
Associate, Covered Entity shall either:

(A) Provide an oppotiunity for Business Associate to cute the breach or end the violation and
terminate the Contract if Business Associate does not cure the breach or end the violation
within the time specified by the Covered Entity; or

(B) Immediately terminate the Contract if Business Associate has breached a material term of
this Section of the Contract and cure is not possible; or

(C) If neither termination nor cure is feasible, Covered Entity shall teport the violation to the
Secretary.

Effect of Termination.

(A) Except as provided in ([)(2} of this Section of the Contract, upon termination of this
Contract, for any reason, Business Associate shall return or destroy all PHI received
from Covered Entity, ot created or received by Business Associate on behalf of
Covered Lntity. Business Associate shall also provide the information collected in
accordance with section (h)(10) of this Scction of the Contract to the Covered Entity
within ten business days of the notice of termination. Tliis section shall apply to PHI
that is in the possession of subcontractors or agents of Business Associate. Business
Associate shall retain no copies of the PHI.

(B) In the event that Business Associate determines that returning or destroying the PHI is
infeasible, Business Associate shall provide to Covered Entity notification of the
conditions that make return or destruction infeasible. Upon documentation by Business
Assaciate that return ot desttuction of PHI is infeasible, Business Associate shall extend
the protections of this Section of the Contract to such PHI and limit further uses and
disclosures of PHI to those purposes that make return or destruction infeasible, for as
long as Business Associate maintains such PHI. Infeasibility of the return or
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destruction of PHI includes, but is not limited to, requirements under state or federal
law that the Business Associate maintains ot preserves the PHI or copies thereof,

(m} Miscellaneous Sections.

(1) Regulatoty Refercnces. A refetence in this Scction of the Contract to a section in the Privacy
Rule means the section as in effect or as amended.

(2) Amendment. The Parties agree to take such action as in necessary to amend this Section of the
Contract from time to time as is necessaty for Covered Entity to comply with requirements of
the Privacy Rule and the Health Insurance Portability and Accountability Act of 1996, Pub. I.,
No. 104-191.

(3) Survival. The respective rights and obligations of Business Associate shall survive the
termination of this Contract.

(4) EBffect on Contract. Except as specifically required to implement the purposes of this Section of
the Contract, all other tetms of the Contract shall remain in force and cffect.

(5) Construction. This Section of the Contract shall be construred as broadly as necessary to
implement and comply with the Privacy Standard. Any ambiguity in this Section of the
Contract shall be resolved in favor of 4 meaning that complies, and is consistent with, the
Privacy Standard,

(6) Disclaimer. Covered Entity makes no watranty or representation that compliance with this
Section of the Contract will be adequate or satisfactory for Business Associate’s own purposes.
Covered Entity shall not be liable to Business Associate for any claim, civil or criminal penalty,
loss or damage related to or arising from the unauthorized use or disclosure of PHI by Business
Associate or any of its officers, directors, employees, contractors or agents, or any third party to
whom Business Associate has disclosed PHI contrary to the sections of this Contract or
applicable law. Business Associate is solely responsible for all decisions made, and actions
taken, by Business Associate regarding the safeguarding, use and disclosure of PHI within its
possession, custody ot control.

(7) Indemnification. The Business Associate shall indemnify and hold the Covered Entity harmless
from and against any and all claims, liabilities, judgments, fines, assessments, penalties, awards
and any statvtory damages that may be imposed or assessed pursuant to HIPAA, as amended or
the HITECH Act, including, without limitation, attorney’s fees, expert witness fees, costs of
investigation, litigation or dispute resoluton, and costs awarded thereunder, relating to or atising
out of any violation by the Business Associate and its agents, including subcontractors, of any
obligation of Business Associate and its agents, including subcontractors, under this section of
the contract, under ITIPAA, the HITECH Act, the Privacy Rule and the Security Rule.

2. Ameticans with Disabilities Act. "I'he Contractne shall be and remain in compliance with the Amencans
with Disabilities Act of 1990 as amended from rme to time (“Act”) to the extent
applicable, during the tetin 0. v criwens 5 1ee 2agency may cancel or terminate this Contract if the
Contractor fails to comply with the Act. The Conteactor represents that it is familiar with the terms of this
Act and that it is in compliance with the law. 'he Contractor warrants that it shall hold the State harmless
from any liability which may be imposed upon the state as a result of any failure of the Contractot to be in
compliance with this Act. As applicable, the Contractor shall comply with section 504 of the Federal
Rehabilitaion Act of 1973, as amended from time to time, 29 U.S.C. § 794 (Supp. 1993), regarding access to
programs and facilities by people with disabilities.
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Utilization of Minority Business Enterprises. The Contractor shall perform under this Contract in
accordance with 45 C.F.R. Part 74; and, as applicable, C.G.S. §§ 4a-60 to 4a-60a and 4a-60g to carry out this
policy ir the award of any subcontracts,

Priority Hiting. Subject to the Contractor’s exclusive right to determine the qualifications for all
employment positions, the Contractor shall give priority to hiring welfate recipients who are subject to
time-limited welfare and must find employment. ‘I'he Contractor and the Agency shall work cooperatively to
determine the number and types of positions to which this Section shall apply.

Non-disctimination.

(a) For purposes of this Section, the following terms are defined as follows:

Q)
(2)
3)

Q)

©)
©)

7
(8)

®

(10)

"Commission" means the Commission on Human Rights and Opportunities;

"Contract" and “contract” include any extension or modification of the Contract or contract;
"Contractor" and “contractor” include any successots ot assigns of the Contractor or
contractor;

"Gender identity ot expression” means a person's gender-related identity, appearance or
behaviot, whethet or not that gendet-related identity, appearance ot behavior is different from
that traditionally associated with the petson's physiology ot assighed sex at birth, which gender-
related identity can be shown by providing evidence including, but not limited to, medical
history, care or treatment of the gender-related identity, consistent and uniform assertion of the
gender-related identity or any other evidence that the gender-relatcd identity is sincerely held,
patt of a person's core identity or not being asserted for an improper purpose.

“good faith" means that degree of diligence which a reasonable person would exercise in the
performance of legal duties and obligations;

"good faith efforts" shall include, but not be limited to, those reasonable initial efforts necessary
to comply with statutoty or regulatory requirements and additional or substituted efforts when it
is determined that such initial ¢fforts will not be sufficient to comply with such requirements;
"marital status" means being single, married as recognized by the State of Connecticut,
widowed, separated or divorced;

"mental disability" means one ot mote mental disorders, as defined in the most recent edition of
the American Psychiatric Association's "Diagnostic and Statistical Manual of Mental Disorders",
ot a record of or regarding a person as having one or more such disorders;

"minority business enterprise” means any small contractor or supplier of materials fifty-one
petcent or more of the capital stock, if any, or asscts of which is owned by a person or persons:
(1) who are active in the daily affairs of the enterprise, (2) who have the power to direct the
management and policics of the enterprise, and (3) who are members of a minority, as such
term is defined in subsection (a) of Connecticut General Statutes § 32-9n; and

"public works contract" means any agreement between any individual, firm or corporation and
the State or any political subdivision of the State other than a municipality for construction,
rehabilitation, convetsion, extension, demolition or tepair of a pubhc building, highway or other
changes or improvements in real property, or which is financed in whole or in part by the State,
including, but not limited to, matching expenditures, grants, loans, insurance or guarantees,

For purposes of this Section, the terms "Contract” and “contract” do not include a contract where each
contractot is (1) a political subdivision of the state, including, but not limited to, a municipality, (2) a
quasi-public agency, as defined in Conn. Gen. Stat. Section 1-120, (3) any other state, including but not
limited to any federally recognized Indian tribal governments, as defined in Conn. Gen. Stat. Section 1-
267, (4) the federal government, (5) a foreign government, or (6) an agency of a subdivision, agency,
state or government desctibed in the immediatcly preceding enumerated items (1), (2), (3), (4) ot (5).

()
M

The Contractor agrees and watrants that in the performance of the Contract such Contractor
will not discriminate or permit discrimination against any person or group of persons on the
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grounds of race, color, religious creed, age, marital status, national origin, ancestry, sex, gender
identity or expression, mental retardation, mental disability or physical disability, including, but
not limited to, blindness, unless it is shown by sucb Contractor that such disability prevents
performance of the wotk involved, in any manner prohibited by the laws of the United States ot
of the State of Connccticut; and the Contractor further agrees to take affirmative action to
insure that applicants with job-related qualifications are employed and that employces are
treated when employed without regard to theit race, color, religious creed, age, matital status,
national origin, ancestry, sex, gendet identity or expression, mental retardation, mental disability
ot physical disability, including, but not limited to, blindness, unless it is shown by the
Contractot that such disability prevents performance of the wotk involved;

(2) the Contractor agrees, in all solicitations or advertisements for employces placed by or on behalf
of the Contractor, to state that it is an "affirmative action-equal opportunity employer” in
accordance with regulations adopted by the Comimission;

(3) the Contractor agrees to provide each labor union or representative of workers with which the
Contractor has a collective bargaining Agreement or other contract or understanding and cach
vendor with which the Contractor has a contract or understanding, a notice to be provided by
the Comtnission, advising the labor union ot workers’ representative of the Contractor's
commitments under this section and to post copies of the notice in conspicuous places available
to employees and applicants for employment;

(4) the Contractor agrees to comply with each provision of this Section and Connecticut General
Statutes §§ 46a-68e and 46a-68f and with each regulation ot relevant order issued by said
Commission pursuant to Connecticut General Statutes §§ 46a-56, 46a-68e and 46a-68£; and

(5) the Contractor agrces to provide the Commission on Human Rights and Opportunities with
such information requested by the Commission, and permit access to pertinent books, records
and accounts, concerning the employment practices and procedures of the Contractor as relate
to the provisions of this Section and Connecticut General Statutes § 46a-56. If the contract is a
public works contract, the Contractor agrees and warrants that he will make good faith cfforts
to employ minority business enterprises as subcontractors and suppliers of materials on such
public works projects.

Determination of the Contractor's good faith efforts shall include, but shall not be limited to, the
following factors: The Contractor's employment and subcontracting policies, patterns and practices;
affirmative advertising, recruitment and training; technical assistance activitics and such other
reasonable activities or efforts as the Contmission may prescribe that are designed to ensure the
participation of minotity business enterprises in public works projects.

(d) The Contractor shall develop and imaintain adequate documentation, in a manner prescribed by the

Commisston, of its good faith efforts.

(e} The Contractor shall include the provisions of subsection (b) of this Section in every subcontract or

purchase order entered into in order to fulfill any obligation of a contract with the State and such
provisions shall be binding on a subcontractor, vendor or manufacturer unless exempted by
regulations or ordets of the Commission. The Contractor shall take such action with respect to any
such subcontract or purchase order as the Commission may direct as a means of enforcing such
provisions including sanctions for noncompliance in accordance with Connecticut General Statutes
§46a-506; provided if such Contractor becomes involved in, or is threatened with, litigation with a
subcontractor or vendor as a result of such direction by the Commission, the Contractor may request
the State of Connecticut to enter into any such litigation or negotiation prior thereto to protect the
interests of the State and the Statc may so entet.
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()  The Contractor agtees to comply with the regulations referred to in this Section as they exist on the
date of this Contract and as they may be adopted or amended from time to timne during the term of
this Contract and any amendments thereto.

®

(1) The Contractor agrees and warrants that in the performance of the Contract such Contractor
will not discritninate or permit discrimination against any person ot group of persons on the
grounds of sexual otientation, in any manner prohibited by the laws of the United States or the
State of Connccticut, and that employees are treated when employed without regard to their
sexual orientation;

(2) the Contractor agrees to provide each labor union or representative of workers with which such
Contractor has a collective batgaining Agreement or other contract or understanding and each
vendor with which such Contractor has a contract or understanding, a notice to be provided by
the Commission on ITuman Rights and Opportnnities advising the labor union or workers'
representative of the Contractor's commitments under this section, and to post copies of the
notice in conspicuous places available to employees and applicants for employment;

(3) the Contractor agrees to comply with each provision of this section and with each regulation or
relevant order issued by said Commission pursuant to Connecticut General Statutes § 46a-56;
and

(4) the Contractor agrees to provide the Commission on Human Rights and Opportunities with
such information requested by the Commission, and permit access to pertinent boolks, records
and accounts, concerning the employment practices and procedures of the Contractor which
relate to the provisions of this Section and Connecticut General Statutes § 46a-56.

(h) The Contractor shall include the provisions of the foregoing paragraph in every subcontract or
purchase order entered into in order to fulfill any obligation of a contract with the State and such
provisions shall be binding on a subcontractor, vendor or manufacturer unless exempted by
regulations or orders of the Commission. The Contractor shall take such action with respect to any
such subcontract or purchase order as the Commission may direct as a means of enforcing such
provisions including sanctions for noncompliance in accordance with Connecticut General Statutes
§ 46a-56; provided, if such Contractor becomes involved in, or is threatened with, litigation with a
subcontractor or vendor as a result of such directton by the Commission, the Contractor may request
the State of Contiecticut to enter into any such litigation or negotiation prior thereto to p1 otect the
interests of the State and the State may so enter,

6. Freedom of Information.

(a) Contractor acknowledges that the Agency must comply with the Freedom of 1nformation Act,
C.G.S. §§ 1-200 ct seq. (“FOIA”) which requires the disclosure of documents in the possession of
the State upon request of any citizen, unless the content of the document falls within certain
categories of cxemption, as defined by C.G.S. § 1-210(b).

(b) Governmental Function. In accordance with C.G.S. § 1-218, if the amount of this Contract cxceeds
two million five hundred thousand dollars ($2,500,000), and the Contractor is a “person” performing
a “governmental function”, as those terms are defined in C.G.S. §§ 1-200(4) and (11), the Agency is
entitled to receive a copy of the Records and files related to the Contractor’s performance of the
governmental function, which may be disclosed by the Agency pursuant to the FOIA.

7. Whistleblowing. This Contract is subject to C.G.S. § 4-61dd if the amount of this Contract is a “large
state contract” as that term is defined in C.G.S. § 4-61dd(h). 1un accordance with this statute, if an officer,
employce or appointing authority of the Contractor takes or threatens to take any personunel action against
any employee of the Contractor in retaliation for such employee’s disclosure of information to any
employee of the Contracting state or quasi-public agency or the Auditors of Public Accounts or the
Attorney General under subsection (a) of such statute, the Contractor shall be liable for a civil penalty of
not more than five thousand dollars ($5,000) for each offense, up to a maximum of twenty per cent (20%)
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of the value of this Contract. FEach violation shall be a separate and distinct offense and in the case of a
continuing violation, each calendat day’s continuance of the violation shall be deemed to be a separate and
distinct offense. The State may request that the Attorney Genetal bring a civil action in the Superior
Court for the Judicial District of Hartford to seck imposition and recovery of such civil penalty. In
accordance with subsection (f} of such statute, each large state Contractor, as defined in the statute, shall
post a notice of the relevant sections of the statute relating to large state Contractors in a conspicuous
place which is readily available for viewing by the employees of the Contractor.

8. Executive Orders. This Contract is subject to Executive Order No. 3 of Governor Thomas J. Meskill,
promulgated June 16, 1971, concerning labor employment practices; Executive Order No. 17 of Governor
‘Thomas J. Meskill, promulgated February 15, 1973, concerning the listing of employment openings;
Executive Order No. 16 of Governot John G. Rowland, promulgated August 4, 1999, concerning
violence in the workplace. This Contract may also be subject to Executive Ordet 7C of Governor M. Jodi
Rell, promulgated July 13, 2006, concerning contracting reforms and Executive Order 14 of Governor M.
Jodi Rell, promulgated April 17, 2006, concerning procurement of cleaning products and services, in
accordance with their respective terms and conditions. All of these Executive orders are incorporated
into and made a part of the Contract as if they had been fully sct forth in it. At the Contractor’s request,
the Apency shall provide a copy of these Orders to the Contractor.

9. Campaign Contribution Restrictions. For all State contracts as defined in C.G.S. § 9-612(g) the
authorized signatory to this Contract expressly acknowledges receipt of the State Llections Fnforcement
Commission’s (“SEEC”) notice advising state contractors of state campaign contribution and solicitation
prohibitions and will infarm its nrincinals of the contents of the notice. See SEEC Form 11 feproduced

below:
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[ X] Original Contract
[] Amendment #f
(For Internal Use Only)

SIGNATURES AND APPROVALS

The Contractor IS a Business Associate undes the Health Tnsurance Portability and Accountability Act of 1996 as

amended.

Documentation necessaty to demonstrate the authorization to sigh must he attached,

(R pL 2 EB it /2,32 2001

CAROL A. BOHNET, Exeative Director Date

DEPARTMENT OF

Date

OF1 &
—_— U S OO 1 — - _L
I 1o Forn~ &ch_
1 ot having been reviewed and approved by the OAG, it is exempl from review puarsuant a
Mem _ ween the Agency and the OAG dated March 19, 2009, as amended November 15, 2011,
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