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Disclosure of Health Data

Sec. 19a-25-1. Definitions
As used in Sections 19a-25-1 through 19a-25-4, inclusive, of the Regulations of

Connecticut State Agencies:
(1) “Aggregate health data” means health data that is obtained by combining like data

in a manner that precludes the identification of the individual or organization supplying the
data or described in the data.

(2) “Anonymous medical case history” means the description of an individual’s illness
in a manner that precludes the identification of the individual or organization supplying the
data or described in the data.

(3) “Commissioner” means the commissioner of the Department of Public Health.
(4) “Department” means the Department of Public Health.
(5) “Disclosure” or “disclose” means the communication of health data to any individual

or organization outside the department.
(6) “Health data” means information, recorded in any form or medium, that relates to

the health status of individuals, the determinants of health and health hazards, the availability
of health resources and services, or the use and cost of such resources and services.

(7) “Identifiable health data” means any item, collection, or grouping of health data that
makes the individual or organization supplying it, or described in it, identifiable.

(8) “Individual” means a natural person.
(9) “Local Director of Health” means the city, town, borough, or district Director of

Health or any person legally authorized to act for the local director of health.
(10) “Medical or scientific research” means the performance of activities relating to

health data, including, but not limited to:
(A) describing the group characteristics of individuals or organizations;
(B) characterizing the determinants of health and health hazards;
(C) analyzing the inter-relationships among the various characteristics of individuals or

organizations;
(D) the preparation and publication of reports describing these matters; and
(E) other related functions as determined by the commissioner.
(11) “Organization” means any corporation, association, partnership, agency, department,

unit, or other legally constituted institution or entity, or part thereof.
(12) “Studies of morbidity and mortality” means the collection, application, and

maintenance of health data on:
(A) the extent, nature, and impact of illness and disability on the population of the state

or any portion thereof;
(B) the determinants of health and health hazards, including but limited to,
(i) infectious agents of disease,
(ii) environmental toxins or hazards,
(iii) health resources, including the extent of available manpower and resources, or
(iv) the supply, cost, financing or utilization of health care services.
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(C) diseases on the commissioner’s list of reportable diseases and laboratory findings
pursuant to section 19a-215 of the Connecticut General Statutes; or

(D) similar health or health related matters as determined by the commissioner.
(Adopted effective October 30, 1998)

Sec. 19a-25-2. Disclosure of aggregate health data, anonymous medical case
histories, and reports of the findings of studies of morbidity and mortality

(a) The department may, at the discretion of the commissioner, publish, make available,
and disseminate aggregate health data, anonymous medical case histories, and reports of
the findings of studies of morbidity and mortality, provided such data, histories, and reports:

(1) Are prepared for the purpose of medical and scientific research; and
(2) Do not include identifiable health data.
(b) No individual or organization with lawful access to such reports shall be compelled

to testify with regard to such reports. Publication or release of such reports shall not subject
said report or related information to subpoena or similar compulsory process in any civil or
criminal, judicial, administrative or legislative proceeding.
(Adopted effective October 30, 1998)

Sec. 19a-25-3. Disclosure of identifiable health data
(a) The department shall not disclose identifiable health data unless:
(1) The disclosure is to health care providers in a medical emergency as necessary to

protect the health, life, or well-being of the person with a reportable disease or condition
pursuant to section 19a-215 of the Connecticut General Statutes;

(2) The disclosure is to health care providers, the local director of health, the department,
another state or public health agency, including those in other states and the federal
government, or other persons when deemed necessary by the department in its sole
discretion for disease prevention and control pursuant to section 19a-215 of the Connecticut
General Statutes or for the purpose of reducing morbidity and mortality from any cause or
condition, except that every effort shall be made to limit the disclosure of identifiable health
data to the minimal amount necessary to accomplish the public health purpose;

(3) The disclosure is to an individual, organization, governmental entity in this or another
state or to the federal government, provided the department determines that:

(A) Based upon a written application and such other information as required by the
department to be submitted by the requesting individual, organization or governmental entity
the data will be used solely for bona fide medical and scientific research;

(B) The disclosure of data to the requesting individual, organization or governmental
entity is required for the medical or scientific research proposed;

(C) The requesting individual, organization, or governmental entity has entered into a
written agreement satisfactory to the department agreeing to protect such data in accordance
with the requirements of this section and not permit disclosure without prior approval of
the department; and
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(D) The requesting individual, organization or governmental entity, upon request of the
department or after a specified date or event, returns or destroys all identifiable health data
provided by the department and copies thereof in any form.

(4) The disclosure is to a governmental entity for the purpose of conducting an audit,
evaluation, or investigation required by law of the department and such governmental entity
agrees not to use such data for making any determination as to whom the health data relates.

(b) Any disclosure provided for in this section shall be made at the discretion of the
department, provided the requirements for disclosure set forth in the applicable provisions
of this section have been met. For disclosures under this section to governmental entities,
the commissioner may waive the requirements of this section except for the requirements
of subdivision (A) of subsection (3).

(c) Notwithstanding any other provisions of this section, no identifiable health data
obtained in the course of activities undertaken or supported under this section shall be
subject to subpoena or similar compulsory process in any civil or criminal, judicial,
administrative, or legislative proceeding, nor shall any individual or organization with lawful
access to identifiable health data under the provisions of this section be compelled to testify
with regard to such health data.
(Adopted effective October 30, 1998)

Sec. 19a-25-4. Use of health data for enforcement purposes
(a) Notwithstanding any provisions of sections 19a-25-1 to 19a-25-3, inclusive of the

Regulations of State Agencies, the department may utilize, in any manner, health data
including but not limited to aggregate health data, identifiable health data, and studies of
morbidity and mortality, in carrying out and performing its statutory and regulatory
responsibilities and to secure compliance with or enforcement of any laws. Where such data
is used in an enforcement action brought by the department or any other state agency,
disclosure to parties to the action of such data shall be permitted only if required by law
and said parties may not further disclose such data except to a tribunal, administrative
agency or court with jurisdiction over the enforcement action. Disclosure under this section
does not constitute a waiver or release of the confidentiality that protects such data.
(Adopted effective October 30, 1998)
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Reportable Diseases and Laboratory Findings

Sec. 19a-36-A1. Definitions
As used in Sections 19a-36-A1 to 19a-36-A55:
(a) “Authorized agent” means an individual designated by a local director of health to

act for him or her in the performance of any of his or her duties.
(b) “Carrier” means an infected person or animal who, without any apparent symptoms

of communicable disease, harbors a specific infectious agent and may serve as a source of
infection for humans. The state of harboring a specific infectious agent may occur in an
individual with an infection that is inapparent throughout its course (asymptomatic carrier),
or in an individual during the incubation period, convalescence, and post-convalescence of
a clinically recognizable disease (incubatory carrier and convalescent carrier). The carrier
state may be of short duration (transient carrier) or long duration (chronic carrier).

(c) “Case” means a person or animal who exhibits evidence of disease.
(d) “Cleaning” means the process of removal of organic matter conducive to growth or

maintenance of infectivity of infectious agents by scrubbing and washing as with hot water
and soap.

(e) “Commissioner” means the state commissioner of health services.
(f) “Communicable disease” means a disease or condition, the infectious agent of which

may pass or be carried directly or indirectly, from the body of one person or animal to the
body of another person or animal.

(g) “Communicable period” means any time period during which a specific infectious
agent may be transferred directly or indirectly from an infected person or animal to another
human or animal.

(h) “Contact” means a person or animal known to have had association with an infected
person or animal in such a manner as to have been exposed to a particular communicable
disease.

(i) “Contamination” means the presence of undesirable substance or material which may
contain an infectious agent on external body surfaces (e.g., skin), articles of apparel,
inanimate surfaces or in food or beverages.

(j) “Cultures” mean growths of an infectious agent propogated on selected living or
artificial media.

(k) “Date of onset” means the day, month and year on which the case or suspected case
experienced the first sign or symptoms of the disease.

(l) “Department” means the Connecticut Department of Health Services.
(m) “Disinfection” means a directly applied chemical or physical process by which the

disease producing powers of infectious agents are destroyed. (1) “Concurrent disinfection”
means the immediate disinfection and disposal of body discharges, and the immediate
disinfection or destruction of all infected or presumably infected materials. (2) “Terminal
disinfection” means the process of rendering the personal clothing and immediate physical
environment of a patient free from the probability of conveying an infectious agent to others
after removal of the patient or at a time when the patient is no longer a source of infection.
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(n) “Epidemic” means the occurrence of cases of illness clearly in excess of normal
expectancy over a specific time period in a community, geographic region, building or
institution. The number of cases indicating an epidemic may vary according to the causative
agent, size and type of population exposed, previous experience with the disease, and time
and place of occurrence. An outbreak of disease is an epidemic.

(o) “Epidemiologic investigation” means an inquiry into the incidence, distribution and
source of disease to determine its cause, means of prevention, and efficacy of control
measures.

(p) “Foodborne outbreaks” means illness in two or more individuals acquired through
the ingestion of common-source food or water contaminated with chemicals, infectious
agents or their toxic products. Foodborne outbreaks include, but are not limited to, illness
due to heavy metal intoxications, staphylococcal food poisoning, botulism, salmonellosis,
shigellosis, Clostridium perfringens intoxication and hepatitis A.

(q) “Foodhandler” means a person who prepares, processes, or otherwise handles food
or beverages for people other than members of his or her immediate household.

(r) “Health care facility” means any hospital, long term care facility, home health care
agency, clinic or other institution licensed under Chapter 368v of the Connecticut General
Statutes and also facilities operated and maintained by any state agency for the care or
treatment of mentally ill persons or persons with mental retardation or substance abuse
problems.

(s) “Health care provider” means a person who has direct or supervisory responsibility
for the delivery of health care or medical services. This shall include but not be limited to:
licensed physicians, nurse practitioners, physician assistants, nurses, dentists, medical
examiners, and administrators, superintendents and managers of health care facilities.

(t) “Incubation period” means the time interval between exposure to a disease organism
and the appearance of the first symptoms of the resulting disease.

(u) “Infection” means the entry and multiplication of an infectious agent in the body of
a person or animal with or without clinical symptoms.

(v) “Infectious agent” means a microorganism capable of producing infection with or
without disease.

(w) “Isolation” means the use of special precautions during the period of
communicability to prevent transmission of an infectious agent. Such special precautions
may include: physical separation of infected persons or animals from others, or precautions
such as blood precautions that do not necessarily result in physical separation of individuals.

(x) “Laboratory” means any facility licensed, or approved by the department in
accordance with section 19a-30 of the Connecticut General Statutes.

(y) “Local director of health” means and includes the city, town, borough or district
director of health and any person legally authorized to act for the local director of health.

(z) “Medical information” means the recorded health information on an individual who
has a reportable disease or who has symptoms of illness in the setting of an outbreak. This
information includes details of a medical history, physical examination, any laboratory test,
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diagnosis, treatment, outcome and the description and sources of suspected causative agents
for such disease or illness.

(aa) “Nosocomial infection” means infections that develop within a hospital or other
health care facility or are produced by microorganisms acquired while in a hospital or health
care facility.

(bb) “Outbreak.” See “epidemic.”
(cc) “Quarantine” means the formal limitation of freedom of movement of persons or

animals exposed to, or suffering from a reportable disease for a period of time not longer
than either the longest incubation period or the longest communicable period of the disease,
in order to prevent spread of the infectious agent of that disease.

(dd) “Reportable disease” means a communicable disease, disease outbreak, or other
condition of public health significance required to be reported to the department and local
health directors.

(ee) “Reportable laboratory finding” means a laboratory result suggesting the presence
of a communicable disease or other condition of public health significance required to be
reported to the department and local health directors.

(ff) “State epidemiologist” means the person designated by the Commissioner as the
person in charge of communicable disease control for the state.

(gg) “Surveillance” means the continuing scrutiny of all aspects of occurrence and spread
of a disease relating to effective control of that disease, which may include but not be limited
to the collection and evaluation of: morbidity and mortality reports; laboratory reports of
significant findings; special reports of field investigations of epidemics and individual cases;
data concerning the availability, use, and untoward side effects of the substances used in
disease control, such as rabies vaccine; and information regarding immunity levels in
segments of the population.

(hh) “Suspected case” means a person or animal suspected of having a particular disease
in the temporary or permanent absence of definitive clinical or laboratory evidence.

(ii) “Other condition of public health significance” means a non-communicable disease
caused by a common source or prevalent exposure such as pesticide poisoning, silicosis or
lead poisoning.
(Effective October 25, 1989; Amended October 10, 2008)

Sec. 19a-36-A2. List of reportable diseases and laboratory findings
The commissioner shall issue a list of reportable diseases and laboratory findings within

sixty days of the effective date of these regulations, on the next January 1, and annually
thereafter. The list shall show it is the current list and shall specify its effective date. This
list shall also include but not be limited to the reporting category of each disease, procedures
for the reporting, and minimum investigation and control measures for each disease. Listed
diseases are declared reportable diseases as of the effective date of approval by the
commissioner.

(a) The commissioner in consultation with the state epidemiologist will annually review
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the existing list and develop recommendations for deletions or additions to the list.
(b) The state epidemiologist or other commissioner designee shall convene and chair an

advisory committee to review the recommendations for any changes to the list prior to
preparing the final list for that year. This committee shall make recommendations to the
commissioner regarding the contents of the list.

(c) The commissioner shall review the advisory committee’s recommendations and make
final deletions or additions to the list to take effect January 1 of the next year. He will furnish
copies of the list before January 1 to the following:

(1) physicians licensed by the department;
(2) directors of clinical laboratories licensed, registered or approved by the department;
(3) local directors of health in Connecticut;
(4) health care facilities licensed under Chapter 368v of the Connecticut General Statutes.

(Effective October 25, 1989)

Sec. 19a-36-A3. Persons required to report reportable diseases and laboratory
findings

(a) Reportable Diseases.
(1) Every health care provider who treats or examines any person who has or is suspected

to have a reportable disease shall report to the local director of health or other health
authority within whose jurisdiction the patient resides and to the department such
information about the affected person as described in section 19a-36-A4 of these regulations.

(2) If the case or suspected case of reportable disease is in a health care facility, the
person in charge of such facility shall ensure that reports are made to the local director of
health and the department in the manner specified in section 19a-36-A4 of these regulations.
The person in charge shall designate appropriate infection control or record-keeping
personnel for this purpose.

(3) If the case or suspected case of reportable disease is not in a health care facility and
if a health care provider is not in attendance or is not known to have made a report within
the appropriate time specified in section 19a-36-A4, such report of reportable diseases shall
be made to the local director of health or other health authority within whose jurisdiction
the patient lives and the department in the manner specified in section 19a-36-A4 by:

(A) the administrator serving a public or private school or day care center attended by
any person affected or apparently affected with such disease;

(B) the person in charge of any camp;
(C) the master or any other person in charge of any vessel lying within the jurisdiction

of the state;
(D) the master or any other person in charge of any aircraft landing within the jurisdiction

of the state;
(E) the owner or person in charge of any establishment producing, handling or processing

dairy products, other food or non-alcoholic beverages for sale or distribution;
(F) morticians and funeral directors.
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(4) Each local director of health shall report or ensure reporting to the department within
24 hours of each case or suspected case of a Category I reportable disease and such
additional information of which he has knowledge as described in section 19a-36-A4 of
these regulations.

(b) Reportable laboratory findings.—The director of a laboratory that receives a
primary specimen or sample which yields a reportable laboratory finding shall be
responsible for reporting such findings within forty-eight (48) hours to the local director of
health of the town in which the affected person normally resides, or, in the absence of such
information, of the town from which the specimen originated, and to the department on
forms provided by the department.

(1) When a laboratory identifies or presumptively identifies a significant isolate or other
finding that requires confirmation by the laboratory as required in the annual list, the director
must submit that isolate or specimen from which the finding was made to the department’s
laboratory division.

(2) Laboratory tests and confirmatory tests for certain reportable diseases as specially
indicated in the annual list shall be exempted from any and all fees for the state laboratory
services in accordance with Section 19a-26 of the Connecticut General Statutes.
(Effective October 25, 1989)

Sec. 19a-36-A4. Content of report and reporting of reportable diseases and
laboratory findings

(a) Reportable diseases.
(1) Each report of a case or suspected case of reportable disease shall include the full

name and address of the person reporting and of the physician attending; the diagnosed or
suspected disease and date of onset; the full name, age, race/ethnicity, sex and occupation
of the affected individual and other facts the department or local director of health requires
for purposes of surveillance, control and prevention of reportable diseases. The reports shall
be sent in envelopes marked “CONFIDENTIAL.”

(2) Reports may be written or oral as required by the category of disease as follows:
(A) Category I: diseases of high priority because of need for timely public health action:

reportable immediately by telephone on day of recognition or suspicion of disease; on
weekdays to both, the local health director of the town in which the patient resides and the
department, on weekends to the department. A completed disease report form provided by
the department must also be mailed to both the local health director and the department
within 12 hours.

(B) Category II: diseases of significant public health importance, usually requiring public
health action: reportable by mail to the local director health and the department within 12
hours of recognition or suspicion on a form provided by the department.

(b) Reportable laboratory findings.
(1) Each report of reportable findings shall include the name, address, age, sex, and, if

known, race/ethnicity of the person affected, the name and address of the attending
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physician, the identity of the infectious agent or other reportable laboratory findings, and
the method of identification.

(2) Reports shall be mailed to the local director of health of the town in which the patient
resides and to the department within 48 hours of making the finding in envelopes marked
“CONFIDENTIAL.”
(Effective October 25, 1989)

Sec. 19a-36-A5. Confidentiality of data
All epidemiologic information which identifies an individual and which is gathered by

the state or local health department in connection with the investigation of reported cases
or suspected cases of disease or during the investigation of outbreaks of disease shall be
kept in compliance with current confidentiality statutes.
(Effective October 25, 1989)

Sec. 19a-36-A6. Investigation and control of reportable disease and outbreaks by
the department

(a) The department, in cooperation with the local director of health, in the investigation
and control of reportable disease shall make or cause to be made such investigation as it
deems necessary and shall secure all such data as may assist it in establishing adequate
control measures.

(b) In order to investigate and control any apparent outbreak or unusual occurrence of
reportable disease, the department shall institute such special disease surveillance, follow-
up reports and control measures as it deems necessary.

(c) Individual medical information pertaining to cases of reportable disease, persons
affected by outbreaks of disease or significant increases in the rate of nonsocomial infection
shall be provided when requested to an investigator who presents official identification of
the department or the local department of health. Such an investigator may be an employee
of the State or local health department.
(Effective October 25, 1989)

Sec. 19a-36-A7. Diseases not enumerated
Diseases not specifically listed pursuant to section 19a-36-A2 and presenting a special

problem shall be reported and controlled in accordance with special instructions of the state
department of health or, in the absence of such instructions, in accordance with orders and
directions of the local director of health.
(Effective October 25, 1989)

Sec. 19a-36-A8. General measures for control of reportable diseases
The local director of health, in instituting measures for the control of reportable diseases:
Investigation
(a) shall make, or cause to be made, such investigations as he may deem necessary and
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shall secure all such data as may assist him in establishing adequate control measures;
Isolation and orders
(b) shall establish and maintain quarantine, isolation or such other measures for control

as are required by statute, the public health code or special instructions of the state
department of health, and, when possible, shall issue his instructions and orders in writing
or on printed forms;

Removal
(c) shall have the authority to set up proper isolation or quarantine of an affected person

or persons, carrier or contact, when, in his opinion or in the opinion of the state
commissioner of health, this is not or cannot be effectively maintained on the premises
occupied by such person or persons by methods designated in this part; to remove or require
the removal of such person or persons to a hospital or other proper place designated by him;
or to employ such guards or officers as may be necessary to maintain effective isolation or
quarantine;

Instruction
(d) shall provide, by himself or his authorized agent, for the specific instruction of cases,

contacts, their attendants and all other persons affected, in the proper methods for the
prevention of the spread of the disease and shall supply such information and literature as
may be required by law or by the instructions of the state department of health;

Enforcement
(e) shall make, at intervals during the period of communicability, inquiry or investigation

to satisfy himself that the measures instituted by him for the protection of others are being
properly observed;

Laboratory tests
(f) shall, when the control or release of a case, contact or carrier of a reportable disease

is dependent upon laboratory findings, require the specimens upon which such findings are
based to be examined by the laboratory division of the state department of health or by a
laboratory specifically approved for that purpose by the state department of health and shall,
by himself or his authorized agent, secure and submit release cultures or specimens for
examination; in cases of enteric diseases all release specimens shall be taken at least one
week after specific therapy has been discontinued;

Schools—Isolation
(g) shall, in the event of an outbreak of a communicable disease in any public, private,

parochial or church school, make a prompt and thorough investigation; control such an
outbreak by individual examination of pupils, teachers and other persons associated with
the outbreak; employ such other means as he deems necessary to determine the source of
infection or to provide for the segregation of infected persons; in the event of an outbreak
of a communicable disease in any school, require school physicians and school nurses to
conform to the orders, regulations and restrictions issued by him;

Schools—Readmission
(h) shall, in the case of any school child who has been excluded from school for having
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been a case, contact or carrier of a communicable disease, by himself or his authorized
agent, issue a permit for such child to re-enter school when in his opinion such child is no
longer infectious;

Unusual disease
(i) shall, when an unusual or rare disease occurs in any part of the state or when any

disease becomes so prevalent as to endanger the state as a whole, contact the state
department of health for assistance, and shall cooperate with the representatives of the state
department of health acting under the direction of the state commissioner of health;

Other measures
(j) shall introduce such other measures as he may deem advisable.

(Effective October 25, 1989)

Sec. 19a-36-A9. Control of diseases suspected of being reportable
The local director of health, on receiving a report of a disease suspected of being

reportable, shall confer with the physician or other person making such report, make further
examination or investigation as he deems necessary and advise, recommend or establish
such procedures as he may deem necessary to protect the public health until the character
of the disease is definitely determined.
(Effective October 25, 1989)

Sec. 19a-36-A10. Presumably exposed persons may be examined and controlled
The local director of health, when he has reasonable grounds to believe that a person or

persons may have been exposed to a communicable disease, may control such persons as
known contacts and may make such examinations and adopt such measures as he deems
necessary and proper for the protection of the public health and the prevention of the spread
of disease.

(1) The conviction of any person for any offense involving sexual promiscuity or illicit
sex relations shall constitute reasonable grounds for the local director of health to believe
that that person may have been exposed to a communicable disease and shall justify the
examination and such other measures of control of that individual as are deemed necessary
and proper by the state department of health for the protection of public health and the
prevention of spreading of disease.

(2) The warden or other person in charge of any prison or jail in the state shall notify the
prison or jail physician, in writing, within twenty-four hours upon the receipt of a prisoner
who may have been exposed to a communicable disease and of every prisoner who has
been convicted of any offense involving sexual promiscuity or illicit sex relations. A routine
medical examination shall be made on every prisoner whose conviction involves sexual
promiscuity or illicit sex relations. Such routine medical examination shall include the taking
of a blood specimen for serological test for syphilis and the taking of three smears for
gonococci taken not less than twenty-four hours apart and, if the prisoner is found to be
infected, treatment shall be instituted as necessary. The tests referred to above shall be
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performed in the bureau of laboratories of the state department of health or in a laboratory
specifically approved for these purposes by the state department of health, and they shall
be performed in a manner that meets the approval of the state department of health. Upon
the expiration of a sentence, any person having syphilis or gonococcal infection, whether
in an infectious or non-infectious stage, and in need of further followup treatment shall be
reported to the state department of health by the attending physician, who shall give the
name, sex, age and marital status and a record of the treatment given while such person was
imprisoned.
(Effective October 25, 1989)

Sec. 19a-36-A11. Control of carriers of the infectious agent of communicable disease
Carriers, whether transient, convalescent or chronic, of the infectious agent of any

communicable disease shall be maintained under observation until repeated laboratory
examinations of appropriate specimens show the absence of the infectious agent.
Examination of all such specimens shall be in conformity with subsection (f) of section
19a-36-A8.

(a) Any local director of health or physician who discovers any carrier of an infectious
agent shall report the fact to the state department of health giving the full name, age, sex,
occupation and address of such carrier. The state department of health shall, upon receipt
of such report, notify the local director of health of the town, city or borough wherein the
carrier resides. The local director of health concerned shall then communicate the fact to
the carrier himself, or his guardian, giving specific instructions regarding the precautions
necessary to protect others from infection.

(b) Any privy or latrine used by an enteric disease carrier shall be so constructed as to
exclude flies and to meet the approval of the local director of health. The disinfection and
disposal of its contents shall be in accordance with instructions given by the local director
of health.

(c) A carrier of an infectious agent shall not engage in any occupation involving the
handling of any food or beverage intended for the use of others.

(d) Enteric disease carriers shall not work on any public water supply or watershed.
(e) A carrier who changes his residence shall notify the local director of health of the

town, city or borough in which he has been residing of the date of his departure, his
destination and his new address. The local director of health shall immediately forward this
information to the state department of health.

(f) The local director of health shall visit each carrier within his jurisdiction at least once
every three months and shall render quarterly reports concerning each such carrier to the
state department of health upon forms prescribed for the purpose.
(Effective October 25, 1989)

Sec. 19a-36-A12. Enteric disease carriers
(a) A chronic carrier of enteric disease shall be defined as a person who persists in
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excreting enteric pathogenic organisms for twelve months or more after onset of illness or
probable date of infection or one who, though he may never have been known to have the
disease, has been shown to harbor the infectious agent in his body.

(b) All specimens for the release of enteric carriers from supervision shall be collected
at least ten days after the cessation of any antibiotic therapy or any therapy directed at the
disease.

(c) All specimens for the release of enteric carriers from supervision shall be examined
in conformity with subsection (f) of section 19a-36-A8.

(d) Chronic carriers of the organisms causing typhoid fever and paratyphoid fever shall
not be released from supervision until six successive specimens of urine and six successive
specimens of feces, the last two of which shall be validated by collection of the specimen
in a hospital or otherwise under direct supervision, have been found negative. Specimens
for such examination shall be so collected that a time interval of not less than one month
shall elapse between successive specimens of urine and between successive specimens of
feces. The final two specimens of feces to be examined may be validated by the giving of
lycopodium or a negative bile culture may be substituted for such validation.

(e) A chronic carrier of enteric disease excreting the organism in discharges other than
the feces or urine shall not be released from supervision until negative cultures as outlined
by the state department of health for the specific case have been obtained.
(Effective October 25, 1989)

Sec. 19a-36-A13. Control of tuberculosis
(a) When a licensed physician or hospital superintendent has reported a case of

tuberculosis and has agreed to assume the responsibility for the proper instruction of the
patient and the taking of measures necessary for the protection of others, the local director
of health need not take action other than that prescribed by sections 19a-262 to 19a-264,
inclusive, of the general statutes.

(b) When such patient, while in an infectious state, neglects or refuses to follow the
prescribed instructions or discontinues treatment, the physician or superintendent shall
immediately notify the local director of health.

(c) When a physician or hospital superintendent has declined to assume such
responsibility, the local director of health shall supply the affected person with printed
instructions and take such other action as may be necessary and proper for the protection of
the public health.
(Effective October 25, 1989)

Sec. 19a-36-A14. Control of refractory persons affected with tuberculosis
When it comes to the attention of a local director of health that a person is affected with

tuberculosis and is a menace to the public health or is likely to jeopardize the health of any
person or persons in or on the premises occupied or frequented by the affected person, he
shall immediately investigate and shall take proper measures to prevent the spread of such
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disease for the protection of the public health and, if necessary, may cause the removal of
such person to an isolation hospital or other proper place, there to be received and kept until
he is no longer a menace to the public health.
(Effective October 25, 1989)

Sec. 19a-36-A15. Control of venereal disease
(a) When a licensed physician or hospital superintendent has reported a case of gonorrhea

or syphilis and has agreed in writing to assume the responsibility for the proper instruction
of the patient, the local director of health shall supply such physician or hospital
superintendent with printed instructions for such patient.

(b) When such patient, while in an infectious state, neglects or refuses to follow the
prescribed instructions or discontinues treatment, the physician or superintendent shall
immediately notify the local director of health.

(c) In investigating cases or suspected cases of the above-mentioned diseases, the local
director of health shall treat all information as confidential, but such course shall not
preclude the making of reports to the state department of health.
(Effective October 25, 1989)

Sec. 19a-36-A16. Control of refractory persons affected with venereal diseases
When it comes to the attention of a local director of health that a person is affected with

or presumably affected with gonorrhea or syphilis in any form and is likely to jeopardize
the health of any person or persons in or on the premises occupied or frequented by the
affected person, the local director of health shall immediately investigate and shall take
proper measures to prevent the spread of such disease for the protection of the public health,
and he shall direct such person to report regularly for treatment to a licensed physician or
to a public clinic, there to be treated until such person is free from infectious discharges. If
such person, in the opinion of the local director of health, is a menace to the public health,
the local director of health shall order the removal of such person to an isolation hospital or
other proper place, there to be received and kept until he no longer is a menace to the public
health; or the local director of health shall adopt such other measures as he may deem
necessary to protect the public health.
(Effective October 25, 1989)

Sec. 19a-36-A17. Observance of quarantine and instructions
Every person who is affected with a communicable disease, who is a carrier or who is

suspected of having come in contact, directly or indirectly, with a case of communicable
disease shall strictly observe and comply with all orders, quarantine regulations and
restrictions given or imposed by the local health authority or the state commissioner of
health in conformity with law.
(Effective October 25, 1989)
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Sec. 19a-36-A18. Control of quarantine area
No person other than the attending physicians and authorized attendants shall enter or

leave, and no one except the local director of health or his representative shall permit any
other person to enter or leave, any room, apartment or premises quarantined for a
communicable disease, nor shall any person needlessly expose a child or other person to a
communicable disease. No person shall remove any article from a quarantined area without
permission of the local director of health. The local director of health shall report
immediately to the state commissioner of health, by telegraph or telephone, the name,
address, probable destination and route of departure of any person who was under control
for a reportable disease and who has left his jurisdiction without his consent.
(Effective October 25, 1989)

Sec. 19a-36-A19. Duty of local director of health to quarantined persons in need
When a person under quarantine is, in the opinion of the local director of health, unable

to obtain medical care, food or other actual necessities, the local director of health shall
report his findings to the proper town, city or borough authority. If such town, city or
borough authority fails to supply at once the needed care, the local director of health shall
supply such quarantined person with medical attention, food or other actual necessities, and
the expense incurred in performing such duty shall constitute a legal expense of the local
director of health and shall be paid according to state statute.
(Effective October 25, 1989)

Sec. 19a-36-A20. Preventing spread of disease by common carriers
In the event of the epidemic prevalence of a communicable disease, when a written

declaration to that effect has been made by the state commissioner of health, any person,
firm or corporation operating any common carrier within the state, or in the waters thereof,
shall comply strictly with any order issued by the state commissioner of health for the
purpose of preventing the introduction into the state, or the transmission from one point to
another within the state, of any person or persons, animals, insects or materials likely to
convey the disease.
(Effective October 25, 1989)

Sec. 19a-36-A21. Food and food handlers restricted
When a case of any of the reportable diseases listed pursuant to section 19a-36-A2 occurs

on the premises where milk or food is produced, kept, handled or sold, the local director of
health shall institute such measures as he deems necessary to prevent the spread of such
disease and to protect such foods from being contaminated; and he shall require all
uninfected persons who reside in an apartment or dwelling where any such disease exists,
and who handle milk or food elsewhere, to remain away from such abode as long as the
disease is present.
(Effective October 25, 1989)

- 12 -

Regulations of Connecticut State Agencies
TITLE 19a. Public Health and Well-Being



Assurances of Confidentiality

Assurance of Confidentiality

Purpose

An Assurance of Confidentiality is a formal confidentiality protection authorized under Section 308(d) of the Public Health Service Act. It

is used for projects conducted by CDC staff or contractors that involve the collection or maintenance of sensitive identifiable or

potentially identifiable information. This protection allows CDC programs to assure individuals and institutions involved in research or

non-research projects that those conducting the project will protect the confidentiality of the data collected. The legislation states that no

identifiable information may be used for any purpose other than the purpose for which it was supplied unless such institution or individual

has consented to that disclosure.

Statutory Authority

Under section 308(d) of the Public Health Service Act surveys conducted by the National Center for Health Statistics (NCHS) as part of

their authorizing legislation are automatically protected by an Assurance of Confidentiality. In addition, Assurances of Confidentiality may

be issued to projects conducted by all other CDC components, after formal application to and approval by the CDC Confidentiality Review

Group has been obtained.

Information about institutions and/or individuals of research or non-research projects that involve the collection or maintenance of

sensitive identifiable or potentially identifiable information and for which an Assurance of Confidentiality has been approved is protected.

At CDC, the 308(d) assurance has most often been used to protect sensitive identifiable data for non-research projects, but has also been

used for research studies collecting sensitive identifiable data.

Extent and Limitations of Coverage

Protected information includes identifiable or potentially identifiable information on institutions or individuals who are the subjects of

research or non-research studies with an approved Assurance of Confidentiality.

Disclosures can be made without individual authorization only for purposes stated at the time of data collection or specifically consented

to thereafter by each of the parties who were provided the promise of confidentiality.

Assurances of Confidentiality do not take the place of good data security or clear policies and procedures for data protection, which are

essential to the protection of participants’ privacy. Investigators should take appropriate steps to safeguard data and findings.

Unauthorized individuals must not access the data or learn the identity of participants.

Assurances of Confidentiality Contact 

Phone: 404-639-4642  

Email: cdccoc@cdc.gov (mailto:cdccoc@cdc.gov)

Page last reviewed: October 11, 2017

Page last updated: April 10, 2015

Content source: Office of the Associate Director for Science
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Data Breach Investigation and Mitigation Checklist

Actions to Be Taken Immediately upon Identification of an Incident

1. Notification	Process
☐	 Notify	privacy	and	security	officers
☐		 Initiate	security	incident	report	form
☐		 Record	name	and	contact	information	of	reporter
☐		 Gather	description	of	event
☐		 Identify	location	of	event

2. Investigation	Steps
☐		 	Establish	security	incident	response	team	(e.g.,	secu-

rity	officer,	privacy	officer,	risk	manager,	administra-
tion,	and	others	as	needed)	and	identify	team	leader	
(e.g.,	privacy	or	security	officer)

☐		 	Identify	and	take	immediate	action	to	stop	the	source	
(e.g.,	hacking)	or	entity	responsible	(e.g.,	work	force	
member,	vendor)

☐		 	Identify	system,	application,	or	electronic	PHI	
compromised	and	then	immediately	begin	identifica-
tion	process	of	those	patients	whose	information	was	
compromised	and	what	data	elements	were	included	
(e.g.,	name,	age,	date	of	birth,	Social	Security	number,	
diagnosis)

☐		 	Determine	need	to	notify	key	internal	stakeholders	
not	represented	on	the	team:
• 	HIM	department	(if	necessary	to	sequester	records)
• 	Billing	and	patient	accounts	department	(if	neces-

sary	to	suspend	billing	process)
• 	Human	resources	department	(if	a	work	force

member	is	suspected)
• 	Vendor	relations	or	purchasing	leadership
• 	Others	as	necessary

☐		 	Identify	the	source	or	suspects	involved	in	event:
• 	If	the	source	is	identified	as	a	vendor	or	business

associate,	determine	if	business	associate	agreement
has	been	established	(collect	as	evidence)

• 	If	the	source	is	identified	as	a	work	force	member,
establish	existence	of	criminal	background	check,
privacy	and	security	education	and	training,	etc.
Coordinate	with	human	resources	to	determine
appropriate	sanctions.

• 	If	the	source	is	external,	work	with	law	enforcement
agency	to	determine	appropriate	actions

☐		 	Carry	out	IT	forensic	investigation	to	gather	evidence	
and	determine	course	of	events	as	well	as	identify	
electronic	PHI	compromised

☐		 	Identify	and	sequester	pertinent	medical	records,	
files,	and	other	documents	(paper	and	electronic)

☐		 	Determine	need	for	external	notification	or	involve-
ment	(see	individual	sections	following):
• 	Legal	counsel	(identify	all	communications	as

“Privileged	and	Confidential	Attorney-Client	Com-
munication/Work	Product”)

• 	IT	forensics	support
• 	Law	enforcement	agency	(local	and	federal)
• 	Media
• 	Victims

☐		 	Determine	need	to	contact	other	additional	external	
stakeholders:
• 	Corporate	office
• 	Licensing	or	accrediting	agencies
• 	Centers	for	Medicare	and	Medicaid	Services,	Office

for	Civil	Rights	(self-reporting	is	not	required	by
regulation,	it	is	an	organizational	decision)

• 	Business	associates	or	partners

Other Actions as Applicable
1. Contact	Law	Enforcement	Officials

☐		 	Verify	event	constitutes	a	crime	and	is	reportable
☐		 	Determine	appropriate	law	enforcement	agency	and

contact
☐		 	In	cooperation	with	local	law	enforcement	officials,	

determine	the	need	to	involve	other	external	law	
enforcement	agencies	(e.g.,	FTC,	FBI,	Social	Security	
Administration,	Inspector	General)

☐		 	Obtain	name	of	law	enforcement	contact	to	provide	
upon	victim	request

2. Collection	of	Evidence
☐		 	Security	incidence	response	form
☐		 	IT	forensic	evidence	(e.g.,	reports,	logs,	audits)
☐		 	Records	of	communications	(e.g.,	phone	logs,	e-mail,

letters)
☐		 	Law	enforcement	agency	and	police	reports
☐		 	Legal	counsel	guidance

3. Notification	of	Victims
☐		 	Determine	need	to	notify	victims.	Consider:

• 	Likelihood	of	harm	(e.g.,	stolen	laptop	protected	by
password	or	encryption,	PHI	limited	to	first	names
and	dates	only)

• 	Recipient	of	information,	if	known	(e.g.,	if	recipient
is	known	covered	entity,	there	is	less	risk	than	if
PHI	was	disclosed	to	other	individuals)

• 	Regulatory	reporting	and	disclosure	requirements
(review	state	regulations)

• 	Type	of	incident	(e.g.,	targeted	theft	of	data	or
incidental	as	part	of	crime	of	opportunity	such	as
laptop	left	unaccompanied	in	airport	waiting	area)

• 	Actions	of	other	organizations	if	involved	in	event
(e.g.,	information	system	of	vendor	hacked	contain-
ing	multiple	healthcare	clients)

• 	Historical	responses	by	others	involved	in	similar
events

☐		 	Prepare	a	communication	plan	to	cover	oral	and	
written	communications	to	victims	as	well	as	
information	to	assist	them	with	personal	needs	(FTC	
guidance)	and	organizational	contact	person	for	
questions	and	concerns	(privacy	officer)

☐		 	Provide	information	regarding	law	enforcement	contacts
☐		 	Consider	provision	of	credit	monitoring	services	(e.g.,	

fees	paid	by	organization?	If	so,	how	long?)
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Data Breach Investigation and Mitigation Checklist

Actions to Be Taken Immediately upon Identification of an Incident

4. Communication	with	Media
☐		 	Determine	need	to	proactively	contact	media	or	pre-

pare	press	release	in	response	to	inquiries.	Consider:
• 	Likelihood	of	media	awareness	or	investigation
• 	Scope	of	event	(e.g.,	number	of	individuals

impacted,	type	of	information	disclosed,	threat	of
harm	to	victims)

• 	Potential	for	harm	to	individuals	(e.g.,	patients,
business	associates,	clients,	others)

• 	Organizational	preventive	safeguards	and	practices
• 	Mitigation	efforts
• 	Preparation	of	talking	points	for	public	affairs

department	outlining	organizations	privacy	and
security	safeguards

• 	Limitations	of	disclosure	as	advised	by	legal	counsel
or	law	enforcement

5. Other	Organizational	Processes	to	Be	Considered
☐		 	Determine	how	best	to	account	for	disclosures	of	PHI

(HIPAA	requirement):
• 	Update	each	health	record	(paper	or	electronic)

with	disclosure	information
• 	Provide	list	of	patients	to	privacy	officer	in	response

to	accounting	of	disclosure	requests	(may	be	pre-
ferred	for	large	numbers	of	disclosures)

☐		 	If	event	is	result	of	a	business	associate’s	failure	to	
safeguard	PHI,	consider	need	to	terminate	relation-
ship	(refer	to	business	associate	agreement)

Follow-Up Activities, Identifying Opportunities for Improvement
1. Evaluation	of	Security	Incident	Response

(Document	on	Form)
☐		 	Identify	actions:

• 	Identification	measures	(incident	verified,	assessed,
options	evaluated)

• 	Evidence	collected
• 	Eradication	measures
• 	Recovery	measures

☐		 	Determine:
• 	How	well	did	the	work	force	members	respond	to

event?
• 	Were	documented	procedures	followed?	Were	they

adequate?
• 	What	information	was	needed	sooner?
• 	Were	there	any	steps	or	actions	that	might	have

inhibited	recovery?
• 	What	could	work	force	members	do	differently	the

next	time	an	incident	occurs?
• 	What	corrective	actions	can	prevent	similar	events

in	the	future?
• 	What	additional	resources	are	needed	to	detect,

analyze,	and	mitigate	future	incidents?
• 	Can	missing	electronic	PHI	be	recreated	to	provide

continuity	of	care?
• 	What	external	resources	and	contacts	proved	help-

ful?
• 	Other	conclusions	or	recommendations

2. Follow-Up
☐		 	Security	incident	response	form	completed	and	sup-

porting	documentation	made	part	of	form	or	filed	as	
attachments	(consider	restricting	access	to	the	form)

☐		 	Policy	and	process	review	completed	and	all	neces-
sary	changes	made	based	on	shortcomings	identified	
through	managing	event

☐		 	Training,	education,	and	awareness	activities	carried	
out	(balancing	need	for	awareness	with	disclosure	of	
event)

☐		 	Event	documented	as	educational	case	study	(de-
identified)	for	internal	use

3. Other
☐		 	Consider	the	offer	of	a	reward	for	return	of	lost	or

stolen	equipment	v
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Breach Notification Rule
The HIPAA Breach Notification Rule, 45 CFR §§ 164.400-414, requires HIPAA covered entities and their
business associates to provide notification following a breach of unsecured protected health information.
Similar breach notification provisions implemented and enforced by the Federal Trade Commission (FTC),
apply to vendors of personal health records and their third party service providers, pursuant to section
13407 of the HITECH Act.

Definition of Breach
A breach is, generally, an impermissible use or disclosure under the Privacy Rule that compromises the
security or privacy of the protected health information.  An impermissible use or disclosure of protected
health information is presumed to be a breach unless the covered entity or business associate, as
applicable, demonstrates that there is a low probability that the protected health information has been
compromised based on a risk assessment of at least the following factors:

1. The nature and extent of the protected health information involved, including the types of identifiers and
the likelihood of re-identification;

2. The unauthorized person who used the protected health information or to whom the disclosure was
made;

3. Whether the protected health information was actually acquired or viewed; and

4. The extent to which the risk to the protected health information has been mitigated.

Covered entities and business associates, where applicable, have discretion to provide the required
breach notifications following an impermissible use or disclosure without performing a risk assessment to
determine the probability that the protected health information has been compromised.

There are three exceptions to the definition of “breach.” The first exception applies to the unintentional
acquisition, access, or use of protected health information by a workforce member or person acting under
the authority of a covered entity or business associate, if such acquisition, access, or use was made in
good faith and within the scope of authority. The second exception applies to the inadvertent disclosure of
protected health information by a person authorized to access protected health information at a covered
entity or business associate to another person authorized to access protected health information at the
covered entity or business associate, or organized health care arrangement in which the covered entity
participates. In both cases, the information cannot be further used or disclosed in a manner not permitted

Health Information Privacy
U.S. Department of Health & Human Services
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by the Privacy Rule. The final exception applies if the covered entity or business associate has a good
faith belief that the unauthorized person to whom the impermissible disclosure was made, would not have
been able to retain the information.

Unsecured Protected Health Information and Guidance
Covered entities and business associates must only provide the required notifications if the breach
involved unsecured protected health information. Unsecured protected health information is protected
health information that has not been rendered unusable, unreadable, or indecipherable to unauthorized
persons through the use of a technology or methodology specified by the Secretary in guidance. 

This guidance was first issued in April 2009 with a request for public comment. The guidance was
reissued after consideration of public comment received and specifies encryption and destruction as the
technologies and methodologies for rendering protected health information unusable, unreadable, or
indecipherable to unauthorized individuals. Additionally, the guidance also applies to unsecured personal
health record identifiable health information under the FTC regulations. Covered entities and business
associates, as well as entities regulated by the FTC regulations, that secure information as specified by
the guidance are relieved from providing notifications following the breach of such information. 

View the Guidance Specifying the Technologies and Methodologies that Render Protected Health
Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals.  

Breach Notification Requirements
Following a breach of unsecured protected health information, covered entities must provide notification of
the breach to affected individuals, the Secretary, and, in certain circumstances, to the media. In addition,
business associates must notify covered entities if a breach occurs at or by the business associate.

Individual Notice

Covered entities must notify affected individuals following the discovery of a breach of unsecured
protected health information. Covered entities must provide this individual notice in written form by first-
class mail, or alternatively, by e-mail if the affected individual has agreed to receive such notices
electronically. If the covered entity has insufficient or out-of-date contact information for 10 or more
individuals, the covered entity must provide substitute individual notice by either posting the notice on the
home page of its web site for at least 90 days or by providing the notice in major print or broadcast media
where the affected individuals likely reside. The covered entity must include a toll-free phone number that
remains active for at least 90 days where individuals can learn if their information was involved in the
breach. If the covered entity has insufficient or out-of-date contact information for fewer than 10
individuals, the covered entity may provide substitute notice by an alternative form of written notice, by
telephone, or other means.  

https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html


These individual notifications must be provided without unreasonable delay and in no case later than 60
days following the discovery of a breach and must include, to the extent possible, a brief description of the
breach, a description of the types of information that were involved in the breach, the steps affected
individuals should take to protect themselves from potential harm, a brief description of what the covered
entity is doing to investigate the breach, mitigate the harm, and prevent further breaches, as well as
contact information for the covered entity (or business associate, as applicable).

With respect to a breach at or by a business associate, while the covered entity is ultimately responsible
for ensuring individuals are notified, the covered entity may delegate the responsibility of providing
individual notices to the business associate.  Covered entities and business associates should consider
which entity is in the best position to provide notice to the individual, which may depend on various
circumstances, such as the functions the business associate performs on behalf of the covered entity and
which entity has the relationship with the individual.  

Media Notice

Covered entities that experience a breach affecting more than 500 residents of a State or jurisdiction are,
in addition to notifying the affected individuals, required to provide notice to prominent media outlets
serving the State or jurisdiction.  Covered entities will likely provide this notification in the form of a press
release to appropriate media outlets serving the affected area.  Like individual notice, this media
notification must be provided without unreasonable delay and in no case later than 60 days following the
discovery of a breach and must include the same information required for the individual notice.

Notice to the Secretary

In addition to notifying affected individuals and the media (where appropriate), covered entities must notify
the Secretary of breaches of unsecured protected health information. Covered entities will notify the
Secretary by visiting the HHS web site and filling out and electronically submitting a breach report form. If
a breach affects 500 or more individuals, covered entities must notify the Secretary without unreasonable
delay and in no case later than 60 days following a breach. If, however, a breach affects fewer than 500
individuals, the covered entity may notify the Secretary of such breaches on an annual basis. Reports of
breaches affecting fewer than 500 individuals are due to the Secretary no later than 60 days after the end
of the calendar year in which the breaches are discovered.

Notification by a Business Associate
If a breach of unsecured protected health information occurs at or by a business associate, the business
associate must notify the covered entity following the discovery of the breach.  A business associate must
provide notice to the covered entity without unreasonable delay and no later than 60 days from the
discovery of the breach.  To the extent possible, the business associate should provide the covered entity
with the identification of each individual affected by the breach as well as any other available information
required to be provided by the covered entity in its notification to affected individuals. 

https://www.hhs.gov/hipaa/for-professionals/breach-notification/breach-reporting/index.html


Administrative Requirements and Burden of Proof
Covered entities and business associates, as applicable, have the burden of demonstrating that all
required notifications have been provided or that a use or disclosure of unsecured protected health
information did not constitute a breach. Thus, with respect to an impermissible use or disclosure, a
covered entity (or business associate) should maintain documentation that all required notifications were
made, or, alternatively, documentation to demonstrate that notification was not required: (1) its risk
assessment demonstrating a low probability that the protected health information has been compromised
by the impermissible use or disclosure; or (2) the application of any other exceptions to the definition of
“breach.”

Covered entities are also required to comply with certain administrative requirements with respect to
breach notification.  For example, covered entities must have in place written policies and procedures
regarding breach notification, must train employees on these policies and procedures, and must develop
and apply appropriate sanctions against workforce members who do not comply with these policies and
procedures.

Instructions for Covered Entities to Submit Breach Notifications to the Secretary
Submit a Breach Notification to the Secretary

View Breaches Affecting 500 or More Individuals
Breaches of Unsecured Protected Health Information affecting 500 or more individuals.  View a list of
these breaches.

Content created by Office for Civil Rights (OCR) 

Content last reviewed on July 26, 2013

https://www.hhs.gov/hipaa/for-professionals/breach-notification/breach-reporting/index.html
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf


STATE OF CONNECTICUT 

DEPARTMENT OF PUBLIC HEALTH 

PROCEDURE MANUAL 

HUMAN RESOURCES 

Name of Procedure: Security Protocols 
Procedure Number: HR 13-001 
Prepared By: Administration Branch 
Date Prepared: 3/5/2013 
Date Revised: 

Forms and Attachments: 

Introduction: 

It is The Department of Public Health’s policy to maintain a safe and secure work environment 
for its employees. All DPH employees are required to comply with the safety procedures 
outlined below:  

Procedures: 

1. Employees must visibly display a State issued photo ID badge at all times when present at
the 410-470 Capital Avenue complex.

2. If a state photo ID badge is unavailable upon entering the complex, employees must produce
a valid ID and sign- in at the security desk to obtain a visitor’s pass.  This pass must be worn
throughout the day while in the complex.

3. If a State ID badge is lost, employees must contact Human Resources to arrange for a
replacement ID badge.

4. Security doors are to be completely closed after entering and leaving the building complex.
5. When expecting visitors, email capavesecurity@rmbradley.com with the date, time and

location of the meeting as well as the first and last names of visitors in advance of the
scheduled meeting.

6. Employees are responsible for escorting visitors from the floor security door to the work area
and escort the visitors back to the floor security door when the visit is complete.

7. Any suspicious activity must be reported to a security officer immediately by calling 1-860-
418-6075.

Appendix 6
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Phone: (860) 509-7900 • Fax: (860) 509-8237 

Telecommunications Relay Service 7-1-1 

410 Capitol Avenue, P.O. Box 340308 

Hartford, Connecticut 06134-0308 

www.ct.gov/dph 

Affirmative Action/Equal Opportunity Employer 

To: Health Care Provider or Medical Records Department Staff 

From: Ellen Blaschinski, RS, MBA  Ellen Blaschinski 

 Public Health Branch Chief  
 Preparedness/Local Health/HIV/STD/ TB/HIV/Viral Hepatitis Branch 

Date: June 16, 2020 

Re:   Access to medical records and/or patient information 

Heather Linardos, Epidemiologist 4 is authorized to review patient medical records or have access to patient information on 
behalf of the Connecticut Department of Public Health (DPH).  

Covered entities may release personally identifiable health information to the Department and its agents without an 
authorization, consent, release, or opportunity to object by the patient under both state and Federal (HIPAA) law, as follows: 

Pursuant to Conn. Gen. Stat. §19a-215 and the Regulations of State Agencies §§19a-36-A4 and 19a-36-A6, the requested 
information is required to be provided to the Department of Public Health and its agents.   

Please note that Conn. Gen. Stat. §52-146o(b)(1) authorizes the release of these records without the patient’s consent. 

Additionally, the Department of Public Health is a health oversight agency as defined by §164.501 of the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA). HIPAA also authorizes providers to release personally identifiable health 
information to the Department without authorization, consent, release, or opportunity to object by the patient, as information 
(i) required by law to be disclosed (HIPAA Privacy Regulation, 42 CFR §164.512(a)), (ii) as part of the Department's public 
health activities (HIPAA Privacy Regulation, 42 CFR §164.512(b)), and (iii) as part of the Department’s public health oversight 
activities (HIPAA Privacy Regulation, 42 CFR §164.512(d)).   

Please note: the definition of “health oversight agency” (§164.501 of HIPAA Privacy Regulations) includes entities “acting 
under a grant of authority from or contract with such public agency.” Thus, covered entities are authorized to release 
personally identifiable health information under the authorities cited above, to the Department’s contractors who are acting as 
the Department’s agents.  

Providers may also rely upon the Department and its agents that the requested information is what is minimally necessary to 
achieve the purpose of the disclosure (42 CFR §164.514(d)(3)(iii)(A) of the HIPAA Privacy Regulations).  

The medical records department or provider office may wish to retain a copy of this letter for future medical record requests. 

If you have questions or wish to confirm the information in this letter, please call or email me at the contact information below. 

Thank you very much for your cooperation. 

(860) 509-7900  
ellen.blaschinski@ct.gov 
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RECORDS RETENTION SCHEDULE 
DEPARTMENT OF PUBLIC HEALTH 
Form RC-050 (Revised 02/2012) 

AGENCY: 
Department of Public. Health (DPH) 

DIVISION, UNIT, OR FUNCTION: 
Public Health Initiatives Branch- AIDS and Chronic Diseases Section 

RMLO (type or print): JOB TITlE OF RMlO (type or print): 

Lisa Kessler Staff Attorney 

General Statut of Connecticut (CGS) §19a-2a thru §19a-215 

STATE OF CONNECTICUT 
Connecticut State L.ibrary 
Office of the Public Records Administrator 
231 Capitol Avenue .• Hartford, CT 06106 

www.cslib.org/publicrecords 

AGENCY ADDIRESS: 
410 Capitol Avenue, Hartford, CT 06106 

Public Health Code (Conn. Agencies Regs.) §l9a-36-A3 thru §19a-36-A4 (reportable diseases only) 

Acronyms used on this schedule: 
• Department of Public Health (DPH) 
• Centers for Disease Control and Prevention (CDC) 
• Human immunodeficiency virus (HIV) 

Acquired immunodeficiency syndrome (AIDS) 

Records Series Title 

A. HIV I AIDS Surveillance Program 

01. 

02. 

HIV/AIDS Confidential Case 
Report Forms 

laboratory Report of 
Significant Findings Forms 

Description 

This series documents the report of 
cases of HIV infection by faculties or 
providers to DPH. Including but not 
limited to: Adult HIV/AIDS Confidential 
Case Report (Form OMB No. 0920-0009) 
[also known as "AIDS Case Report"] and 
Pediatric HIV/AIDS Confidential Case 
Report Form (Form CDC 50.428). 

This series documents the report of 
cases of reportable diseases by 
laboratories to DPH. Including but not 
limited to: Laboratory Report of 
Significant Findings, Diseases Relating to 
Public Health (Form OL-1SC). 

Retention 

3 years from date records 
created 

3 years from date records 
created 

I Disposition 

Destroy after receipt 
of signed Form RC-108 

Destroy after receipt 
of signed Form RC-108 

RECORDS RETENTION 
SCHEDULE# 
ld-d-~ 

This schedule is: 0 NEW 

[83 REVISED 

Superseded schedule number(s): 

00-4-2 (page 1 only) 

DATE SIGNED: 

EFFECTIVE DATE OF SCHEDULE: 

I Notes 

Page 2 of4 

Appendix 8



RECORDS RETENTION SCHEDULE 
DEPARTJVIENT OF PUBLIC HEALTIH 
Form RC-050 (Revised 02/2012} 

03. 

Records Series Title Description 

Physician Case Report Forms This series documents the report of 
cases of reportable diseases by 
physicians to DPH. Including but not 
limited to: Reportable Disease 
Confidential Case Report (Form PD-23). 

B. HIV Prevention Program 

04. 

05. 

06. 

07. 

08. 

HIV Test Forms (OMB No. 
0920-0696) 

HIV Counseling and Testing 
Data Forms 

HIV Counseling and Testing 
Site Profile Records 

HIV Counselor Certificate 
Training Program Records 

AIDS Educator Certificate 
Training Program Records 

This series documents demographic 
information on clients who receive an 
HIV test. This information is. 
subsequently entered into XPems, a 
CDC reporting system. 

This series documents information 
included in quarterly reports from HIV 
Prevention contractors and provides 
more HIV testing information than what 
is captured in XPems. 

This series documents site specific 
demographic profiles of HIV counseling 
and testing sites and is updated in 
quarterly and monthly reports from HIV 
Prevention contractors and used to 
update site information in XPems. 

This series documents the training and 
certification of HIV Prevention 
Counselors by DPH. Including but not 
limited to: waivers; applications; 
performance appraisals; records of 
certificate actions; and recertification 
actions. 

This series documents the training and 
certification of AIDS Educators by DPH. 
Including but not limited to: records of 
certificate actions and recertification 
actions. 

STJHE OF CONNECTICUT 
Connecticut State Library 
Office of the Public: Records Administrator 
231. Capitol Avenue!, Hartford, CT 06106 
www.cslib.org/publicrecords 

3 years from date records 
created 

3 years from date records 
created 

3 years from date records 
created 

2 years from date records 
created 

3 years from date records 
created 

3 years from date records 
created 

J Disposition 

Destroy after receipt 
of signed Form RC-108 

Destroy after receipt 
of signed Form R~-108 

Destroy after receipt 
of signed Form RC-108 

Destroy after receipt 
of signed Form RC-108 

Destroy after receipt 
of signed Form RC-108 

Destroy after receipt 
of signed Form RC-108 

RECORDS RETENTION 
SCHEDULE# 
\~-~-~ 

Notes 

HIV Prevention Counselor 
Certificates expire at the end of 
each fiscal year (June 30th) and are 
automatically renewed if the holder 
has attended the required number 
of continuing education workshops. 

Pa!le 3 of 4 



RECORDS RETENTION SCHEDULE 
DEPARTMENT OF PUBLIC HEALTH 
Form RC-050 (Revised 02/2012) 

STATE OF CONNECTICUT 
Connecticut State l.ibrary 
Office of the Public Records Administrator 
231 Capitol Avenue, Hartford, CT 06106 
www.cslib.org/publkrecords 

RECORDS RETENTION 
SCHEDULE# 
lri -d -e.g 

1. SCOPE: This schedule lists records unique to the Department of Public Health (DPH) and is used in conjunction with the General Records Retention Schedules and other relevant 

Records Retention Schedules. 

2. AUTHORITY: The Office of the Public Records Administrator issues this Records Retention Schedule under the authority granted by §11-8 and §11-8a cifthe General Statutes of 

Connecticut (CGS). 

3. RETENTION PERIODS: Retention periods listed on this schedule are based on the records' administrative, fiscal, legal, and historical values, as well as statutory or regulatory 
requirements. In most instances the established period sets the minimum retention requirement. However, some records have maximum retention periods set by Federal or 
State statutes or regulations. Please note that any statute or regulation listed in brackets in the "Retention" column indicates the legal citation for that retention requirement. If 
a records series states, "Permanent/Archival," the agency should request approval to transfer the records to the State Archives or an approved archival repository once the 
records are inactive. If a records series states, "May contain historical value," the agency should contact the State Archives for archival appraisal before requesting disposition of 
the records. Not all such records will be determined to be archival; conversely, some records without this stateme!nt might have archival value. See General Letter #2009-1 for 

guidelines on transferring records to the State Archives. 

4. FORMAT: Retention periods listed on this schedule apply to the official record copy, whether in paper, electronic, or other format. If records are maintained only in an electronic 
system, the records custodian must be able to retrieve and interpret the content for the retention period. 

5. DISPOSITION AUTHORIZATION: This schedule is used concurrently with the Records Disposition Authorization (Form RC-108), which is used to request permission to destroy or 
transfer records that have met their retention period. The agency Records Management Liaison Officer (RMLO), the State Archivist, and the Public Records Administrator must 
sign the authorization form prior to destruction or transfer of public records. The Office of the Public Records Administrator cannot grant continuing approval to destroy records 
on an ongoing basis. No records may be destroyed if there are pending or active Freedom of Information Act (FOIA) requests; litigations; investigations; audits; or other cases, 
claims, or actions. Note that if there is a destruction hold placed on records, the retention period does not change and once the hold is lifted, the records may be destroyed after 

receipt of the signed Form RC-108. 

6. DISPOSITION DUE TO REFORMATTING: Records custodians may request permission to dispose of original records that have been scanned provided the retention period is 10 
years or less and the agency has submitted a Certificate of Compliance in accordance with the State Library's Standards for the Use of Imaging Technology for Storage, Retrieval, 
and Disposition of Public Records. With certain exceptions, custodians may request permission to dispose of original records that have been microfilmed provided the agency 
has submitted a Certificate of Compliance in accordance with the State Library's Required Minimum Microfilming Standards for Public Records. 

7. AUDIT REQUIREMENTS: Under the Single Audit Act (31 USC 7501) audit requirements apply to Federal, State, andl Local programs. The retention requirement, "_years, or 
until audited, whichever is later," requires further explanation. In most instances "audit" refers to the general agency audit conducted by the State Auditors of Public Accounts 
or the general town or municipal audit conducted by an outside auditing agency, unless otherwisE~ noted. The spe!cific record itself may or may not have been examined as part 
of the audit process. The requirement of "until audited" is fulfilled when the official audit report is issued. The auditors may recommend that certain records .be corrected. Such 
records, even when they meet retention requirements, must be retained during the period that any review is pending. 

8. FOIA DISCLOSURE: This retention schedule governs the retention of public records- not the disclosure of public records. Refer to CGS §1-200 et seq. or contact the Office of 
Governmental Accountability, Freedom of Information Commission (FOIC), regarding the disclosure of public records. 

9. ESSENTIAL RECORDS: Records designated as "Essential" are those records necessary to respond to an emergency;: to reestablish normal operations after any such emergency; to 
protect the rights and interests of the agency; and to protect the rights and interests of individuals for whom it has responsibility. 

10. OBSOLETE RECORDS: Records designated as "OBSOLETE" or "SERIES CLOSED" are no longer creat•~d or received in the normal course of business. Records custodians should 
request approval for the appropriate disposition of any records so designated as soon as the retention period has passed. 

11. RECORDS CREATION REQUIREMENT: Nothing on this schedule mandates the creation of a record or records series if the agency does not already create or receive it in the 
normal course of business. However, agencies should be aware of any additional record keeping requirements established by state or federal statute or regulation. 

Page 1 of4 
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Information Technology Statement of Intent 

This document delineates DPH’s policies and procedures for technology disaster 
recovery, as well as the process-level plans for recovering any or all of the following 
servers; e-HARS MS Servers. This document summarizes DPH’s recommended 
procedures, to ensure these specific system’s uptime, data integrity and availability, and 
business continuity.  In the event of an actual emergency situation, modifications to this 
document may be made to ensure physical safety of our people, our systems, and our 
data.  

1 Plan Overview 
This policy and procedure has been established to ensure that in the event of a disaster or 
crisis, personnel will have a clear understanding of who should be contacted.  Procedures 
have been addressed to ensure that communications can be quickly established while 
activating disaster recovery.   

The DR plan will rely principally on key members of management and staff who will 
provide the technical and management skills necessary to achieve a smooth technology 
and business recovery.  Suppliers of critical goods and services will continue to support 
recovery of business operations as the company returns to normal operating mode.   

If an alternate site is utilized to restore server\system functionality, then all of the same 
security standards that were implemented at the primary location to protect the site, 
servers & data will be implemented at the new location. 

1.1  Major goals of this plan
The major goals of this plan are the following: 

 To minimize interruptions to the normal operations.

 To limit the extent of disruption and damage.

 To minimize the economic impact of the interruption.

 To establish alternative means of operation in advance.

 To train personnel with emergency procedures.

 To provide for smooth and rapid restoration of service.

2 Backup Procedures 
DPH’s backup strategy 

 Incremental backups will be taken every Monday through Thursday using ARCserve,
 Full backups will be taken every Friday using ARCserve
 Monthly backups will be taken at the end of every month using ARCserve
 Yearly backups will be taken once a year at the end of every December using ARCserve
 Every week tapes will be sent to William B. Meyer’s for offsite storage.
 A session password is utilized to encrypt and decrypt the data that is stored on the backup

tapes.
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 Test restores are done once a month to make sure backup procedures are functioning
properly and data is able to be restored from the tapes.

 Per recommendations from Dell, tapes are only used a total of 75 times and then
discarded, this is to ensure media integrity.

2.1 Needed to restore data at alternate location
 Replacement Servers
 Tape Library with LTO-5 drive
 The same version of ARCserve.
 The original session password that was utilized to encrypt the tapes.
 Follow the same restore procedure utilized at the primary site.

***Note*** 
A copy of the session password that is utilized for encryption and decryption of data is stored 
within a password protected file on a secure network drive (Only Network Administrators have 
access to the folder). If needed, there is also a hard copy of the password information saved in the 
IT DPT’s safe.  

3 Impact assessment 

Using the following steps, the disaster recovery team will determine the seriousness of 
the incident and to what extent the business is impacted:    

1. Define the extent of the outage
2. Determine the possible effects to internal and external users
3. Make a decision based on the results from Step 2 to mitigate the outage

3.1 Extent of outage assessment form

Server Affected Description Of Problem Extent Of Damage 

4  Maximum Tolerable Outage (MTO)  
The maximum length of time the specific server function can be unavailable without 
causing unacceptable consequences.   

The attached chart indicates the Maximum Tolerable Outage (MTO) time per server.  The 
standard fix processes will be utilized if the server\servers can be restored to normal 
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functionality within these time frames.  The supervisor responsible for managing the 
outage will decide whether or not the situation warrants declaring a disaster when the 
server\servers cannot be restored within the Maximum Tolerable Outage (MTO) time 
frame.     

Application 
Name 

Application Server 
Name 

Database 
Server Name 

Maximum tolerable 
Outage (MTO)  

EHars DPH-AP036 Staging DPH-SQL018 
Staging 

12-24 hrs 

EHars DPH-AP037 
Production 

DPH-SQL017 
Production 

12-24 hrs 

EHars DPH-SQL009 DB 12-24 hrs 

5 Restoration order  
In a multi-server failure, the attached chart indicates what servers are considered the most 

critical and should be restored to full functionality first.  If multiple systems with the 

same priority rating are down, the supervisor responsible for managing the outage will 
decide the order of system restoration.   

Server Name Application 1 indicates the highest 
in importance, the 
most business critical.  

DPH-AP036 EHARS Staging 1 

DPH-AP037 EHARS Production 1 

DPH-SQL009 EHARS DB 1 
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6 Plan invocation 
There are many potential disruptive threats which can occur at any time and affect the 
normal business process. DPH has considered a wide range of potential threats and each 
potential emergency situation has been examined. 
Potential threats that could cause the e-HARS servers to fail 

 Corrupted File System due to system crash
 File system damaged to automatic volume repair utilities
 File system corruption due partition/volume resizing utilities
 Corrupt volume management settings
 Server hardware upgrades (Storage Controller Firmware, BIOS, RAID Firmware)
 Expanding Storage Array capacity by adding larger drives to controller
 Failed Array Controller
 Failed drive on Storage Array
 Storage Array failure but drives are working
 Failed boot drive
 Migration to new Storage Array system
 Mechanical failure brought about by manufacturing fault
 Bad RAM, network adapter, or other hardware on the server
 Extremes of temperature (too hot or too cold)
 Faulty system software, software incompatibilities, driver conflicts
 Server OS upgrades (Service Packs, Patches to OS)
 Migration to different OS
 Power problems while server is in use (surges, failures, brownouts, etc.)
 Natural disasters: Floods, Tornados, Hurricanes, Earthquakes, and Blizzards
 Flooding from broken water pipes

6.1 Notification 

The person discovering the incident will Respond immediately and utilize the 
Notification Calling Tree to alert the appropriate personnel. 

The primary contact on the calling tree will ensure that the appropriate personnel are 
notified and allocate responsibilities and activities as required.  The Disaster Recovery 
Team (DRT) is responsible for activating the DRP for disasters identified in this plan, as 
well as in the event of any other occurrence that affects the performance of the e-HARS 
MS systems.   
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7 Contact with Employees 

Managers will serve as the focal points for their departments, while designated 
employees will call other employees to discuss the crisis/disaster and the company’s 
immediate plans.  Employees who cannot reach staff on their call list are advised to call 
the staff member’s backup to relay information on the disaster. 

8 Monitor progress 

The supervisor responsible for managing the outage will continuously monitor the 
disaster recovery operations progress. 

The key objectives: 
 Identifying problems
 Making adjustments to the recovery operations as needed.
 Assessing whether the Disaster Recovery process is being implemented as

planned
 Ensuring that the restoration schedule is being met
 Shutting down the disaster recovery operation once functionality has been

returned to normal

9 Legal Actions 
The DPH’s legal department will review the aftermath of the incident and decide whether 
there may be legal actions resulting from the event; in particular, the possibility of claims 
by or against the company for regulatory violations, etc.

10 DRP Exercises  
Disaster recovery plan exercises are an essential part of the DPH’s development process.  
These exercising will ensure that emergency teams are familiar with their assignments 
and, more importantly, are confident in their capabilities. 

The key objectives:
 Test the recovery processes and procedures.
 Familiarize staff with the recovery process and documentation.
 Verify the effectiveness of the recovery documentation.
 Establish if the recovery objectives are achievable.
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11 Disaster Recovery Activity Report 
On completion of the disaster recovery response the DRT leader will prepare a report on 
the activities undertaken. 

The report will include: 
 A description of the emergency or incident
 Those people notified of the emergency (including dates)
 Action taken by members of the Disaster Recovery Team (DRT)
 Outcomes arising from actions taken
 An assessment of the impact to normal business operations
 Lessons learned
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Service Incident
Detected & Reported

Impact Assesment

Can this be fixed within 
MTO

Declare a Disaster, initiate 
recovery stages

Start Fix Procedures 

Normal service resumed 
within MTO

Perform Disaster Recovery 
Activities

Normal Services Resumed

Disaster Recovery Flow Chart

An incident is reported
using the standard

process

How serious is the
incident and what is the
impact to the business

Can the critical service be
fixed within the Maximum
Tolerable Outage (MTO)

(Yes or No)

Declaring a disaster at 
this stage will invoke full 

diaster recovery

Perform full siaster 
recovery activities as

detailed in the Disaster 
Recovery Plan.

Yes

No
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Internal Notification Calling Tree Flow Chart 

   Hardware Problems 

 

             

 

     Application Problems         

Person 

Identifying 

Incident 

Eva 

Golebiewski

Steve 

McConaughy

Neil 

McPherson 

Jose Cortes 

Will 

Hughes 

Nick 

Piscitelli 

Lamont 

Quinitchett 

Melissa 

James

Carl 

Bondeson
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Internal Notification Contact Info 

Name, Title Contact Option Contact Number 

Eva Golebiewski Work 860-509-7430 

Mobile 860-680-6964 

Email Address Eva.Golebiewski@ct.gov 

Nick Piscitelli Work 860-509-8145 

Mobile 203-499-8019 

Email Address Nicholas.Piscitelli@ct.gov 

Jose Cortes Work 860-509-7681 

Mobile 
Email Address Jose.Cortes@ct.gov 

Neil McPherson Work 860-509-7254 

Mobile 203-675-4616 

Email Address Neil.McPherson@ct.gov 

Will Hughes Work 860-509-7679 

Mobile 
Email Address William.Hughes@ct.gov 

Steve McConaughy Work 860-509-7273 

Mobile 
Email Address Stephen.McConaughy@ct.gov 

Work 
Mobile 
Email Address 

Carl Bondeson Work 860-509-7434 

Mobile 
Email Address Carl.Bondeson@ct.gov 

Work 
Mobile 
Email Address 

Work 
Mobile 
Email Address 
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External Contacts Calling Tree Flow Chart 

 

              

Eva 
Golebiewski 

Neil McPherson  
Lamont Quinitchett 

Nick Piscitelli 
Jose Cortes 

Backup Tapes 

Hardware 

Vendors 

Hardware 

Software 

Backup 

Server = 

Dell 

Tape 

Library= 

Dell 

Sun 

VmWare 

Microsoft

r

Dell 

Software Arcserve 

William 

B. Meyer 

ChemWare 
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External Contacts 

Name, Title Contact Option Contact Number 

William B. Meyer Phone (855) 291-8301 

Dell Phone 1-800-981-3355 

Oracle support  
(For Sun Systems)

 Phone 1.800.223.1711 

On-Line support.oracle.com 

VmWare Phone 877-486-9273 or 650-475-5345 

Microsoft Phone 1-800-642-7676

Arcserve Phone 1-800-225-5224 
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Disaster Recovery Plans 

Disaster Recovery Plan for <e-Hars Server > 
SYSTEM DPH-AP036 

OVERVIEW 

PRODUCTION SERVER Location:  3rd floor data center, Location 13-160
Server Model:  Virtual

Operating System: 2008 R2 Standard SP1 64-bit 
CPUs:  Intel Xeon X5660 @ 2.80GHz (2) 
Memory:  4 GB 
Total Disk: 50 GB 
DNS Entry:  DPH-AP009 
IP Address:   

APPLICATIONS EHARS Staging 

ASSOCIATED SERVERS DPH-AP037, DPH-SQL009 
KEY CONTACTS 

Hardware Vendor Dell 
System Owners Eva Golebiewski 

Business Unit Epidemiology 

Application Owners Stephen McConaughy 
BACKUP STRATEGY FOR 

SYSTEM ONE 

Daily Utilizing ARCserve, incremental backups every Monday - 
Thursday

Weekly Utilizing ARCserve, full backups every Friday 
DISASTER RECOVERY 

PROCEDURE 

Scenario 1 

Total Loss of Data 

 Determine the extent of the outage

 Identify latest backup (Tapes)

 Restore missing information from the backup tapes

 Validate and return to service

Scenario 2 

Total Loss of HW 

 Determine the extent of the outage

 Initiate hardware procurement

 OS install/Backup agent install

 Restore missing information from the backup tapes to

the new server

 Perform system test, Validate and return to service
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18 Disaster Recovery Plan for <e-Hars Server > 
SYSTEM DPH-AP037 

OVERVIEW 

PRODUCTION SERVER Location:  3rd floor data center, Location 13-160
Server Model:  Virtual 
Operating System: 2008 R2 Standard SP1 64-bit 
CPUs:  Intel Xeon X5550 @ 2.67GHz (2) 
Memory:  4 GB 
Total Disk: 50 GB 
DNS Entry:  DPH-AP010 
IP Address:   

APPLICATIONS EHARS Production 

ASSOCIATED SERVERS DPH-AP036, DPH-SQL009 
KEY CONTACTS 

Hardware Vendor Dell 
System Owners Eva Golebiewski 

Business Unit Epidemiology 

Application Owners Stephen McConaughy 
BACKUP STRATEGY FOR 

SYSTEM ONE 

Daily Utilizing ARCserve, incremental backups every Monday - 
Thursday

Weekly Utilizing ARCserve, full backups every Friday 
DISASTER RECOVERY 

PROCEDURE 

Scenario 1 

Total Loss of Data 

 Determine the extent of the outage

 Identify latest backup (Tapes)

 Restore missing information from the backup tapes

 Validate and return to service

Scenario 2 

Total Loss of HW 

 Determine the extent of the outage

 Initiate hardware procurement

 OS install/Backup agent install

 Restore missing information from the backup tapes to

the new server

 Perform system test, Validate and return to service
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19 Disaster Recovery Plan for <SQL Server > 
SYSTEM DPH-SQL009 

OVERVIEW 

PRODUCTION SERVER Location:  3rd floor data center, Location 13-160
Server Model:  Virtual 
Operating System: 2008 R2 Standard  
CPUs:  Intel Xeon X5660 @ 2.8 GHZ (2) 
Memory:  12 GB 
Total Disk: 1.03TB 
DNS Entry:  DPH-AP010 
IP Address:   

APPLICATIONS SQL DB/EHARS 

ASSOCIATED SERVERS 

KEY CONTACTS 

Hardware Vendor Dell 
System Owners Eva Golebiewski 

Business Unit Epidemiology 

Application Owners Stephen McConaughy 
BACKUP STRATEGY FOR 

SYSTEM ONE 

Daily Utilizing ARCserve, incremental backups every Monday - 
Thursday

Weekly Utilizing ARCserve, full backups every Friday 
DISASTER RECOVERY 

PROCEDURE 

Scenario 1 

Total Loss of Data 

 Determine the extent of the outage

 Identify latest backup (Tapes)

 Restore missing information from the backup tapes

 Validate and return to service

Scenario 2 

Total Loss of HW 

 Determine the extent of the outage

 Initiate hardware procurement

 OS install/Backup agent install

 Restore missing information from the backup tapes to

the new server

 Perform system test, Validate and return to service



eHARS-HARMS-HANK Disaster Recovery Plan Roles 

Name Role/Title Phone number 

Delores Greenlee Section Chief (860) 509-7924 

Heather Linardos Primary Lead – HIV 
Surveillance Pgm Coordinator (860) 509-7907 

Eva Golebieski DPH IT Primary Lead (860) 509-7430 

Nicholas Piscitelli DPH IT Secondary Lead (860) 509-8145 

Name of person 

making changes 

Role/Title of person 

making changes 

Date of 

change 

Version 

# 

Notes 

Heather Linardos Primary Lead – HIV Surveillance 
Program Coordinator 12/2017 1.2 

New DSM 
assigned 
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The information in this fact sheet is not intended to serve as legal advice nor should it substitute for legal counsel. 
The fact sheet is not exhaustive, and readers are encouraged to seek additional technical guidance to supplement 
the information contained herein.  

Permitted Uses and Disclosures: Exchange for Public Health Activities (December 2016) 1 

Permitted Uses and Disclosures: 
Exchange for Public Health Activities 

45 Code of Federal Regulations (CFR) 164.512(b)(1) 

The Health Insurance Portability and Accountability Act (HIPAA) governs how Covered Entities (CEs) 
protect and secure Protected Health Information (PHI). HIPAA also provides regulations that describe 
the circumstances in which CEs are permitted, but not required, to use and disclose PHI for certain 
activities without first obtaining an individual’s authorization. The Office of the National Coordinator for 
Health Information Technology (ONC) and Office for Civil Rights (OCR) previously issued fact sheets 
describing how this works when sharing PHI for treatment and for health care operations. This fact sheet 
explains, through hypothetical scenarios, how these rules work for disclosures of PHI for public health 
activities to public health agencies that are authorized by state or federal law to collect the 
information they seek. It also gives a few examples of sharing PHI in support of other important public 
health policies. While HIPAA requires that the information disclosed is the minimum information 
necessary for the purpose, it permits the discloser to reasonably rely on a public health authority’s 
request as to what information is necessary for the public health activities.  

Other laws may apply. This fact sheet discusses only HIPAA. 

Depending upon the nature and manner of a disclosure, other requirements of the HIPAA Privacy and 
Security Rules may be applicable. For example, if a Business Associate (BA)  discloses PHI for public 
health activities on behalf of a CE, the BA must be authorized to do so in the BA Agreement (BAA) it has 
with the CE. For any of the scenarios below in which electronic PHI is disclosed, the discloser must meet 
the HIPAA Security Rule requirements.  All the scenarios apply to all types of CEs, whether they use 
health information technology (health IT) certified by ONC or other forms of electronic transmission. 

Appendix 12

http://www.hhs.gov/hipaa/index.html
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Scenario 1: Exchange for Reporting of Disease  

Healthy Hospital is located in the City of Sunshine, which has had a recent increase in the number of 
confirmed cases of the Zika virus. 

The U.S. Centers for Disease Control and Prevention (CDC), acting in its capacity as a public health 
authority and authorized by law to collect disease surveillance information, requests that Healthy 
Hospital report PHI on an ongoing basis for all prior and prospective cases of patients exposed to the 
Zika virus, whether suspected or confirmed. Healthy Hospital may use health IT certified by the ONC 
Health IT Certification program (“certified health IT”) to disclose PHI to the CDC in response to the 
request and may reasonably rely on CDC’s request as to the PHI needed. Healthy Hospital must meet the 
requirements of the HIPAA Security Rule if providing electronic PHI to CDC. The CDC’s ability to collect 
this type of information extends to all public health information within the scope of CDC’s public health 
authority. 

Figure 1: Reporting of Disease Scenario 

http://www.cdc.gov/
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Permitted Uses and Disclosures: Exchange for Public Health Activities (December 2016) 3 

Scenario 2: Exchange for Conduct of Public Health Surveillance 

Healthy Hospital is located in the State of Meadowvale. The Meadowvale Health Department maintains 
the state central cancer registry, and State law authorizes the Department to collect data on cancer 
occurrence (including the type, extent, and location of the cancer) and the type of initial treatment. 
Under 45 CFR 164.512(b)(1)(i), Healthy Hospital may use certified health IT to disclose electronic PHI to 
the Meadowvale Health Department’s central cancer registry.  In deciding how much and what 
information to supply to Meadowvale Department of Health, HIPAA permits Healthy Hospital to 
reasonably rely on the Meadowvale Department of Health’s statement of what information is necessary 
for the public health activities. Disclosure of electronic PHI requires HIPAA Security Rule compliance. 

Figure 2: Public Health Surveillance Scenario 

http://www.ecfr.gov/cgi-bin/text-idx?SID=938e08839465e82e2c30c3bd4a359ce2&node=pt45.1.164&rgn=div5%23se45.1.164_1402#se45.1.164_1512
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Scenario 3: Exchange for Public Health Investigations 

The State of Mountaintop Department of Health investigates the source of a recent measles outbreak in 
a local school, and State law authorizes the Department to access medical records to complete the 
investigations. The Mountaintop Department of Public Health asks all health providers in the state to 
report confirmed diagnoses of measles, including patient identity, demographic information, and 
positive test results. Under 45 CFR 164.512(b)(1)(i), providers within the State of Mountaintop may use 
certified health IT to disclose PHI to the Department of Health. While providers may only disclose the 
minimum necessary for the purpose of the public health investigation, they may reasonably rely on 
representations from the Department of Health about what PHI is necessary to conduct the 
investigation.  Disclosure of electronic PHI requires HIPAA Security Rule compliance. 

Figure 3: Public Health Investigations Scenario 

http://www.ecfr.gov/cgi-bin/text-idx?SID=938e08839465e82e2c30c3bd4a359ce2&node=pt45.1.164&rgn=div5%23se45.1.164_1402#se45.1.164_1512
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Scenario 4/5: Exchange for Public Health Interventions 

When Urban City’s water supply is found to be contaminated with lead in State Prariewind, the 
Prariewind Health Department implements a lead poisoning intervention program and needs lead 
exposure test results of children who might have been exposed. Because of the known long-term 
neurological effects of lead poisoning in children, Prariewind’s Health Department is authorized by law 
to obtain the test results of each tested child and to track those children’s health and development over 
time. The Department contracts with a local health information exchange (HIE) to collect, on the Health 
Department’s behalf from local providers, PHI about the tested children. Under 45 CFR 164.512(b)(1)(i), 
providers may disclose the PHI to the Prariewind Health Department using certified health IT. While 
providers must only disclose the minimum necessary for the purpose of the public health intervention, 
they can reasonably rely on representations from the Prariewind Department of Health that the 
requested PHI is the minimum needed to implement the program. Disclosure of electronic PHI requires 
HIPAA Security Rule compliance. 

Figure 4: Public Health Interventions Scenario 1 

http://www.ecfr.gov/cgi-bin/text-idx?SID=938e08839465e82e2c30c3bd4a359ce2&node=pt45.1.164&rgn=div5%23se45.1.164_1402#se45.1.164_1512
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For another example, the State of Coastalview Public Health Authority is responsible under state law for 
implementing a CMS State Innovation Model (SIM) program in their state. Coastalview was awarded a 
SIM grant to conduct a public health intervention measuring of outcomes for patients that have both 
diabetes and depression and whose primary care provider (PCP) coordinate their patients’ care. 

Coastalview requests that PCPs within the state disclose PHI to the state’s Public Health Authority to 
assist in the evaluation of care coordination outcomes. Under 45 CFR 164.512(b)(1)(i), PCPs within 
Coastalview’s jurisdiction may disclose PHI to the Coastalview  Public Health Authority using certified 
health IT. While PCPs must only disclose the minimum necessary for the purpose of the public health 
intervention, they may reasonably rely on representations from the Public Health Authority that the 
requested PHI is the minimum needed. Disclosure of electronic PHI requires HIPAA Security Rule 
compliance. 

Figure 5: Public Health Interventions Scenario 2 

http://www.ecfr.gov/cgi-bin/text-idx?SID=938e08839465e82e2c30c3bd4a359ce2&node=pt45.1.164&rgn=div5%23se45.1.164_1402#se45.1.164_1512
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Scenario 6: Exchange Subject to Food and Drug Administration (FDA) 
Jurisdiction 

Medical devices are subject to the jurisdiction of the U.S. Food and Drug Administration (FDA).  A device 
manufacturer announces a Class I Medical Device Recall for HeartWare2.0. Dr. Johnson implanted 
HeartWare 2.0 in 35 patients prior to the recall. Dr. Johnson employs certified health IT to identify 
patients with HeartWare 2.0. She may disclose PHI, such as patient contact information and other health 
information about the affected patients, to the FDA under 45 CFR 164.512(b)(1)(iii)(c). Dr. Johnson must 
disclose only the information she thinks is necessary to support the recall, but she may seek the 
manufacturer’s input, if she wants, in making that decision.   

Disclosure of electronic PHI requires HIPAA Security Rule compliance. 

Figure 6: FDA Jurisdiction Scenario 

http://www.fda.gov/
http://www.ecfr.gov/cgi-bin/text-idx?SID=938e08839465e82e2c30c3bd4a359ce2&node=pt45.1.164&rgn=div5%23se45.1.164_1402#se45.1.164_1512
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Scenario 7: Exchange for Persons Exposed to Communicable Disease and for 
Related Public Health Investigation 

Patient Y went to the Emergency Department at Local Hospital due to a severe laceration to the leg. 
While in the waiting area, Patient Y sits next to Patient Z. It is later confirmed that Patient Z has an 
airborne, communicable virus. Patient Y and other patients in the waiting area were potentially exposed. 

Local law permits providers to notify individuals that may have been exposed to a communicable 
disease.  Local Hospital may use PHI and certified health IT to identify patients who were in the waiting 
area and potentially exposed to the virus. Local Hospital may send notices to the exposed patients about 
their exposure based on 45 CFR 164.512(b)(1)(iv). Local Hospital must only use and disclose the 
minimum necessary PHI for the purpose of the notification of exposure to the communicable disease. 

Local Department of Health, in conjunction with Local Hospital, is conducting an investigation into 
outbreaks of the virus. Local Department of Health is authorized by law to collect disease information 
and access medical records to conduct investigations and implement disease control measures and asks 
Local Hospital to provide the PHI of patients exposed to the virus. Local Hospital may use certified health 
IT to disclose this PHI to the Department of Health based on 45 CFR 164.512(b)(1)(i). While Local 
Hospital must only disclose the minimum necessary for the purpose of the public health investigation, it 
may reasonably rely on the Local Department of Health’s representations about what is the minimum 
information needed to conduct the investigation.  Disclosure of electronic PHI requires HIPAA Security 
Rule compliance. 

Figure 7: Exchange for Persons Exposed to Communicable Disease 
and for Related Public Health Investigations Scenario 
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Scenario 8: Exchange in Support of Medical Surveillance of the Workplace 

Worker Bee is employed by Mining 247 Company. By federal law, Mining 247 is required to monitor the 
safety of working conditions, also known as medical surveillance of the workplace.  At the request of 
Mining 247 Company, Dr. Hopeful provides health care evaluation services to Worker Bee so the 
company can evaluate work-related illness and injuries and conduct medical surveillance. Mining 247 
Company needs this information to comply with the Mine Safety and Health Administration (MSHA) and 
state laws. Under 45 CFR 164.512(b)(1)(v), Dr. Hopeful may disclose Worker Bee’s workplace medical 
surveillance-related PHI to Mining 247 Company. Dr. Hopeful must provide Worker Bee with written 
notice that the information will be disclosed to his or her employer at the time the health care 
evaluation is provided (or the notice may be prominently posted at the worksite if that is where the 
service is provided). Dr. Hopeful must only disclose the minimum necessary PHI that consists of findings 
concerning the workplace surveillance. Dr. Hopeful discloses the information to Mining 247.  As she 
disclosed the information electronically, the HIPAA Security Rule applies to her disclosure. 

Figure 8: Exchange in Support of Medical Surveillance of the Workplace Scenario 

http://www.ecfr.gov/cgi-bin/text-idx?SID=938e08839465e82e2c30c3bd4a359ce2&node=pt45.1.164&rgn=div5%23se45.1.164_1402#se45.1.164_1512
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Scenario 9: Using Certified Electronic Health Record Technology 

Providers who need to share PHI with agencies or organizations for public health activities may use 
certified health IT to send the information to the requesting agency or organization. Disclosure of 
electronic PHI by certified health IT or other electronic means requires HIPAA Security Rule compliance 
by the provider.  

Additional Resources 

 Office for Civil Rights HIPAA Regulations Website

 ONC Guide to Privacy & Security of Electronic Health Information (2015)[PDF-1.26MB]

http://www.hhs.gov/hipaa/for-professionals/privacy/laws-regulations/combined-regulation-text/index.html
https://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf


Network Security Policy and Procedures

Version: 2.2  
Date Issued (revised):  December 9, 2019
Date E�ective: immediately 
Supercedes: Version 2.1
Reason for Change: Eliminated all references to the Department of Information Technology (DOIT).

Purpose

The O�ce of Policy and Management (OPM) has established this policy and reporting requirements, and associated standards to assure that critical information is protected and data �ow
is not interrupted by unauthorized access.

Policy Statements

The following policy statements are abstracted from the o�cial State of Connecticut Network Security Policy.

1. All information traveling over state computer networks that has not been speci�cally identi�ed as the property of other parties will be treated as though it is a state asset. If there is no
primary agency designated to administer this information, the Department of Administrative Services, Bureau of Enterprise Systems and Technology (DAS-BEST) will become the
steward of this data until another agency is designated. It is the policy of the State to prohibit unauthorized access, disclosure, duplication, modi�cation, diversion, destruction, loss,
misuse, or theft of this information.

2. In addition, it is the policy of the State to protect information belonging to third parties--that has been entrusted to the State in con�dence--in the same manner as private sector trade
secrets as well as in accordance with applicable contracts.

3. All computers permanently or intermittently connected to State of Connecticut networks, and all DAS-BEST computers that intermittently or continuously connect to an internal or
external network must employ password-based access controls.   All users must be positively identi�ed prior to being able to use any multi-user computer or communications system
resources.

4. The computer and communications system privileges of all users, systems, and independently operating programs (such as "agents") must be restricted based on the need-to-know.

5. Participation in external networks as a provider of services that external parties rely on is expressly prohibited unless the Agency System Administrator has identi�ed, in writing, the

security risk involved and submitted those risks to DAS-BEST and the Chief Information O�cer (CIO) has expressly accepted these and other risks associated with the proposal.

6. Any modi�cation in existing Network/Systems con�gurations, that is in contrast to the Statewide Security policy must be submitted for approval to DAS-BEST.

7. Each agency that has existing dial-up lines/modems today must submit a request for consideration of approval to DAS-BEST.

8. Wireless communications, or other broadcast technologies, must not be used for data transmission containing State "con�dential" or "restricted" data unless the connection is
encrypted and has an acceptable level user authentication.

9. Third party vendors must NOT be given dial-up privileges to State computers and/or networks unless the involved system administrator determines that they have a bone �de need.
These privileges must be enabled only for the time period required to accomplish the approved tasks (such as remote maintenance).

10. All users wishing to use the State internal networks, or multi-user systems that are connected to the State internal networks, must sign a compliance statement prior to being issued a
user-ID.

11. Con�dential or restricted data in unencrypted format is prohibited on State mobile computing and storage devices. Please see the State Policy on mobile computing and storage
devices for additional guidance and requirements.

Agency Planning and Reporting Responsibilities

Planning

1. Each State agency will develop it’s own network security policy. The agency security policy will address:

a. System Access Control which includes how to choose passwords, how to set-up passwords and log-in/log-o� procedures,

b. System Privileges; limiting system access, process for granting system privileges and the process for revoking system privileges and Establishment of Access Paths;

c. Computer Network Changes; conditions for participation in external networks, policy for initiating sessions via dial-up lines, establishing wireless communications and discussion
of computer viruses, worms, and Trojan horses.

2. Each agency, must determine what agency information is con�dential or restricted

3. The agency network security policy will be incorporated in the agency's Information Technology plan and architecture document.

Reporting

1. Any modi�cation in existing Network/Systems con�gurations, that is in contrast to the Statewide Security policy must be submitted for approval to DAS-BEST.

2. Any agency that has its own Internet connection today or will have in the future, must submit the following information to DAS-BEST:

a. Name of the Internet Provider and line speed of the circuit

b. Model and type of Firewall hardware and software.

c. Port numbers that are opened in the Firewall.

CT.gov Home  (/) O�ce of Policy and Management  (/OPM) Network Security Policy and Procedures

(/OPM)

State of Connecticut
Office of Policy and Management
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Compliance

1. Each agency must submit it's own Network Security Policy to DAS-BEST for review and approval.

2. Each State Agency must have a designated information security liaison. The name, telephone number and email address of the individual or individuals must be sent to DAS-BEST.  This

information must come from the Commissioner or IT Manager level.

Any modi�cation in existing Network/Systems con�gurations, that is in contrast to the Statewide Security policy must be submitted for approval to DAS-BEST.

Scope
This policy applies to the following entities: any State of Connecticut agency, institution, o�ce, department, commission, council or instrumentality that utilizes State owned and maintained
data networks in the conduct of its business.

De�nitions

State Agency  
For the purposes of this policy, the term State Agency refers to any State of Connecticut agency, institution, o�ce, department, commission, council or instrumentality.

Compliant 
For the purposes of this policy, an agency's network security policy will be considered compliant when it meets the criteria de�ned in, and/or performs as described in, the State Network
Security Policy.



Policy on Security for Mobile Computing and Storage Devices 

Version: 1.1 

Date Issued (revised):  December 9, 2019 

Date Effective: immediately 

Supercedes: Version 1.0 September 10, 2007 

Reason for Change: Eliminated all references to the Department of Information Technology 

(DOIT). 

Purpose 

The Office of Policy and Management (OPM) has established this policy on the secure 

implementation and deployment of mobile computing and storage devices within State 

government for the protection of State data that may be stored on those devices. 

This policy refers to and enhances State of Connecticut Network Security Policy and 

Procedures. The Policies should be read together to ensure a full understanding of State 

Policy. 

Scope 

This policy covers all State of Connecticut Executive Branch agencies and employees whether 

permanent or non-permanent, full or part-time, and all consultants or contracted individuals 

retained by an Executive Branch Agency with access to State data (herein referred to as 

“users”). 

This policy does not apply to the Judicial or Legislative Branches of government, or State 

institutions of higher education. However, these branches and institutions may consider 

adopting any or all parts of this policy. 

This policy covers mobile computing devices and mobile storage devices (herein referred to 

as “mobile devices”). 

Authority 

In accordance with Conn.Gen. Stat. §4d-8(a), the Office of Policy and Management is 

responsible for developing and implementing policies pertaining to information and 

telecommunication systems for State Agencies. 
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Policy Statements 

1. No confidential or restricted State data shall reside on any mobile devices except as set

forth in paragraph 2. Agencies are required to utilize secure remote data access methods, as 

approved by the Department of Administrative Services, Bureau of Enterprise Systems and 

Technology (DAS-BEST), in support of mobile users. 

2. In the event utilization of secure remote access methods are not possible, the Agency

must adhere to the following restrictions and requirements: 

a. The Agency Head must authorize and certify in writing, in advance, that the storing of

restricted and confidential State data on the mobile device is necessary to conduct Agency 

business operations; 

b. The Agency Head or their designee must determine and certify in writing that reasonable

alternative means to provide the user with secure access to that State data do not exist; 

c. The Agency Head or their designee must assess the sensitivity of the data to reside on a

secure mobile device and determine that the business need necessitating storage on the 

mobile device outweigh(s) the associated risk(s) of loss or compromise; and 

d. The Agency Head or their designee must authorize, in writing, the storage of specific State

data on a secure mobile device and the acceptance of all associated risk(s). 

3. State data that an Agency Head has authorized to be stored on a secure mobile device

shall be: 

a. the minimum data necessary to perform the business function necessitating storage on

the mobile device; 

b. stored only for the time needed to perform the business function;

c. encrypted using methods authorized by DAS-BEST;

d. protected from any and all forms of unauthorized access and disclosure; and

e. stored only on secure mobile devices in accordance with OPM polices and DAS-BEST

standards and guidelines. 

4. Any State data placed on a mobile device shall be documented, tracked, and audited by

the authorizing Agency. The information tracked shall include the identification of the 

individual authorizing storage of the data on the mobile device, the authorized user of the 



mobile device, the asset tag of the mobile device, information about the stored data, and the 

final disposition of that data. 

5. Agencies will configure mobile devices to allow only the minimum features, functions, and

services needed to carry out Agency business requirements. 

6. Agencies will ensure that mobile computing devices are configured with approved and

properly updated software-based security mechanisms including anti-virus, anti-spyware, 

firewalls, and intrusion detection.  Users shall not bypass or disable these security 

mechanisms under any circumstances. 

7. Users in the possession of State owned mobile devices during transport or use in public

places, meeting rooms and other unprotected areas must not leave these devices 

unattended at any time, and must take all reasonable and appropriate precautions to protect 

and control these devices from unauthorized physical access, tampering, loss or theft. 

8. Agencies shall establish and document reporting, mitigation and remediation procedures

for lost or stolen mobile devices containing State data and for State data that is compromised 

through accidental or non-authorized access or disclosure. 

9. In the event that a mobile device containing State data is lost, stolen, or misplaced, and/or

the user has determined unauthorized access has occurred, the user must immediately notify 

his or her Agency of the incident. The affected Agency must immediately notify the DAS-

BEST helpdesk of the incident in order to initiate effective and timely response and 

remediation. 

10. Agencies shall develop and implement a formal, documented security awareness and

training program sufficient to ensure compliance with this policy. 

11. Agencies must obtain a signed, formal acknowledgement from users indicating that they

have understood, and agreed to abide by the rules of this policy. 

12. Agencies and users shall adhere to this security policy and associated procedures; failure

to do so may result in sanctions. 



Definitions 

Confidential or Restricted State Data 

Confidential or restricted State data includes but is not limited to; 

Personally identifiable information that is not in the public domain and if improperly disclosed 

could be used to steal an individual’s identity, violate the individual’s right to privacy or 

otherwise harm the individual; 

Organizational information that is not in the public domain and if improperly disclosed might: 

cause a significant or severe degradation in mission capability; result in significant or major 

damage to organizational assets; result in significant or major financial loss; or result in 

significant, severe or catastrophic harm to individuals. 

In accordance with the State of Connecticut Network Security Policies and Procedures, each 

Agency is responsible for the assessment and categorization of their data as Confidential or 

Restricted in accordance with the definitions set forth in this policy. 

Mobile Computing Devices 

The term "mobile computing devices" refers to portable or mobile computing and 

telecommunications devices that can execute programs.  This definition includes, but is not 

limited to, notebooks, palmtops, PDAs, IPods, BlackBerry devices, and cell phones with 

internet browsing capability. 

Mobile Storage Devices 

The term "mobile storage devices" includes but is not limited to, mobile computing devices, 

diskettes, magnetic tapes, external/removable hard drives, flash cards (e.g., SD, Compact 

Flash), thumb drives (USB keys), jump drives, compact disks, digital video disks, etc.  

Secure Mobile Devices 

A mobile device that has a sufficient level, as defined by this policy and DAS-BEST standards, 

of access control, protection from malware and strong encryption capabilities to ensure the 

protection and privacy of State data that may be stored on the mobile device.  



State of CT-Department of Public Health 
Information Technology 
Phone:  860-509-7777 

Email:  Helpdesk.DPH@ct.gov 
410 Capitol Avenue, 3rd Floor, MS #13DPR 

Hartford, CT  06134 

I, Click here to enter text., pledge that I will not store any “Confidential or Restricted State Data”1 or 
“Protected Health Information”2 on any mobile computing device, including but not limited to portable 
devices such as laptops, thumb drives, flash drives, PDAs, portable memory devices or any other type of 
electronic storage or storage media equipment without proper authorization forms signed by the CT 
DPH Commissioner or his designee and that if using a DPH provided and password-protected device, I 
will delete protected health information (and empty it from the computer’s recycle bin) promptly when it 
is no longer needed to fulfill my job responsibilities.   

I also pledge that I will adhere to the State of Connecticut “Acceptable Use of State Systems Policy” that 
includes but is not limited to “Connecting personally owned hardware”3 to the network or computing 
devices. 

I further pledge that I will not reveal my passwords, security ids /codes / keys or like information to any 
other person.  I understand that Laws pertaining to confidentiality of patient/client records also apply to 
information stored electronically and I understand that violation of patient confidentiality is potential 
grounds for civil suit and substantial fines. Additionally, I understand that violation of this pledge may 
be grounds for disciplinary action, potentially including termination of employment. 

My signature confirms that I have received, agree to, and will adhere to policies as detailed in the 
“Policy on Security for Mobile Computing and Storage Devices” and the State of Connecticut 
“Acceptable Use of State Systems Policy”. 

Signature: ______________________________ Date: _____________________________ 

1 Confidential or restricted State data includes but is not limited to: 
a) Personally identifiable information that is not in the public domain and if improperly disclosed could be used to steal an

individual’s identity, violate the individual’s right to privacy or otherwise harm the individual.
b) Organizational information that is not in the public domain and if improperly disclosed might: cause a significant or severe

degradation in mission capability; result in significant or major damage to organizational assets; result in significant or
major financial loss; or result in significant, severe or catastrophic harm to individuals.

2 Protected Health Information (PHI) data includes but is not limited to: 
a) Health information that could reveal the identity of a person.
b) Under HIPAA, PHI identifiers include Name, Street Address, City, County, Precinct, Zip Code, Dates (except year) that

directly relate to a person (including , Social Security number, birth date, admission date, Medical record number, Health
plan beneficiary number, discharge date, date of death, and all ages over),

c) Telephone numbers, Fax numbers, E-mail addresses· Account number, Certificate/license number, Vehicle identifiers and
serial numbers, including license plate numbers, Device identifiers and serial numbers, Web Universal Resource Locator
(URL), Internet Protocol (IP) address number, Biometric identifiers (for example, finger or voice prints), Full face
photographs or similar images, Any unique identifying number, characteristic or code.

3 State of Connecticut Acceptable Use of State Systems Policy includes, but is not limited to, Item 5 of the section titled “Examples of 
Unacceptable Use of State Systems” which prohibits connecting personally owned hardware. 
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Mobile Device Incident Reporting Guidelines
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DMHAS IT Security Officer: Kenneth Goncalves 860-418-6944 

DMHAS IT Technical 
Operation’s Manager:  David Weathers  860-418-6668
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DMHAS HELPDESK: 860-418-6644 

Provide the following information when making a report:
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� Position within the agency, and the name of your facility. 
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� Names and contacts information of witnesses, if any.  
� Attach a copy of the police report from the police station where the loss was reported if 

       Available; otherwise provide the name of the police station, officer’s names, and report number. 
� A copy of the associated Mobile Data Control Form to include: 

o Serial number of device(s) lost or affected by the incident
o Asset tag number of device(s) lost or affected by the incident
o Description of the device(s) involved
o Identification and description of potentially compromised data
Note: If you do not have this form, (the original is kept on record at your facility); provide as  

much information as possible and the names on this form and that of your facilities IT staff.

If the device is still in your possession, but you believe data has been stolen from it,
do not use the device again until it is cleared for use by the response team assigned to the incident.

Nicholas Piscitelli

Eva Golebiewski

860-509-8145

860-509-7430

860-509-7777

CTDPH

CTDPH

CTDPH

Infrastructure Supervisor:

CTDPH
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Sample Confidentiality Disclaimer for Fax Cover Pages 

The documents accompanying this fax transmission contain health information that is legally 

privileged. This information is intended only for the use of the individual or entity named 

above. The authorized recipient of this information is prohibited from disclosing this 

information to any other party unless required to do so by law or regulation and is required to 

destroy the information after its stated need has been fulfilled. If you are not the intended 

recipient, you are hereby notified that any disclosure, copying, distribution, or action taken in 

reliance on the contents of these documents is strictly prohibited. If you have received this 

information in error, please notify the sender immediately and arrange for the return or 

destruction of these documents.  

* Based on “Facsimile Transmission of Health Information”

http://library.ahima.org/xpedio/groups/public/documents/ahima/bok1_031811.hcsp?dDocNa

me=bok1_031811 
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Section 308(d) of the Public Health Service Act (42 U.S.C. 242m) 

NCHS Confidentiality Statute--No information, if an establishment or person supplying the information 
or described in it is identifiable, obtained in the course of activities undertaken or supported under 
section 304, 306, or 307 may be used for any purpose other than the purpose for which it was supplied 
unless such establishment or person has consented (as determined under regulations of the Secretary) to 
its use for such other purpose and in the case of information obtained in the course of health statistical or 
epidemiological activities under section 304 or 306, such information may not be published or released 
in other form if the particular establishment or person supplying the information or described in it is 
identifiable unless such establishment or person has consented (as determined under regulations of the 
Secretary) to its publication or release in other form. 
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Connecticut Department of Public Health 
Data Sharing Request Form 
(Program 1) and (Program 2) 

This form shall be used for data sharing request within the Connecticut Department of Public Health for the purpose of public 
health practice.  Please review DPH Protocol for Data Sharing before completing this form. 

Date:  

Person Requesting Data 
Name/Title/Phone: 
Program/Section/Branch: 

Program Responsible for Data 
Name/Title/Phone:   
Branch /Section/Program:    
Section Chief/Phone:  

Purpose of Proposed Data Sharing 
Please describe the project/study/analysis you wish to pursue through use of the requested data and how it will be 
used to meet your project goals.  

Name and Year(s) of Dataset Requested: 

Subset of Data Requested (e.g. all, disease/diagnosis, age ranges, essential variables): 
All data sharing with be limited to CT Occurrences unless otherwise approved here. 

Records:  

Variables: 

Proposed Time Frame for use of Data (or if ongoing):  

Names of persons who will have access to requested data:  

Please check off how the data will be stored and the confidentiality of the data maintained 
   CD/Disk (password protected)      Hard drive (work computer) 

    Network         Encrypted laptop 

Requestor Assurances 
The requestor agrees to the following terms and conditions of this data sharing request (please initial 
each statement). 

1. (If Applicable) I am requesting identifiable data or will be linking requested data to identifiable
data. _____

a. I have used the protocol checklist to reasonably assure that my project is public health
practice.        _

Appendix 19



2. The data will not be used for any purpose other than that specified in this request.                 

3. The data will not be released in whole or part, to anyone not involved in this data sharing 
agreement, including others within DPH.                  

4. Data, statistics, or information derived from the requested data that can directly or indirectly 
identify an individual will not be published or released in any form.                   

5. The data requestor agrees to establish appropriate safeguards to protect the confidentiality of 
the data and prevent unauthorized access.                 

6. The data requestor understands that disciplinary action may be taken in the event of intentional 
disclosure of confidential data.                     

7. (Not applicable if ongoing data sharing) The data requestor agrees to destroy/delete the data 
upon termination of the project.     _____ 

 
I have read and understand the DPH Protocol for Data Sharing.  I have also reviewed this 
request form and affirm that the statements here are true and correct. 
 
Person Requesting Data 
Signature:         ___________________  Date:                                   
 
Section Chief:    ______________  Date:        ___ _                  
 
I have read and understand the DPH Protocol for Data Sharing and agree that the purposed 
project/study is public health practice and not research.  I have also reviewed this request 
form and agree to provide the data requested for the specified time period. 
 
Program Responsible for Data 
 
Section Chief:                                                                     Date:                                                 
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Connecticut Department of Public Health 

CONFIDENTIALITY  PLEDGE 

I recognize the importance of maintaining the confidentiality of personal and personal 
health information collected by the Connecticut Department of Public Health (DPH), and of 
assuring the right to privacy of persons, physicians, healthcare providers, facilities, clients of 
facilities, and agencies, which cooperate with programs within DPH, are regulated by DPH, or 
participate in DPH’s information collection efforts.   

I also understand that DPH is legally obligated to protect the privacy of personal health 
information.  I have been provided Connecticut General Statutes §19a-25 and §§19a-7-1, 19a-
7-2, 19a-25-1 through 19a-25-4, and 19a-36-A5 of the Regulations of Connecticut State 
Agencies, which address confidentiality of records, and have been advised that DPH can take 
necessary action if a breach of confidentiality occurs.   

Therefore, I pledge that I will NOT access or accept the identifying or personal 
information of patients, physicians, healthcare providers, facilities, clients of facilities, or 
agencies, except as needed for the proper discharge of my duties. 

I also pledge that I will NOT, unless permitted by law and/or required by law, divulge such 
confidential information except to another DPH employee or associate of DPH who is approved 
for access to the information and has either signed a DPH confidentiality pledge or executed a 
contract or Memorandum of Agreement authorizing such disclosure. 

I understand that my adherence to this pledge applies during and after my employment 
at the Department of Public Health. 

I agree to protect all confidential information during its collection, use, storage, and 
destruction.  My disclosure or acquisition of confidential information will be what is minimally 
necessary for the proper discharge of my duties (including reporting duties imposed by 
legislation) and based on a programmatic need to know.   I further understand that if I violate this 
pledge I will be subject to disciplinary action, up to and including dismissal. 

Date: 

Individual Pledging to Maintain Confidentiality 

Name  
(Print) 

Title     

Address  

SIGNATURE: 

Individual Pledging to Maintain Confidentiality 

Attachments:  Conn. Gen. Stat. §19a-25, Regs. Of Conn. State Agencies §§19a-7-1, 19a-7-2, 19a-25-1 through 19a-25-4, and 19a-36-A5 
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DEPARTMENT OF ADMINISTRATIVE SERVICES 
BUREAU OF ENTERPRISE SYSTEMS AND TECHNOLOGY 

VMS Interview/Selection 

The following is a list of hyperlinks that direct you to information about technology and 
Internet related policies and guidelines.  

o Acceptable Use Policy

o Data Classification

o Disposal of Digital Media Policy

o Domain Name Registration and Usage

o Electronic & Voice Mail Management and Retention Guide

o Electronic Mail Records Management Policy

o HIPAA Security Policy

o Implementation/Deployment of State Agency Internet Sites and Extranet Sites

o Management of State Information Technology Projects

o Network Security and Procedures

o Open Data Policy

o Personal Wireless Device Policy

o Security for Mobile Computing and Storage Devices

o Social Media Policy

o Software Management Policy

o State Property Control

o Telecommunications Equipment

o State of Connecticut Information and Telecommunications Strategic Plan

o Universal Website Accessibility Policy

o Use of Relational Data Base Systems

o Violence in the Workplace

o State Contractors Code of Ethics
http://www.ct.gov/ethics/lib/ethics/guides/2016/contractors_guide_to_the_code_of_ethics_revjan2
016b.pdf

This is to certify to the best of my knowledge and belief, I have no financial interest, 
ownership interest, employee interest, personal interest or seeking employment with any 
of the products/services I may recommend. If at any time prior or during the project a 
conflict of interest arises, I affirm that I will report the conflict immediately to the State 
Project Lead. I will comply with all of the above workplace and technology policies during 
the time I am performing consulting services for the State of Connecticut.  

______________________________      ____________________ ______ 
Signature of Consultant        Certified By Agency      Date 
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http://www.ct.gov/ethics/lib/ethics/guides/2016/contractors_guide_to_the_code_of_ethics_revjan2016b.pdf


Supervisory Notification of Field Activities 

DIS (disease intervention specialists) are expected to maintain communication with immediate 

supervisor while conducting field activities. DIS are expected to exercise good judgement in 

effective use of time offsite. The following are procedural guidelines for notification of field 

activities. 

 Upon leaving the office, if supervisor is available, DIS are required to notify supervisor of

number of field visits being conducted, cities being visited, and if they will be returning

to the office.

 If the supervisor is not available the DIS is responsible to communicate field activities by

text to immediate supervisor. The same information should be provided as required for

verbal notification. Number of field visits, cities being visited, and if they are returning to

the office or returning car back to the lot.

 During field activities if there is a change in field destination, the DIS should call the

supervisor and inform them of the change.

 If the DIS is scheduling lunch break while conducting field activities, this information also

needs to be communicated to the supervisor.

 Upon returning from the field if supervisor is not available notify supervisor by text that

you have returned from the field.

 Cell phone should be charged at all times- this is the only device that DIS have to

communicate if there is an emergency. The cell phone will be used to address any

problem that may occur in the field that may require immediate attention.

 DIS should document all cities visited on the mileage report at the conclusion of the day

of field activity.

 DIS should document all field visits and their outcome on the field record including the

time of visit on the day that the field visit is conducted.

These guidelines are to ensure safety in the field environment in addition to accountability in 

the field. Quarterly audits will be completed by supervisor and reviewed with DIS. Any 

discrepancies will be documented and if patterns concerning questionable time documentation 

continue, disciplinary action may result. Any questions or suggestions on these procedures 

should be discussed with supervisor.  
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Periodic Assessment Checklist - 2018
This checklist can be used to guide the periodic assessment of a program’s compliance with the Standards 
for Data Security and Confidentiality.

For the answer to be “yes” to a question with multiple parts, all boxes must be checked. For each “No” response, 
provide additional information describing how the program intends to achieve compliance with that standard. 

Name of Program being assessed Name of person assessing the program

_______________________________________  __________________________________________

1.0 PROGRAM POLICIES AND RESPONSIBILITIES 

STANDARD 1.1
In your program, how are staff members who are authorized to access HIV/VH/STD/TB information or data 
made aware of their data confidentiality and security responsibilities?

  __________________________________________________________________________________

  __________________________________________________________________________________

Are the following points addressed in your policies and agreements?

5 Yes  5 No
Are staff provided training on security policies and procedures and where 
to find resources?

5 Yes  5 No
Does the program have written data security and confidentiality policies 
and procedures?

5 Yes  5 No Are written policies and procedures reviewed at least annually and revised as needed?

5 Yes  5 No

Are data security policies readily accessible to all staff members who have access to 
confidential, individual-level data?

Where are the policies located? __________________________________________

CT DPH TB, HIV, STD & Viral Hepatitis Programs Heather Linardos

46

x

x

x

x
Policy is emailed to staff annually

TB, HIV, STD & Viral Hepatitis Section
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STANDARD 1.2

5 Yes  5 No
In your program, is there a policy that assigns responsibilities and designates an ORP for 
the security of the data that is stored in various data systems?

5 Yes  5 No
Does the ORP have sufficient authority to make modifications to policies and 
procedures and ensure that the standards are met?

STANDARD 1.3

5 Yes  5 No
Does your program have a policy that defines the roles and access level for all 
persons with authorized access?

5 Yes  5 No
Does your program have a policy that describes which standard procedures or 
methods will be used when accessing HIV/VH/STD/TB information or other personally 
identifiable data?

STANDARD 1.4

5 Yes  5 No
Does the program have a written policy that describes the methods for ongoing review 
of technological aspects of security practices to ensure that data remain secure in light 
of evolving technologies?

STANDARD 1.5

5
Are written procedures in place to respond to breaches in procedures and breaches in 
confidentiality?
Where are those procedures stored? _________________________________

5 Yes  5 No
Is the chain of communication and notification of appropriate individuals outlined in 
the data policy?

5Yes  5 No
Are all breaches of protocol or procedures, regardless of whether personal information 
was released, investigated immediately to determine causes and implement remedies?

5Yes  5 No
Are all breaches of confidentiality (i.e., a security infraction that results in the release 
of private information with or without harm to one or more persons) reported 
immediately to the ORP?

Do procedures include a mechanism for consulting with appropriate legal counsel to 
determine whether a breach warrants a report to law enforcement agencies?

5 Yes  5 No If warranted, are law enforcement agencies contacted when a breach occurs?

x

x

x

x

x

x

x

x

x

x

Ongoing

Yes  5 No
Section Data Security & Conf. Policy, DPH website  

x5Yes  5 No
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STANDARD 1.6

5 Yes  5 No
Are staff trained on the program’s definitions of breaches in procedures and breaches in 
confidentiality?

5 Yes  5 No
Are staff trained on ways to protect keys, use passwords, and codes that would allow 
access to confidential information or data?

5 Yes  5 No
Are staff trained on policies and procedures that describe how staff can protect 
program software from computer viruses and computer hardware from damage due to 
extreme heat or cold?

5 Yes  5 No
Have all persons authorized to access individual-level information been trained on the 
organization’s information security policies and procedures?

5 Yes  5 No
Is every staff member, information technology (IT) staff member, and contractor who 
may need access to individual-level information or data required to attend security 
training annually?

5 Yes  5 No Is the date of the training or test documented in the employee’s personnel file?

STANDARD 1.7

5 Yes  5 No
Do all authorized staff members in your program sign a confidentiality 
agreement annually?

5 Yes  5 No
Do all newly hired staff members sign a confidentiality agreement before they are 
given authorization to access individual-level information and data?

STANDARD 1.8

5 Yes  5 No
Do policies state that staff are personally responsible for protecting their own computer 
workstation, laptop computer, or other devices associated with confidential public 
health information or data?

5 Yes  5 No
Are staff trained on ways to protect keys, use passwords, and codes that would allow 
access to confidential information or data?

STANDARD 1.9

5 Yes  5 No Does your program certify annually that all program standards are met?

x

x

x

x

x

x

x

x

x

x

x
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2.0 DATA COLLECTION AND USE 

STANDARD 2.1

5 Yes  5 No
When public health data are shared or used, are the intended public health purposes 
and limits of how the data will be used adequately described?

STANDARD 2.2

5 Yes  5 No
When data are collected or shared, do they contain only the minimum information 
necessary to achieve the stated public health purpose?

STANDARD 2.3

5 Yes  5 No

Does your program explore alternatives to using identifiable data before sharing data, 
such as using anonymized or coded data?

What alternatives are currently in use in your program? ________________________ 

____________________________________________________________________

STANDARD 2.4

5 Yes  5 No
Does your program have procedures in place to determine whether a proposed use of 
identifiable public health data constitutes research requiring IRB review? 

3.0 DATA SHARING AND RELEASE

STANDARD 3.1

5 Yes  5 No

In your program, is access to HIV/VH/STD/TB information and data for any purposes 
unrelated to public health (e.g., litigation, discovery, or court order) only granted to the 
extent required by law?

What non-public health use of the data are required or allowed by law? 

 ____________________________________________________________________

x

x

x

not shared with unauthorized parties

Typically PII/PHI is  

x

x
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STANDARD 3.2

5 Yes  5 No

When a proposed sharing of identifiable data is not covered by existing policies, does 
your program assess risks and benefits before making a decision to share data?

How are these risks assessed? ____________________________________________
____________________________________________________________________

STANDARD 3.3

5 Yes  5 No

When sharing personally identifiable HIV/VH/STD/TB information and/or data with 
other public health programs (i.e., those programs outside the primary program 
responsible for collecting and storing the data), is access to this information and/or 
data limited to those for whom the ORP:

 5 has weighed the benefits and risks of allowing access; and

5 can verify that the level of security established is equivalent to these standards?

STANDARD 3.4

5 Yes  5 No

Is access to confidential HIV/VH/STD/TB information and data by personnel outside 
the HIV/VH/STD/TB programs:

 5 limited to those authorized based on an expressed and justifiable public health
need?; and

5 arranged in a manner that does not compromise or impede public health
activities?; and  

5 carefully managed so as to not affect the public perception of confidentiality of
the public health data collection activity and approved by the ORP? 

5 Yes  5 No

Before allowing access to any HIV/VH/STD/TB data or information containing names 
for research or other purposes (e.g., for other than routine prevention program 
purposes), does your program require that the requester:

 5 demonstrate need for the names?; and

5 obtain institutional review board (IRB) approval (if it has been determined to be
necessary)?; and

5 sign a confidentiality agreement?

x
ORP, DSM and program staff would likely meet to   

discuss but PII/PHI are not shared with unauthorized parties

x
x

x

N/A: Access is 
not permitted 

x x

x

x
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STANDARD 3.5

5 Yes  5 No
Does your program have written procedures to review data releases that are not 
covered under the standing data release policy?

5 Yes  5 No

If not, does your program have unwritten policy to review data releases that are not 
covered under the standing data release policy?

Describe briefly those procedures or policies: _______________________________

___________________________________________________________________

STANDARD 3.6

5 Yes  5 No Does your program routinely distribute nonidentifiable summary data to stakeholders?

STANDARD 3.7

5 Yes  5 No Does your program assess data for quality before disseminated?

STANDARD 3.8

5 Yes  5 No
Does the program have a data-release policy that defines access to, and use of, 
individual-level information?

5 Yes  5 No
Does the data-release policy incorporate provisions to protect against public access 
to raw data or data tables that include small denominator populations that could be 
indirectly identifying information?

x

x

x

x

x

x
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4.0 PHYSICAL SECURITY

STANDARD 4.1

5 Yes  5 No

Are workspaces and paper copies for persons working with confidential, individual-
level information located within a secure, locked area?

5 Are sensitive documents stored in cabinets?

5 Are the cabinets locked?

5
Are cabinets located in an area to which there is no access by unauthorized 
employees?

5 Are cabinets located in an area to which there is no public access?

STANDARD 4.2

5 Yes  5 No
Do program staff members shred documents containing confidential information 
with a cross-cutting shredder before disposing of them? 

STANDARD 4.3

5 Yes  5 No
Does your program have a written policy that outlines procedures for handling 
paper documents which could contain confidential information that are mailed 
to, or from, the program?

5 Yes  5 No
Do staff members in your program ensure that the amount and sensitivity of 
information contained in any piece of correspondence remains minimal?

STANDARD 4.4

5 Yes  5 No

Is access to all secured areas where confidential, individual-level HIV/VH/STD/TB 
information and data are stored limited to persons who are authorized within policies 
and procedures (this includes access by cleaning or maintenance staff )?

x
x
x

x

x

x

x

x

x
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STANDARD 4.5

5 Yes  5 No
Do policies include procedures for securing documents containing PII when they 
cannot be returned to a secure work site by the close of business?

5 Yes  5 No
Do policies outline specific reasons, permissions and physical security procedures 
for using, transporting and protecting documents containing PII in a vehicle or 
personal residence?

5 Yes  5 No If no such procedure exists, is approval obtained from the program manager?

STANDARD 4.6

5 Yes  5 No

When identifying information is taken from secured areas and included in on-line lists 
or supporting notes, in either electronic or hard-copy format:

5 is it assured that the documents contain only the minimum amount of
information necessary for completing a given task?, and 

5 is the information encrypted?, and

5 is it coded to disguise information that could be easily associated
with individuals?

5 Yes  5 No
Do staff members in your program ensure that terms easily associated with HIV/
VH/STD/TB do not appear anywhere in the context of data transmissions, including 
sender and recipient addresses and labels? 

5.0 ELECTRONIC DATA SECURITY

STANDARD 5.1

5 Yes  5 No
In your program, are HIV/VH/STD/TB analysis data sets stored securely using 
protective software (i.e., software that controls the storage, removal, and  
use of the data)?

5 Yes  5 No
Are personal identifiers removed from HIV/VH/STD/TB analysis data sets 
whenever possible?

x

x

x
x

x

N/A

x

x

x
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STANDARD 5.2

5 Yes  5 No

In your program, do transfers of HIV/VH/STD/TB data and information and methods for 
data collection:

5  have the approval of the ORP?, and

5  incorporate the use of access controls?, and

5 encrypt individual-level information and data before electronic transfer?

5 Yes  5 No
When possible, are databases and files with individual-level data encrypted when not 
in use?

STANDARD 5.3

5 Yes  5 No

Does your program have a policy that outlines procedures for handling electronic 
information and data (including, but not limited to, e-mail and fax transmissions) 
which may contain confidential information that are sent electronically to or from 
the program?

5 Yes  5 No

When individual-level HIV/VH/STD/TB information or data are electronically transmitted 
and the transmission does not incorporate the use of an encryption package meeting 
the encryption standards of the National Institute of Standards and Technology and 
approved by the ORP, are the following conditions met?

5 The transmission does not contain identifying information.

5 Terms easily associated with HIV/VH/STD/TB do not appear anywhere in the
context of the transmission, including the sender and recipient address and label.

x x
x
x

x

x

x
x

x
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STANDARD 5.4

5 Yes  5 No

For all laptop computers and other portable devices (e.g., personal digital assistants 
[PDAs], other handheld devices, and tablet personal computers [tablet PCs]), which 
receive or store HIV/VH/STD/TB information or data with personal identifiers, are all the 
following steps taken to ensure the security of the data?

5 The devices have encryption software that meets federal standards.

5 Program information with identifiers is encrypted and stored on an external
storage device or on the laptop’s removable hard drive.

5 External storage devices or hard drives containing the information are separated
from the laptop and held securely when not in use.

5 The decryption key is kept some place other than on the device.

5 Yes  5 No
Do the methods employed for sanitizing a storage device ensure that the information 
cannot be retrieved using “undelete” or other data retrieval software?

5 Yes  5 No

Does the program have policies or procedures to ensure that all removable or external 
storage devices containing HIV/VH/STD/TB information or data that contain personal 
identifiers:

5 include only the minimum amount of information necessary to accomplish
assigned tasks as determined by the program manager, and 

5 are encrypted or stored under lock and key when not in use, and

5 are sanitized immediately after a given task (excludes devices used for backups)?

Where are these policies or procedures stored? __________________________

5 Yes  5 No
Are hard drives that contain identifying information sanitized or destroyed before the 
computers are labeled as excess or surplus, reassigned to nonprogram staff members, 
or sent off site for repair?

STANDARD 5.5

5 Yes  5 No
Does your program have policies for handling incoming and outgoing facsimile 
transmissions to minimize risk of inadvertent disclosure of PII? 

x
x

x

x

x

x

x
x

x

x

HIV Surveillance secure drive

x

x
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DATA SECURITY AND CONFIDENTIALITY 

CDC SITE VISIT CHECKLIST 

Recipient Name: Connecticut Department of Public Health 

Recipient Award Number: PS18-1802 

Site Visit Dates: September 10-12 , 2018 

HICSB PHA (Program Consultant): Yolanda I. Gonzalez-Alvarez 

HICSB Surveillance Project Officer: Angela Hernandez 

PPB Prevention Project Officer: Carla Alexander-Pender 

Recipient Overall Responsible Party: Heidi Jenkins 

Point of Contact for form completion: Heather Linardos 

POLICY AND RESPONSIBILITY 

Yes ☒ No ☐ 1. Does your program have an Overall Responsible Party (ORP)?

Yes ☒ No ☐ 2. Does the ORP have authority to approve, modify, and enforce

S&C policy and procedural standards, modifications?

Yes ☒ No ☐ 3. Are written security policy and procedures consistent with the

CDC 2011 guidelines?

Yes ☒ No ☐ 4. Are written policies and procedures reviewed annually, at

minimum, and revised when needed?

Yes ☒ No ☐ 5. Does your program define the roles and access level for all

persons with authorized access?

Yes ☒ No ☐ 6. Are data security policies accessible to all staff and others with

access to confidential, individual-level data?

Yes ☒ No ☐ 7. Is this an integrated program?  (e.g. HIV S/P integrated with TB,

STD, VH or another program(s)?)

Yes ☒ No ☐ 8. Are all staff (and others) with access to PII trained annually on the

S&C policy and do they sign the S&C agreement?

Yes ☒ No ☐ 9. Does staff training include how to protect keys, use passwords,

and codes that would allow access to confidential information or

data?

Yes ☐ No ☒ 10. Does staff training include policies and procedures that describe

how staff can protect program software from computer viruses

and computer hardware from damage due to extreme heat or

cold?

Attachment 5
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Yes ☒ No ☐ 11. Do policies outline procedures for using, transporting and

protecting documents containing PII in a vehicle or residence?

Yes ☒ No ☐ 12. Have all persons authorized to access individual-level

information trained on the organization’s information security

policies and procedures?

Additional Comments or Recommendations: 

The Policy is revised annually
_______________________________________________________________________________

_____________________________________________________________________________________

_____________________________________________________________________________________ 

RECORDS RETENTION POLICY 

Yes ☒ No ☐ 1. Does the program have written policies for records retention, also

for the disposal of paper copies?

Yes ☒ No ☐ 2. Are the policies flexible enough to address shredding of hard

copies of all records (e.g. the creation of electronic medical

records (ELR), Lab Slips, case reports, etc?)

Yes ☒ No ☐ 3. Is the Record Retention Policy reviewed on a periodic schedule?

a. If so, how often?

b. When was the last review (date or month/year)?

Yes ☒ No ☐ 4. Are staff aware of the records retention policy?

Additional Comments or Recommendations: 

_____________________________________________________________________________________

_____________________________________________________________________________________

_____________________________________________________________________________________ 

SECURITY BREACHES   

Yes ☒ No ☐ 1. Are written procedures in place to respond to breaches in

procedures and breaches in data security and confidentiality?

Yes ☒ No ☐ 2. Does the policy require all breaches (and potential breaches) of

protocol or procedures be investigated immediately to determine

causes and implement remedies?
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Yes ☒ No ☐ 3. Are all breaches of security & confidentiality reported

immediately to the jurisdiction’s IT security point of contact and

to the specific program’s Overall Responsible Party?

Yes ☒ No ☐ 4. Are all breaches that result in the release of PII required to be

reported immediately to the CDC? (inform must be reported

within 1 hour after initial reporting within the jurisdiction #3

above; that means within 2 hours to CDC)

Yes ☒ No ☐ 5. Do procedures include a mechanism for consulting with

appropriate legal counsel to determine whether a breach warrants

a report to law enforcement agencies?

Yes ☒ No ☐ 6. Is staff trained on ways to protect keys, use passwords, and codes

that would allow access to confidential information or data?

Yes ☐ No ☒ 7. Is staff trained on policies and procedures that describe how staff

can protect program software from computer viruses and

computer hardware from damage due to extreme heat or cold?

Yes ☒ No ☐ 8. Have all persons authorized to access individual-level

information been trained on the organization’s information

security policies and procedures?

Yes ☐ No ☒ 9. Is every staff member, information technology (IT) staff member,

and contractor who may need access to individual-level

information or data required to attend security training annually?

(Have all persons authorized to access individual-level

information been trained on the organization’s information

security policies and procedures?)

10. Have any breaches, potential breaches, or instances of

unauthorized access been identified in the past twelve months? If

yes, provide details.

Additional Comments or Recommendations: 

No ☒ Yes ☐ 

_____________________________________________________________________________________

_____________________________________________________________________________________

_____________________________________________________________________________________ 
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ANNUAL TRAINING 

Yes ☒ No ☐ 1. Do all authorized staff members in your program sign a

confidentiality agreement annually?

Yes ☒ No ☐ 2. Are all newly hired staff members required to complete S&C

policy training and sign an S&C agreement before being given

authorization to access individual-level information and data?

Yes ☒ No ☐ 3. Do all staff from TB, VH, STD, and HIV Surveillance and

Programs having access to PII receive annual training, review the

CDC 2011 guidelines, and are required to sign an S&C agreement

form?

Yes ☒ No ☐ 4. Are IT staff with access to servers trained annually on the S&C

data security policies, review the CDC 2011 guidelines, and

required to sign an S&C agreement form?

Yes ☐ No ☒ 5. Is the S&C annual training date and attestation signing

documented in the employee’s personnel file?

Yes ☒ No ☐ 6. Does the training include a review of physical and electronic data

security procedures, confidentiality procedures, and the release &

sharing procedures on an ongoing basis, as well as HIV laws and

regulations?

Yes ☒ No ☐ 7. Are there different training components or specific modules

related to job-specific responsibilities?

Additional Comments or Recommendations: 

Signed Confidentiality Agreements are stored electronically in a 3rd party cloud-based 
application_________________________________________________________
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 PHYSICAL and ELECTRONIC ENVIRONMENTS 

Yes ☒ No ☐ 1. Is access to all secured areas where confidential, individual-level

HIV/VH/STD/TB information and data are stored limited to

persons who are authorized as described within the S&C policy?

Yes ☒ No ☐ 2. Do security policies address access to secure and file storage areas

by cleaning crews and maintenance staff?

Yes ☒ No ☐ 3. Is the level of security adequate in office areas where program

data is available and processed? Describe what type of security

levels, e.g. access code, keys, etc.

Yes ☒ No ☐ 4. If keys are required to secure data, are the keys adequately

secured?

Yes ☐ No ☒ 5. Can program data or records be viewed or accessed through

windows?

Yes ☒ No ☐ 6. Were room/office configurations assessed to limit viewing by

others entering the workspace?

Yes ☒ No ☐ 7. Are privacy screens on monitors, as needed, and are the monitors

turned away from view by those entering the workspace?

Yes ☒ No ☐ 8. Are there security measures in place to limit access to computers

with PII?

Yes ☒ No ☐ 9. Is there an adequate process in place for handling all hard copies

of lab results (includes via U.S. mail or printouts)?

Yes ☒ No ☐ 10. Is the security level adequate in the area where hard-copies of

case reports/lab results are stored?

Yes ☒ No ☐ 11. Are crosscutting shredders present in the secure area?

Yes ☒ No ☐ 12. Is the fax machine in a secure location?

Yes ☐ No ☒ 13. Can phone conversations on clients’ disease status be overheard

by staff whom have not completed S&C confidentiality

requirements?

Yes ☒ No ☐ 14. Are electronic protections in place for field work, telework and

remote access to data on laptops or other storage devices?
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Yes ☒ No ☐ 15. Are there secure procedures for transporting and protecting

electronic information containing PII in a vehicle or residence?

Yes ☐ No ☒ 16. Is encryption used for data transfer through SDN, VPN or SFTP

and while at rest?

Yes ☒ No ☐ 17. Do data policies prohibit e-mailing of public health data?

Additional Comments or Recommendations: 

_____________________________________________________________________________________

_____________________________________________________________________________________ 

DATA COLLECTION, USE, RELEASE, and SHARING 

Yes ☒ No ☐ 1. Is the minimum information needed to conduct specified public

health activities and achieve the stated public health purpose

collected/used?

Yes ☒ No ☐ 2. Are all proposed data elements justifiable in terms of their

contribution toward achieving the public health goal?

Yes ☒ No ☐ 3. Is access to PII limited to the fewest number of persons necessary

(i.e. “Need to Know”)?

Yes ☒ No ☐ 4. Does your program have formal agreements, such as a data-

sharing agreements or Memorandum of Understanding (MOU)

when sharing within or outside the health department or with

any other public health organizations?

Yes ☒ No ☐ 5. Is there a data release policy?

Yes ☒ No ☐ 6. Does the policy address restrictions on access to and release of

surveillance and program data?

Yes ☒ No ☐ 7. Are staff aware of the data release policy?

Yes ☒ No ☐ 8. Does the policy address restrictions on access to and release of

surveillance and program data?

Yes ☒ No ☐ 9. Does the policy incorporate provisions to protect against public

access to raw data?

Yes ☒ No ☐ 10. Does the policy incorporate provisions to protect small

denominator populations?
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Yes ☒ No ☐ 11. Does your program routinely distribute non-identifiable

summary data to stakeholders?

Yes ☒ No ☐ 12. Does your program assess data for quality before disseminated?

Yes ☒ No ☐ 13. Does your program have formal agreements, such as a data-

sharing agreements or Memorandum of Understanding (MOU)

when sharing within or outside the health department or with

any other public health organizations?

Yes ☒ No ☐ 14. Does your program ensure that any public health program with

which personally identifiable public health data are shared has

data security standards equivalent to those in the CDC 2011 Data

Security and Confidentiality Guidelines for HIV, Viral Hepatitis,

Sexually Transmitted Disease, and Tuberculosis Programs?

Yes ☒ No ☐ 15. Is data sharing of confidential or identifiable information limited

to those with a justifiable public health need; ensuring that any

data-sharing restrictions do not compromise or impede public

health program or disease surveillance activities and that the ORP

or other appropriate official has approved this access?

Additional Comments or Recommendations: 

_____________________________________________________________________________________

_____________________________________________________________________________________

_____________________________________________________________________________________ 

DATA BACKUP, DISASTER RECOVERY, and EMERGENCY MODE PLANS 

1. In case of an emergency or disaster, is there a business

continuity plan (known as a COOP)?

Yes ☐ No ☒ 2. If applicable, is the business continuity plan reviewed on a

regular basis?

Yes ☒ No ☐ 3. Do written data security & confidentiality procedures include a

plan for any of the following (identify which):  data backup,

disaster recovery, and emergency mode in the event of a natural

disaster or even a crisis (e.g. cybersecurity attack)?  Meaning, do

you have data back-up, disaster recovery, and continuity plans in

place?

Yes ☒ No ☐ 4. Are information technology and security staff included in the

development and review of these policies?

Yes ☒ No ☐ 
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Yes ☒ No ☐ 5. Is the disaster recovery plan reviewed on a regular basis?

a. If so, how often? Annually

b. When was the last review (date or month/year)? 12/2017

6. Does the data backup plan include any of the following

capabilities or functionalities:   user password authentication;

role-based limited access; data encryption of electronic protected

health information; offsite storage; storage facility security with

necessary safeguards; and reporting verifiable status data

ensuring that the proper resources can monitor and be proactive

to any potential problems with the solution?

Yes ☒ No ☐ 7. Are back-ups tested to assure that they can restore eHARS?

Yes ☒ No ☐ 8. Are any back-ups stored or protected on-site of off-site?

Yes ☒ No ☐ 9. Are back-ups tested to assure that they can restore eHARS?

Yes ☒ No ☐ 10. Do you have an offsite alternative for recovery in case the

building where the servers are located is destroyed?

Yes ☒ No ☐ 11. Are there physical safeguards such as limited facility and

electronic access controls for an alternate site used during a

disaster or emergency mode?

Yes ☒ No ☐ 12. Do policies implement technical security measures to guard

against unauthorized access to electronic protected health

information that transmitted over an electronic communications

network?

Yes ☐ No ☒ 13. Are there audit controls to record and examine health information

systems activities containing protected health information?

Yes ☒ No ☐ 14. Are there procedures supporting restoration of lost data?

Yes ☒ No ☐ 15. Do you perform backup of data?

16. Where are the backups stored?

In a secure, off-site location, updated weekly. Database backups 
are performed on a scheduled daily basis at the database level and 
then these backups are integrated into the off-site tape rotation.

Yes ☒ No ☐ 17. Do you ever test the backups?

Yes ☒ No ☐ 18. Does policy include the handling of server hardware failure?

Yes ☒ No ☐ 
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DPH has redundant hardware installed for seamless failover and detail 
VM or host restoration procedures. 

Yes ☒ No ☐ 19. Does policy include the handling of disk drive failure?

Yes ☒ No ☐ 20. Does policy include data corruption issues (e.g. viruses, malware,

etc.)?

Yes ☒ No ☐ 21. Are the rooms where any equipment and data get stored

protected/locked?

Yes ☒ No ☐ 22. Is there fire/heat protection (heat/temperature control, (e.g.

multiple air conditioners and halon protected, etc.?

Yes ☒ No ☐ 23. Is there snow/ice/cold protection?

Yes ☒ No ☐ 24. Is there water/flooding protection?

Yes ☐ No ☒ 25. Is there earthquake/tornado protection?

Yes ☐ No ☒ 26. Is there protection against chemical spills?

27. Briefly, give an overview of your firewall and how you monitor/prevent external attacks

(e.g. firewall is monitored by the state IT department; they have a security operations

center that monitors reports from the firewalls).

The external portal and primary fire wall and is secured at the State data center.  All DPH HIV 
applications and databases are hosted in a more secured subnet in the agency data center and 
configured using 3 tier architecture and dedicated server instances to prevent data mixing or 
cross platform access.     

Additional Comments or Recommendations: 

All servers hosting HIV allocations are patched on a regular schedule and have McAfee virus 
scan configured installed on them.    

INFORMATION TECHNOLOGY / TECHNICAL and LOGISTICAL POLICY 

Yes ☒ No ☐ 1. Will the CDC PHA be able to visit the server hosting area and see

the eHARS servers (and any other server hosting other HIV

information systems)?

Yes, but it is a virtual environment.  Viewers will be able to see the 
hosts but not the logical servers.  Those can be viewed on the 
Management console for the VM environment.   
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Yes ☒ No ☐ 2. Are eHARS servers inventoried, as well as databases, all

computers, hardware, and software such as SQL licenses)?

Yes ☒ No ☐ 3. Are all servers located in the hosting area and are the on-site or

off-site?

Yes ☒ No ☐ 4. Is the eHARS server hosting area protected from unauthorized

access: (e.g. computer room is behind two locked doors, sign in

required to get access to both so long as you are on the list of

approved access staff)?

Yes ☒ No ☐ 5. Is the server hosting area partitioned into specific areas (i.e.,

database servers, application servers, intranet servers, or internet

servers)?

Yes ☒ No ☐ 6. Is the eHARS server hosting area protected from unauthorized

access.

Yes ☒ No ☐ 7. Is eHARS connected to the network?

Yes ☐ No ☒ 8. Are the servers reasonably accessible to HIV Surveillance staff?

Yes ☒ No ☐ 9. Is the security level adequate for rooms where servers are stored?

Yes ☒ No ☐ 10. Is the security level adequate for personal computers and laptops?

Yes ☒ No ☐ 11. Are electronic data, including backups adequately handled and

stored?

Yes ☒ No ☐ 12. Is eHARS data being hosted on a virtual server?

Yes ☒ No ☐ 13. If applicable, are the server resources used to host virtual

environments shared with other applications outside of eHARS?

Yes ☐ No ☒ 14. Are cloud hosting services used for eHARS software applications or

HIV databases?

Yes ☐ No ☐ 15. If applicable, has this cloud service completed the FedRAMP

approval?   N/A - nothing is in the cloud

Yes ☒ No ☐ 16. Are IT staff with access to servers trained on the S&C policy and

required to sign an S&C attestation form, which is kept in the

personnel files?

Yes ☒ No ☐ 17. Are there contracted IT staff responsible for the eHARS servers and

equipment?

Yes ☒ No ☐ 18. Was due diligence taken to assure the following was considered

prior to using contracted IT staff?

a. Potential Risks and Mitigations
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b. Responsibilities for Protections

c. Responses to Breaches

Yes ☒ No ☐ 19. Does the contract address the following?:

a. Require annual staff training, and also upon hire, on Data

Security and Confidentiality consistent with the CDC 2011

guidelines.

b.  Require all staff with access to HIV surveillance

information systems and data sign S&C agreements,

which is kept in the personnel files.

c. Clearly delineate reporting requirements for security

breaches, which result in release or unauthorized access to

personally identifiable information (PII).

Yes ☐ No ☒ 20. Has the eHARS Server Security and Confidentiality Review form

been submitted and accepted?

21. What is the name of the eHARS server (s)?  (e.g. dhssPReHarsAP01,  dhssPRDB01,

dhsstseharsap01, dhsstsdb01)   DPH-AP036 – Staging, DPH-AP037 - Production

22. What is their bit size? (e.g. 64Bit OS, 4GB mem, 1 vCPU) Server Model:  Virtual,
Operating System: 2008 R2 Standard SP1 64-bit. CPUs : Inter(R) Xeon(R) CPU-E5-2640
0 @ 2.50 GHz ( 2 Processors), Memory:  6 GB

23. What is the “Enter on Duty” date for the eHARS server (s)?

CT DPH current eHARS application and database servers are on a series of VM Ware
hosts with varying ages.  The Virtual servers themselves are currently running
Windows Server 2008R2 Service Pack 1 and is receiving monthly Windows patches
and Virus updates.

24. When do you anticipate having to retire the eHARS server(s)?

The OS on both the application and MS--SQL Database servers are current supported 
Microsoft products with an expected end of life of 1/14/2020.  We anticipating 
replacing the servers with Windows Server 2016 in the first quarter of 2019.   

25. What happens when eHARS servers, databases, all computers, hardware, and software

(e.g. SQL database) are retired?

DPH IT follows the below steps to properly surplus both software and hardware.

Disposal of Surplus Software:
When it is determined that software is no longer needed by an agency, the software is
removed from the inventory.
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Disposal of Hardware: 
When it is determined that hardware is no longer needed by an agency, the hard drive is 
degaussed and then surplused.  

26. How many IT staff are employed and have access in the server hosting area or to HIV

information systems and SQL databases

There are currently:

• 31 employees on the IT support staff for the Department of Public health

• 10 support staff have physical access to the secured data center controlling the
VMWare Hosts.

• 3 have access to the VMWare Server controls themselves, as this is limited by
additional user name and password controlled security.

Additional Comments or Recommendations: 

Additionally, in order to assure separation of duties, none of these employees with physical 
access to the hardware are the same support staff that have access to the Application front end 
or database directly. 



Heather Linardos, MPH  
HIV Surveillance Program Director  
TB, HIV, STD & Viral Hepatitis Section  
Connecticut Department of Public Health 
410 Capitol Avenue, MS #11 ASV  
Hartford, CT 06134  
e: heather.linardos@ct.gov 

Subject:   Security and Confidentiality Validation 
Connecticut Department of Public Health 
PS18-1802, Cooperative Agreement No. NU62PS924521 

Project Period 01/01/2018 – 12/31/2022 

Dear Ms. Linardos: 

This letter serves as OFFICIAL NOTIFICATION that the CDC monitoring team has 
completed review of the comprehensive processes that ensure policies and procedures 
in your program comply with the requirements of PS18-1802 and the National Center for 
HIV/AIDS, Viral Hepatitis, STD and TB Prevention’s (NCHHSTP) Data Security and 
Confidentiality Guidelines for HIV, Viral Hepatitis, Sexually Transmitted Disease, and 
Tuberculosis Programs and approve validation of your program. In addition, security and 
confidentiality findings identified during inspection of the physical environment are 
acceptable and documented in site visit reports and related correspondence.    

We congratulate you and your staff on the completion of this effort to ensure high-
level policies and practices are in place to protect the confidentiality of the citizens of 
Connecticut and the security of routinely collected and stored program data.    

Sincerely, 

June Mayfield Jennine Kinsey 
Program Consultant  Surveillance Project Officer  Prevention Project Officer 

Cc: Delores Greenlee, CT Public Health Section Chief 
Portia Brewer, Grants Management Officer (GMO) 
Tonia Gray, Team Lead (HSB) 
Reginald Carson, Prevention, Team Lead (PDIB) 
File 

mailto:heather.linardos@ct.gov
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