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CONTRACTS AND BUSINESS ASSOCIATES

Who are your business asso-

ciates? Any person or entity
who either provides services
on behalf of a Covered Entity
or to a Covered Entity which
involves the use or disclosure

of (PHI) protected health infor-

mation AND is NOT a member
of your workforce. They typi-
cally perform a function on
behalf of the Covered Entity
that involves the use or dis-
closure of PHI. Workforce is
exempt (students, residents,
volunteers). Examples of a
Business Associate could be
computer consultants with
access to PHI, clearinghous-
es, third party billing services,
accounting and auditing ser-
vices, other consulting ser-
vices, financial services, just
to name a few. Who are NOT
Business Associates? Post
Office,CMS oversight agen-
cies, Providers with staff privi-
leges. The easy question to
ask is — do they need access
to PHI to perform their job? If
yes, consider that they could
be a Business Associate and
must have a DMHAS contract
to have access to client data.
Remember that PHI is
“individually identifiable
health information that is
transmitted or maintained in
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Examples of when a Contract is needed

any form relating to the past,
present or future physical or
mental health condition of an
individual; or provision of
health care to an individual
OR payment for the provision
of health care to an individu-
al.” There are 18 identifiers
that are deemed PHI. Most
business associates with
DMHAS have a Contract
wherein our Business Associ-
ate language is embedded in
their contract. It could also be

in the form of a Memorandum
of Agreement or a Memoran-
dum of Understanding.
Please remember that if you
are considering doing busi-
ness with an outside entity
you must have a contract or
BAA to do so. Contact Liz
Taylor Chief Compliance Of-
ficer (860.418.6648) or your
facility compliance officer if
you have a question or need
more information.

EMAIL AND ENCRYPTION

A reminder that when sending
PHI (protected health infor-
mation) or confidential/
sensitive information (social
security number for exam-
ple) in an email you MUST
always encrypt the document
before inserting it in the
email. Outlook email is on-

ly as secure as you make it.

The steps are quick and

easy. When your document is

in Word, Excel, Powerpoint:
1. Click “file” and “protect
workbook”

2. Click on “encrypt with a
password”

3. A “Password” window will
open - Enter a password (of
your choosing)

4. “Reenter Password” then

.. TAKE TWO

Click OK. That's it - You're
done—mission accomplished!

Now, call the recipient and tell
them the password. NEVER
send the password in email!
For information or assistance
contact the Help Desk at
860.262.5058. We're here to

help!
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DA launches criminal
investigation into actions
of a “curions

employee. ..”

“.. 69% of breaches
are due to employee

negligence...”

NEWS YOU CAN USE . . .

SNOOPING ST. CHARLES HEALTH SYSTEM EMPLOYEE FOUND
TO HAVE ACCESSED ALMOST 2,500 PATIENT RECORDS

The four-hospital St. Charles
Health System in central Ore-
gon had discovered an em-
ployee accessed the medical
records of almost 2,500 pa-
tients without authorization

or a legitimate work reason to
do so, over a period of 27
months from October 2014 to
January 2017. The employee
claimed to have accessed
medical records out of curiosi-
ty. The health system acted
swiftly and launched an inves-
tigation; the employee was
disciplined. The health sys-
tem stated that they did not
consider the employee’s ac-
tions to be criminal in nature

and a signed affidavit was
obtained in which the employ-
ee stated she had not used or
shared any of the information
with others for the purpose of
committing fraud, financial
crimes or any other crimes
against the patients con-
cerned; the incident was
reported to HHS OCR and
state regulators as appropri-
ate.

However, Deschutes County
District Attorney John Hummel
believes law enforcement
should have been notified of
“an alleged breach of that

magnitude,” to allow a crimi-
nal investigation to be con-
ducted. The DA has now
launched a criminal investiga-
tion into the case and will
work with the police depart-
ment to determine if any laws
were broken. If that's the
case, criminal charges will be
filed against the employee.

Remember that violation of
HIPAA may result in civil mon-
etary fines and/or jail time for
knowingly violating the rule.
Safeguard our client infor-
mation, don’t be tempted to
snoop!

WHAT’S IN A NUMBER?

According to the OCR (Office
of Civil Rights) from January
2016 to November 2016
there were approximately
169,013,996 people affected
by 1,737 healthcare breach-
es. The Ponemon Institute
(those folks who gather and
analyze data) further studied
the data and warns that the
threat for a data breach in
healthcare is very real. Here
are some of the numbers and

what they revealed:

Criminal attack = 50%
Medical Identity Theft = 38%
Employee Negligence = 69%

(some numbers counted in <one category)

So what ‘s in a number? And
what does it mean to us??

Information and lessons
learned from the healthcare
industry warns us to shore up

our internal processes . Re-
member Compliance is every-
one's job. Be sure you en-
crypt your email, do not leave
PHI unattended, use confi-
dential locked transport bags
when appropriate and use
designated shred containers
for PHI. Less is more
(Minimum Necessary Rule) —
use, access and disclose only
what is needed to do the job
and safeguard all PHI!
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