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This report shows alert activity for DoS alerts for the selected time period.

Period: Other Start: 07/01/17 00:00:00Cal End: now Cal

Incoming Alerts by Severity

The following table and graph display the distribution of the alerts by severity over

the selected time period. The SP system detected 135 incoming alerts.
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Incoming Alert Misuse Types

The following table and graph display the distribution of the misuse types in alerts
over the selected time period. The graph shows the number of alerts where the
given misuse type was detected, while the table also shows the misuse types for
each type by severity.

UDP Host

IP Fragmentation Host
ICHMP Host

NTF Amplification Host
TCP SYN Host

DNS Amplification Host
IP Private Host

TCP RST Host

Alert Type High Medium Low Total
Il UDP Host 81 5 5 91
I P Fragmentation Host 44 5 6 55
M /CVP Host 6 0 0 6

I NTP Amplification Host 5 0 0 5

[ TCP SYN Host 4 0 0 4

I DNS Amplification Host 2 0 0 2

Il P Private Host 1 0 0 1

Il TCP RST Host 1 0 0 1

Top 10 Affected Prefixes by Number of Incoming Alerts

The following table and graph display the affected prefixes that have been involved

in the most incoming alerts over the selected time period.

Outgoing Alerts by Severity

The following table and graph display the distribution of the alerts by severity over
the selected time period. The SP system detected 72 outgoing alerts.
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Outgoing Alert Misuse Types

The following table and graph display the distribution of the misuse types in alerts
over the selected time period. The graph shows the number of alerts where the
given misuse type was detected, while the table also shows the misuse types for
each type by severity.
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IP Fragmentation Host

UDP Host

MTP Armplification Host

DNE Host
Alert Type High Medium Low Total
Il P Fragmentation Host 19 8 28 55
[ UDP Host 12 3 1 16
I \TP Amplification Host 4 0 0 4
I DNS Host 1 0 2 3

Top 10 Affected Prefixes by Number of Outgoing Alerts
The following table and graph display the affected prefixes that have been involved
in the most outgoing alerts over the selected time period.
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Prefix
117132
. 1167/32
I —173189/32
54 246732
237 3/32
7 203732
I 56100732
E—
Iy 110.94/32
57 130732

Managed Object

Customer -
Customer [N
Customer N
Custome
Customer [EEE——
Customer S
Customer S
I
Customer -
Customer I

Count
17
17

w w s~ B 5 o

Prefix

1 55 53732
I 1143532
1 e 79-175/32
1 173189732
57 -14/32
I 9 132
1 ¢ 106/32
1y 144 232
I 7 14/32
I 205.179/32

Managed Object

ISP - Internet2 TR-CPS
ISP - Internet2 TR-CPS
ISP - Internet2 TR-CPS
Global Detection

ISP - Internet2 TR-CPS
ISP - Centurylink

ISP - Centurylink

ISP - Cogent

ISP - Internet2 TR-CPS
ISP - Cogent
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Top 10 Routers by Incoming Alert Count

The following table and graph display the routers that have been involved in the most
incoming alerts over the selected time period.

Top 10 Routers by Outgoing Alert Count

The following table and graph display the routers that have been involved in the most
outgoing alerts over the selected time period.
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:nrt064hhh-mx.net.cen.ct.gov :nrt064hhh-mx.net.cen.ct.gov
enrtl56h-mx.net.cen.ct.gov enrtl56h-mx.net.cen.ct.gov

:nrt078hhh-mx.net.cen.ct.gov :nrt078hhh-mx.net.cen.ct.gov

Router Count Router Count

[l enrt064hhh-mx.net.cen.ct.gov 197 [l enrt064hhh-mx.net.cen.ct.gov 197

enrt156h-mx.net.cen.ct.gov 25 enrtl56h-mx.net.cen.ct.gov 25
[l enrt078hhh-mx net.cen.ct.gov 10 [l enrt078hhh-mx.net.cen.ct.gov 10

Top 10 Incoming Alerts by Severity Percentage

The following table and graph display the most severe incoming alerts over the
selected time period.

Top 10 Outgoing Alerts by Severity Percentage

The following table and graph display the most severe outgoing alerts over the
selected time period.

0 20K 40K 60K 8.0K 10K 12K 0 50 100 150 200 250 300 350 400 450 500
28322 27722
28063 28354
27498 27721
27500 27725
28319 27640
28314 28391
28337 28389
28676 26930
26980 26915
28554 28450
Alertld Type Affected Max Severity Percent Alert Id Type Affected Max Severity Percent
28322  TCP SYN Host - 198.16/32 Customer - - 11,571.0% 27722 UDP Host I 1/32 ISP - Centurylink 501.0%
28063 UDP Host I 53-204/32 Customer - S 5.525.0% 28354 P Fragmentation Host I 55-225/32 Global Detection 383.0%
[l 27498 P Fragmentation Host |54 164/32 Customer - N 4,025.0% 27721 UDP Host I 9-1/32 ISP - Cogent 246.0%
27500 P Fragmentation Host I 54-164/32 Customer [N 3.465.0% W ars UDP Host I 9-1/32 ISP - Centurylink 179.0%
28319  TCP SYN Host I 98-16/32 Customer - 1.443.0% 27640 DNS Host I, 60-48/32 ISP - Cogent 167.0%
I 28314  TCP SYN Host I 98-16/32 Customer - 993.0% I 28391  UDP Host I 173-189/32 Global Detection 165.0%
[ 28337  UDP Host I 54 -246/32 Customer - 843.0% Il 28389  UDP Host I 173-189/32 Global Detection 153.0%
[l 28676  UDP Host I 56-100/32 Customer - 821.0% I 26930 P Fragmentation Host I 28.52/32 ISP - Cogent 134.0%
. 26980 P Fragmentation Host I 39-197/32 Customer - 780.0% . 26915 P Fragmentation Host I -214.30/32 ISP - Cogent 129.0%
28554  UDP Host I 54-246/32 Customer - 613.0% 28450 P Fragmentation Host I 114.35/32 ISP - Internet2 TR-CPS 126.0%

For assistance with this product, please contact support at https://support.arbornetworks.com
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