Table of Contents
Purpose ......................................................................................................... 3
Introduction ................................................................................................... 3
Model Baseline Policy ..................................................................................... 4
Model Operational Guidelines .......................................................................... 4
Incident Priorities .................................................................................... .. 4
Response .................................................................................................. 4
Response Modes ...............................................................................................4
Safety Zones ...................................................................................................4
Response Issues ..............................................................................................4

Unified Command ....................................................................................... 5
Incidents with Active Fire ............................................................................ 6

Appendix A: Active Shooter Profile ................................................................... 6
Appendix B: Author and Resources .................................................................. 7
Appendix C: Active Shooter JOB Aid Charts .................................................... 8-9
Appendix D: Active Shooter DISPATCH Aid Charts ....................................... 10-12
Appendix E: 9 Questions to ask to help prepare your response ...................... 13-15
Appendix F: 9 TCCC guidelines link ................................................................ 16

2
For Public Safety Use Only

Purpose
The purpose of this document is to provide guidance to Connecticut’s Fire Service Incident
Commanders and first arriving units that respond to a hostile or violent situation or a situation that
may become hostile or violent. The primary goal is to minimize the risk to fire/EMS personnel and to
provide a common framework on which fire departments may build a local protocol tailored to their
specific community.
Introduction
Fire Department (F.D.) responses to hostile and violent situations are becoming more frequent. Such
incidents include, but are not limited to, large scale complex incidents such as school shootings,
workplace violence, and terrorist activities, as well as smaller scale/less complex incidents such as
suicide attempts, single patient shootings and stabbings, domestic violence injuries, and assaults. The
goal of this guide is to ensure coordination between agencies resulting in scene control, patient
treatment, and evidence preservation while maintaining the safety of all emergency personnel.
One of the most serious and dangerous of these types of incidents is the Active Shooter incident
(Appendix A). An active shooting event can occur at any time or any place. During the past several
years, there have been active shooter incidents where we shop [2007 … Gunman kills 5 and injures
multiple others at a Utah mall], where we exercise our free speech [2011 … Congresswoman
Giffords critically shot while meeting with constituents at a market – 6 people killed and 3 others
injured], where we learn [1999 … Columbine High School 12 students and 1 teacher killed; 2007…
Virginia Tech 32 killed and many others wounded; 2008 Northern Illinois University 5 students killed
on campus], and where we work [2010 … Gunman opens fire at Connecticut beer distributor, killing
8 people].
Most recently in 2012; the Newtown, CT elementary school shooting […26 children and adults
killed], the Webster, NY shooting of firefighters at the scene of a working fire […4 firefighters shot, 2
fatally] and in Hoover, Alabama where firefighters responded to a medical and were shot at by the
caller.
These incidents differ greatly from routine incidents due to an increase in safety requirements and the
necessity of a unified command structure for incident mitigation and coordination of resources. Though
it is the culture and nature of the fire service to go into any situation in order to save the lives of those
they serve, hostile and violent situations require a different mindset in order to have a positive
influence on the outcome.
The time has come for Fire Departments to evaluate various policies and procedures currently in
place. The following model procedure, based on existing practices and sound principles, centers
on the safety of fire department personnel, complements the concepts of unified command and
mutual aid and generates a standard framework of operating guidelines that all departments will
recognize. The role of the Emergency Telecommunicator (Dispatcher) will be critical to the
outcome of any Hostile/Violent incident.
Many of the concepts used in this guide are similar to a Hazardous Materials incident response. A
Hazardous Materials incident also has unseen dangers, can change rapidly, uses different response
modes and requires a need for safety zones.
3
For Public Safety Use Only

Fire Department response to Hostile Situations

Model Baseline Policy1
During a response to or arrival at a hostile/violent incident, the fire department will maintain a safe
work environment for its firefighters and EMS personnel and will provide essential emergency
and rescue services, in coordination with law enforcement, to the public as long as the safety of
the responders is not endangered by the incident.
Model Operational Guidelines
Incident Priorities
As with all responses the following incident priorities will be safely achieved:
1. Life Safety
2. Incident Stabilization
3. Property Conservation
Response
If Fire Responders are aware of a hostile incident, fire units should consider one of two
response modes:
1. Stage for Police Department (P.D.) and wait for the scene to be secured (see Active Fire page 6).
2. Respond directly to the confirmed, secured scene and proceed with caution.
In all cases, the first arriving unit or Incident Command (IC) will collect as much information as
possible and rapidly communicate that information to responding companies. This may require a
windshield survey as an initial scene size-up. The first arriving unit or IC will make the decision of
which response mode to use. If possible, the F.D. Incident Commander should monitor the P.D.
frequencies being used for the incident.
If F.D. companies respond to an incident of an unknown nature and find themselves in a
hostile/violent situation, they will immediately retreat to a safe location. Emergency radio traffic
priority should be used. Dispatch should be advised of the need for rapid P.D. response.
The primary responding agency shall be responsible for establishing command. As soon as
possible, a Unified Command should be established (see Unified Command page 5).
For larger, more complex incidents, safety zones should be created. Personnel shall understand
that these zones are dynamic and can change as the incident develops.
• Hot Zone is an operational (geographic) area, consisting of the immediate incident location
with a direct and immediate threat to personal safety or health (not a secure area).
• Warm Zone is an operational (geographic) area with a potential threat to personal safety or
health. The warm zone typically exists between the hot zones and the cold zones. This zone
is established and secured by PD. Rescue Teams may be able to enter and remove patients
without providing treatment. Personnel shall wear vests or jackets for easy identification
while in the warm zone.
• Cold Zone is an operational (geographic) area surrounding the warm zone where first
responders can operate with minimal threat to personal safety or health. In this zone
personnel can provide treatment to patients.
1 When

developing a specific department policy/procedure, all departments should use the NIMS model for incident command including the use of incident action

plans (IAP), which will ensure proper documentation is done as the event occurs, greatly easing the recovery process.
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Response - Issues
NO SELF DISPATCH – A common problem that occurs during unique emergency incidents is F.D.

personnel making a decision to Self Dispatch themselves, often in personal or department issued
vehicles. Often with the best intentions and nature of the fire service being to go into any situation in
order to save lives, these persons become part of the problem rather than the solution. Safety and
accountability issues are only some of the problems caused. If not formally requested, do not
Self Dispatch.
Unified Command
Unified Command is the integration of command personnel from each responding agency to a multijurisdictional or multi-agency operational event to enhance communication, planning, and logistics for
all responding agencies by the utilization of shared resources, knowledge, and expertise.
•

Upon announcement of establishment of unified command, all various agency command
personnel shall report to the Command Post (CP). The CP shall be established in a safe
location, preferably located in the Cold Zone or at a remote location.

•

In most cases P.D. should designate this area.

•

Expand the Incident Command Structure as needed.
a. The size and complexity of the organizational structure, obviously, will be determined
by the scope of the emergency.
b. The only change in using the ICS on a very large incident rather than a small incident
is the method of growth of the emergency management organization to meet the
increased needs within the Unified Command.
c. The determination to expand the organization by the Incident Commander would be
done when a determination is made that the existing ICS structure is becoming
insufficient.

•

Command vehicles may be co-located to facilitate command post operations.

•

Other agency representatives (e.g. DOT, School Administration, and Division of Emergency
Management and Homeland Security (DEMHS)) shall participate in Unified Command as
needed.

•

The IC shall develop an incident action plan.

•

The IC shall designate a command operating channel.

•

Designation of a Public Information Officer for the incident.

•

Consideration of deploying an Incident Management Team.

•

Consideration of a Critical Incident Debriefing Team response for responders.
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Incidents with Active Fire
At hostile or violent incidents the coordination between agencies at the CP, with consideration of
scene control, patient treatment, and evidence preservation while continually maintaining the safety
of all emergency personnel, will ultimately determine F.D. actions toward extinguishment of active
fires, regardless of size.
Incidents with an Active Fire situation should consider the following priorities:
•

Active Fires will be allowed to burn until confirmation of a secure scene has occurred.

•

Additional Fire Resources should be pre-staged, with consideration of the worst case scenario,
should the Active Fire be allowed to burn with exposure and weather considerations.

•

An Incident Action Plan should be developed specifically for fire attack.

INTEGRATED RESPONSE
Care of the victims is a shared responsibility between law enforcement, fire/rescue and EMS. Optimal
outcomes depend on communications between responders. Some Municipalities have successfully
trained Multi-Agency personnel to allow for a response during the active event phase of the incident to
allow emergency personnel to expeditiously assess and attend to survivors. These teams use shared
terms and jointly developed protocols. In cases where the scene may remain unsafe for an extended
period Tactical Emergency Medical Support (TEMS) teams have been created. TEMS provides a
system of care that supports the mission of law enforcement while maximizing victim outcome. This
kind of medical support will often use principles which include the tactical combat casualty care
(TCCC) guidelines (see Appendix F page 16) and an integrated active shooter response that includes
the critical actions contained in the acronym THREAT 2:
1. Threat suppression
2. Hemorrhage control
3. Rapid Extrication to safety
4. Assessment by medical providers
5. Transport to definitive care

Appendix A: Active Shooter Profile:
An active shooter is an individual actively engaged in killing or attempting to kill people in a confined
space or other populated area. In most cases, active shooters use firearms and there is no pattern or
method to their selection of victims. Active shooter situations are often over within 10 to 15 minutes.
Active shooter situations are unpredictable and evolve quickly. Typically, the immediate deployment
of law enforcement is required to stop the shooting and mitigate harm to victims. Active shooters
usually will continue to move throughout building or area until stopped by law enforcement, suicide,
or other intervention.
________________________________________________________________________________
2

ACS Joint Committee to Create a National Policy to Enhance Survivability From Mass Casualty Shooting Events : Hartford Consensus document
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Appendix B: Author and Resources:

State of Connecticut -Model Procedures for Fire Department Response to Hostile
Situations was developed by William M Higgins, Statewide Fire Service Disaster
Response Administrator
The following available resources were used to create this document:.
1) Department of Homeland Security – Active Shooter Training @
http://emilms.fema.gov/IS907/index.htm
2) Federal Emergency Management Agency (FEMA) @
http://training.fema.gov/EMIWeb/IS/ICSResource/assets/reviewMaterials.pdf

3) FEMA Guidelines for Haz Mat/WMD Response, Planning and Prevention Training @
http://www.usfa.fema.gov/downloads/pdf/publications/hmep9-1801.pdf
4) Fire Chief.com Active Shooter Job Aid @
http://firechief.com/site-files/firechief.com/files/uploads/2012/07/active-shooter-job-aid.pdf
Other State of Connecticut Model Response Protocols:
Model Procedures for Responding to a Package with Suspicion of a Biological Threat,
2012
Model Procedures for Response of Emergency Vehicles During Hurricanes and
Tropical Storms, 2011
Model Procedures for Response to Collapse or Potential Collapse of Buildings, 2011
Special thanks to personnel from the Connecticut Intelligence Center, Connecticut Division of Emergency Management
and Homeland Security, Connecticut Fire Academy, and Connecticut Department of Public Health for their review
and input of this document.

Comments or Recommendations regarding this document should be sent Bill Higgins at
William.Higgins@ct.gov .
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Appendix C: Active Shooter JOB Aid:
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Appendix D: Active Shooter DISPATCH Aid:
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Appendix E: 9 QUESTIONS to help prepare
your Departments response to Hostile Situations:
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Appendix F: TCCC guidelines

The Tactical Combat Casualty care (TCCC) guidelines 16 page document can be
downloaded in its entirety at:
http://ntoa.org/site/images/stories/tccc_guidelines_ntoa.pdf
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NOTES:

