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AGENDA

• Update from DPH COVID19

• DWS on Recent Developments

• Update from CTWC, Aquarion, RWA & MDC

• Update from other Municipal Water Systems

• Questions ?

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 3
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DPH/DWS Updates

• COVID19 - Updates

• Water Planning Council Update

• Cyber Security Reminder

• PWS Surveys/Projects Update

• LCRR Updates

• Contaminants and Drinking Water Quality

• Operators Certifications Update

• Environmental Labs Certifications Update

• Drought Status

• DWSRF Reminder

• Drinking Water Infrastructure Needs Survey and Assessment

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 4
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COVID -19 Updates

• COVID-19 vaccine eligibility:
All individuals who are 12 years of age or older and live, work, or attend school in Connecticut are eligible to receive the 
COVID-19 vaccine. For more information on vaccinations and to learn how to get the vaccine, visit ct.gov/covidvaccine.

• Executive Orders 

• Executive Order No. 12A & Executive Order No. 12B (05/20/2021) 

• Executive Order No. 12AC (05/25/2021) 

• Governor page

• Building Reopening Guidance

CONNECTICUT DEPARTMENT of PUBLIC HEALTH
5

Revised order for masks and face coverings Extension and expiration of COVID-19 orders

Modification of thirty-six month age limit for Birth-to-Three services

https://ct.gov/covidvaccine
https://portal.ct.gov/Office-of-the-Governor/Governors-Actions/Executive-Orders
https://portal.ct.gov/-/media/Office-of-the-Governor/Executive-Orders/Lamont-Executive-Orders/Executive-Order-No-12A.pdf
https://portal.ct.gov/-/media/Office-of-the-Governor/Executive-Orders/Lamont-Executive-Orders/Executive-Order-No-12B.pdf
https://portal.ct.gov/-/media/Office-of-the-Governor/Executive-Orders/Lamont-Executive-Orders/Executive-Order-No-12C.pdf
https://portal.ct.gov/Office-of-the-Governor/Governors-Actions/Executive-Orders
https://portal.ct.gov/-/media/Departments-and-Agencies/DPH/dph/drinking_water/pdf/COVID-19-Return-to-Service-Guidance.pdf
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Cyber Security Updates

Recording link

New England Water Sector Cybersecurity Forum

May 26, 2021 at 10:00-12:00 PM EDT

DWS Circular Letter #2021-33

Recording Link and Presentation slides

This quiz is required for anyone seeking CEUs. 
Webinar CEU Quiz: 
https://forms.gle/rbQTBHbP2t4RUsGq9 

https://attendee.gotowebinar.com/recording/219543200494547468
https://portal.ct.gov/-/media/Departments-and-Agencies/DPH/dph/drinking_water/pdf/CircularLetter202133WaterSectorCybersecurityForum.pdf
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Cyber Security Contacts

Report a Cyber Issue: https://us-cert.cisa.gov/report or (888) 282-0870

CISA Cyber: https://www.cisa.gov/cybersecurity

CISA Resources Hub: https://www.cisa.gov/cyber-essentials

https://us-cert.cisa.gov/report
https://www.cisa.gov/cybersecurity
https://www.cisa.gov/cyber-essentials
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PWS Surveys/Projects Update

• Continue to schedule/conduct remote and some in
field sanitary surveys

• Use lessons learned from remote process to begin 
transition into field – streamline survey prep work and 
discuss management/operations, WQ issues ahead of time

• Staff will be flexible when scheduling surveys to 
accommodate PWS needs/concerns

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 8
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DWS Organization - Technical 

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 9

Eastern Capacity 

Assessment Region

Supervisor:

Mandy Smith

Lead Engineers:

Dominic DelVecchio

Carissa Madonna

Austin McMann

Staff:

Robert Ondrey

Isaac Quansah

Clark Stan

Steven Wallett

Christian Wolf

Monica Zhang
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DWS Organization - Technical 

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 10

Western Capacity 

Assessment Region

Supervisor:

Tom Chyra

Lead Engineers:

Vicky Carrier

Cindy Sek

Alex Tabatabai

Staff:

Luis Andrade

Brian Liu

Cassandra Santos

Chris Urena

Alex Zacharias
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LCRR

• Public comments 

• Submit written comments by June 30, 2021 at 
http://www.regulations.gov: enter Docket ID No. EPA-HQ-OW-2021-0255

• EPA Public Listening Sessions

• View the April 28, 2021 and May 5, 2021 sessions at 
https://www.epa.gov/ground-water-and-drinking-water/lead-and-copper-rule-

revisions-virtual-engagements

Or https://www.youtube.com/channel/UC0VBG2o4x4XIfp8XilDA1wQ/live

Some comments from these sessions:  

• Additional steps to address lead in schools and childcare facilities

• All LSL replaced in 10 years

• Federal funding to support LSLR

• Change the lead action level to 5 ppb or 10 ppb

Any questions, please contact:  

https://www.federalregister.gov/documents/2021/04/05/2021-06926/lead-and-copper-rule-lcrr-virtual-engagements
https://www.epa.gov/ground-water-and-drinking-water/lead-and-copper-rule-revisions-virtual-engagements
https://www.youtube.com/channel/UC0VBG2o4x4XIfp8XilDA1wQ/live
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LCRR

Lead Service Line Replacement (LSLR)

• Environmental Policy Innovation Center (EPIC) 

Lead-Free Water Challenge for small municipalities and water systems
• Provide technical assistance on the following:

• Develop and implement a LSLR program

• Develop a grant/loan financing strategy (EPIC will not provide any direct 

funds)

• Connecting to other resources with specific expertise

• Policy expertise

• Apply to the challenge by June 15, 2021.  For additional information 

and application: http://policyinnovation.org/water/leadfree

Any questions, please contact:  

http://policyinnovation.org/water/leadfree
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• Actions moving forward

• PFAS and CCRs

• Have you tested your water for PFAS?

• If so, have you shared the results?

• Consumer Confidence Report

• Informational page on your website

• If you haven’t tested, how do you decide where to start?

• Source Water PFAS Vulnerability Assessment Form

Contaminants and Drinking Water Quality

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 13

Any questions, please contact: 

https://portal.ct.gov/-/media/Departments-and-Agencies/DPH/dph/drinking_water/excel/Source-Water-PFAS-Vulnerability-Assessment-Form-01-24-2019.xlsx
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Certification Examinations:
❖CT DPH Operator Certification Examination, Applications and Reference Material List

❖Circular letter 2021-14: Computer Based Exams at Test Centers

COVID-19 Suspension of Certification Renewal:
❖State of Emergency, Reinstatement, Expiration Date Extension

❖www.elicense.ct.gov (without password, click "Online Services" click "Lookup a License"

Approved Water Operator Training:
❖ Distance Education (Correspondence, Online, Live Internet Instructor Lead Courses)

Cross Connection Control:
❖Correspondence to be submitted to dph.ccsr@ct.gov email address

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 14

DPH/DWS Updates - Certifications

Operator Certification Program – dph.opcert@ct.gov

https://portal.ct.gov/DPH/Drinking-Water/DWS/Operator-Certification-Examination-Dates-Applications-and-Reference--Materials
https://portal.ct.gov/-/media/Departments-and-Agencies/DPH/dph/drinking_water/pdf/Circular-Letter-2021-14.pdf
http://www.elicense.ct.gov
https://portal.ct.gov/-/media/Departments-and-Agencies/DPH/dph/drinking_water/pdf/CT-DPH-Approved_Distance-Education-Training-Courses.pdf
mailto:dph.ccsr@ct.gov
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Environmental Labs Certification Program

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 15

Circular Letter 2021-37
537.1 and 537 rev. 1.1 Field Reagent Blanks

In section 8.3 for both methods, it states An FRB must be handled along with each sample 

set. The sample set is composed of samples collected from the same sample site and at the 

same time.

The FRBs are required to ensure contamination was not introduced during sample 

collection and handling; FRBs only need to be reported if there is a detection in the 

associated sample.

mailto:Dawn.Shaban@ct.gov
mailto:Shinu.zachariah@ct.gov
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Tracking per State Drought Plan

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 16

❖ Statewide:

60-Day Percent of Normal

Any questions, please contact:  
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DWSRF Update

• DWSRF Eligibility Applications reviewed and scored

• Results sent soon via individual letters

• DWSRF Intended Use Plan is drafted

• IUP will be available - 30 day public review period with public 
hearing in July or early August 2021

If you have any questions, please contact the DWSRF Program at 
dph.ctdwsrf@ct.gov

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 17

mailto:dph.ctdwsrf@ct.gov
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o a nationwide 20-year capital need for investment

o funds allocated from the EPA for Connecticut’s DWSRF

• Independent Documentation of Need and/ or Cost is very 
important to the DWINSA. These documents include:

o Capital Improvement Plan or Master Plan

o Facilities Plan or Preliminary Engineering Report

o engineering studies, watermain break report, repair reports, and distribution 
system studies

o Grant or Loan Application Form

o Engineer's Estimate or Bid Tabulation

o Cost of Previous Comparable Construction

• 23 PWS’ are included in the current DWINSA and have been 
contacted by staff for their support and participation.

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 18

Drinking Water Needs Survey and Assessment (DWINSA)
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UPDATES

• PURA

• CTWC 

• Aquarion

• RWA

• MDC

• Others (Torrington, Bristol, etc..)

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 19

Requesting to raise your 

hand from GotoWebinar

Control Panel
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Suggestions

• Next webinar is on Thursday July 1, 2021 at 1 pm.

• Email questions/notifications about water quality 
testing and monitoring to dwdcompliance@ct.gov

• Emergency notifications, may call 860-692-2333 and
email to dwdcompliance@ct.gov

CONNECTICUT DEPARTMENT of PUBLIC HEALTH 20

July

July 1, 2021
1 PM – 2 PM

mailto:dwdcompliance@ct.gov
mailto:dwdcompliance@ct.gov
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NEW ENGLAND WATER SECTOR 
CYBERSECURITY FORUM 


May 26, 2021


Poll


What is your population served size?


2


1


2







2


How to Participate


• Ask questions in the 


Questions/Chat box.


• Polling questions.


• For help, contact 


wsdwebinarsupport@cadmusgroup.com


• At the end of the webinar, 


please complete the course 


evaluation.


• A PDF of the slides, a 


webinar recording and 


other relevant materials will 


be sent after the webinar.


Interactions Troubleshooting Tips


3


Remarks from the Commissioner


4


Martin Suuberg


Commissioner


Massachusetts Department of Environmental Protection


3


4



mailto:wsdwebinarsupport@cadmusgroup.com
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Today’s Webinar Presenters


5


Ron Ford


Cybersecurity Advisor


Cybersecurity and Infrastructure Security Agency


Department of Homeland Security


Brandon Carter


Cybersecurity Analyst 


Office of Water, Water Security Division


U.S. Environmental Protection Agency


Jennifer Lyn Walker


Lead Cyber Threat Analyst


WaterISAC


Poll


On a scale of 1-5, how would you describe your knowledge 


of cybersecurity for your PWS?


6


5


6
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Ron Ford


May 26, 2021


TLP:WHITE


C I S A  |  C Y B E R S E C U R I T Y  A N D  I N F R A S T R U C T U R E  S E C U R I T Y  A G E N C Y


TLP:WHITE


CURRENT STATE OF CYBERSECURITY


7


Ron Ford


Cybersecurity Advisor (ME, MA, NH, VT)


Cybersecurity and Infrastructure Security Agency


Ron Ford


May 26, 2021


TLP:WHITETLP:WHITE


▪ Recent Advisories 


▪ Oldsmar Incident


▪ Observations


▪ Misconceptions Vs Reality


▪ Federal Cybersecurity


▪ CISA Cybersecurity Service Offerings Overview


▪ Q&A


Agenda


88


TLP:WHITE
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Ron Ford


May 26, 2021


TLP:WHITE


9


CYBER THREAT LANDSCAPE


Ron Ford


May 26, 2021


TLP:WHITETLP:WHITE


9


10







6


Ron Ford


May 26, 2021


TLP:WHITETLP:WHITE


11


▪ CISA Alert (AA21-042A): Compromise of 


U.S. Water Treatment Facility


▪ CYBER: On February 5, 2021, unidentified cyber 


actors obtained unauthorized access to the 


supervisory control and data acquisition (SCADA) 


system at a U.S. drinking water treatment facility.


▪ PHYSICAL CONVERGENCE: The unidentified 


actors used the SCADA system’s software to 


increase the amount of sodium hydroxide, also 


known as lye, a caustic chemical, as part of the 


water treatment process. 


▪ The cyber actors likely accessed the system by 


exploiting cybersecurity weaknesses, including 


poor password security, and 


outdated/unsupported operating systems.


Recent Advisories
TLP:WHITE


General Recommendations
▪ UPDATE to the latest version of the operating system 


(e.g., Windows 10).


▪ Use multiple-factor authentication (MFA).


▪ Use strong passwords to protect Remote Desktop 


Protocol (RDP) credentials.


▪ Ensure anti-virus, spam filters, and firewalls are up 


to date, properly configured, and secure.


▪ AUDIT network configurations and ISOLATE 


computer systems THAT CANNOT BE UPDATED.


▪ Audit your network for systems using RDP, closing 


unused RDP ports, applying multiple-factor 


authentication wherever possible, and logging RDP 


login attempts.


▪ TRAIN users to identify and report attempts at 


social engineering.


▪ Identify and suspend access of users exhibiting 


unusual activity.


https://us-cert.cisa.gov/ncas/alerts/aa21-042a


Ron Ford


May 26, 2021


TLP:WHITETLP:WHITE
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▪ CISA Alert (AA21-042A): Compromise of 


U.S. Water Treatment Facility


▪ CYBER: On February 5, 2021, unidentified cyber 


actors obtained unauthorized access to the 


supervisory control and data acquisition (SCADA) 


system at a U.S. drinking water treatment facility.


▪ PHYSICAL CONVERGENCE: The unidentified 


actors used the SCADA system’s software to 


increase the amount of sodium hydroxide, also 


known as lye, a caustic chemical, as part of the 


water treatment process. 


▪ The cyber actors likely accessed the system by 


exploiting cybersecurity weaknesses, including 


poor password security, and 


outdated/unsupported operating systems.


Recent Advisories (Cont.)
TLP:WHITE


WWS Security Recommendations


The following physical security measures serve as 


additional protective measures:


▪ Install independent cyber-physical safety systems. 


These are systems that physically prevent dangerous 


conditions from occurring if the control system is 


compromised by a threat actor.


▪ Examples of cyber-physical safety system controls 


include:


▪ Size of the chemical pump


▪ Size of the chemical reservoir


▪ Gearing on valves


▪ Pressure switches, etc.


https://us-cert.cisa.gov/ncas/alerts/aa21-042a
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Oldsmar, FL Water Facility: The Basics


13


❑ An individual accessed a water 
treatment system in Oldsmar, Florida 
on 2/5/21 and increased the levels 
of sodium hydroxide to potentially 
dangerous levels


❑ Oldsmar is about 17 miles west of 
Tampa with a population of 15,000 
people


❑ The individual gained access through 
the TeamViewer remote access 
software in use


❑ This was NOT an advanced attack, 
this is not a new or uncommon 
problem


Ron Ford


May 26, 2021


TLP:WHITETLP:WHITE


CISA Cyber Hygiene Observations


14


COMMON WEAKNESSES & THREATS:


• PHISHING SUSCEPTIBILITY


• USER/ACCOUNT PERMISSIONS 


• PATCH MANAGEMENT


• UNSUPPORTED OPERATING SYSTEM & APPLICATIONS


• POTENTIALLY RISKY SERVICES


• NETWORK SEGMENTATION/CONFIGURATION


13


14
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▪ WHAT IS RANSOMWARE AND HOW DOES IT WORK?


▪ WHO IS AT RISK OF A RANSOMWARE ATTACK?


▪ HOW BIG OF A PROBLEM IS RANSOMWARE? 


RANSOMWARE
TLP:WHITE


Ron Ford


May 26, 2021


TLP:WHITETLP:WHITE


16


HOW CAN YOU IMPROVE YOUR CYBERSECURITY? 


▪ To minimize the risks of cyberattacks, follow basic cybersecurity best practices:


▪ Update software and install patches. 


▪ Run up-to-date antivirus software. 


▪ Use strong passwords. A password manager can help keep track of them. 


▪ Change default usernames and passwords as soon as possible. 


▪ Implement multi-factor authentication, where you log in using a password and something 


else– like a code texted to your phone– to verify it’s really you. 


▪ Install, configure, and enable a firewall. 


▪ Be suspicious of unexpected emails! They could be phishing to gain information, steal 


money, or install malware on your device.


▪ CISA has many resources and tips on CISA.gov, including Cyber Essentials which 


provides organizations with valuable information to bolster their cybersecurity. 


RANSOMWARE
TLP:WHITE


15


16
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MISCONCEPTIONS:


▪ You need a BIG budget!


▪ A Silver Bullet Solution!


▪ Why would we be a target?


▪ There’s too much to do!


▪ We don’t own the risk!


▪ USG will save us!


17


Misconceptions Vs. Reality
TLP:WHITE


REALITY:


▪ Crawl-Walk-Run


▪ Get the “101” stuff in order


▪ You need good asset inventory 


▪ Research the solutions!


▪ You own the risk!


▪ Partner-up!


Ron Ford


May 26, 2021


TLP:WHITETLP:WHITE
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Federal Cybersecurity
TLP:WHITE


Whole of Government Response


(DOJ/FBI, DHS/CISA, DoD)


▪Presidential Directives


▪ HSPD 5 — Domestic Incidents


▪ PPD 8 — National Preparedness


▪ PPD 21 — Critical Infrastructure Security & Resilience


▪ PPD 41 — US Cyber Incident Coord Activities Defined


▪ Disseminates Domestic Cyber Threat Information


▪ Protects Critical Infrastructure


▪ Secures Federal Civilian Executive Branch Systems


▪ Directives are implemented through doctrine, policy, plans


▪ National Cyber Strategy 


▪ National Preparedness System


▪ National Infrastructure Protection Plan (NIPP)


▪ National Cyber Incident Response Plan (NCIRP)


17
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CISA HQ Response Assistance
▪ Remote / On-Site Assistance
▪ Malware Analysis
▪ Hunt and Incident Response Teams
▪ Incident Coordination


Cybersecurity Advisors (CSA)
▪ Assessments
▪ Working group collaboration
▪ Resiliency Workshops
▪ Best Practices private-public
▪ Incident assistance coordination


Local CSA Provided


CISA Cybersecurity Offerings
TLP:WHITE


▪ Preparedness Activities


• Information/Threat Indicator Sharing


• Cybersecurity Training and Awareness


• Cyber Exercises and “Playbooks”


• National Cyber Awareness System


• Vulnerability Notes Database


• Information Products and Recommended 
Practices / MS-ISAC – EI-ISAC


• Cybersecurity Service Offerings


▪ Cyber Resilience Reviews (CRR)


▪ External Dependency Management (EDM)


▪ Cyber Infrastructure Surveys (C-IST)


▪ Cyber Security Evaluation Tool (CSET)


Delivered by CISA 


Vulnerability Mgt Team


▪ Phishing Campaign Assessment (PCA)


▪ Cyber Hygiene Scanning (CyHy)


▪ Web Application Scanning (WAS)


▪ Remote Penetration Testing (RPT)


▪ Risk & Vulnerability Assessment (RVA)


▪ Red Team Assessment (RTA)


▪ Validated Architecture Design (VADR)


▪ Critical Product Evaluation (CPE)


▪ CISA Qualification Initiative (CQI)


Protective Security 
Advisors
▪ Physical Security 


Assessments
▪ Incident liaisons between 


government and private 
sector for CI protection


▪ Support for National 
Special Security Events 


Ron Ford


May 26, 2021
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CyHy: Cyber Hygiene Scanning


20


System & Application Vulnerability Scanning


▪ Automated scanning of Internet accessible systems 


(Top 1000 Ports / NMAP & NESSUS)


▪ Weekly report card that include current scan results, 


historic trends, and result comparisons to the national 


average


▪ Helps individual customers understand their exposure


▪ Informs national risk management efforts


▪ Federal agencies must mitigate critical vulnerabilities 


within 30 days of detection


▪ Scans can start within 72 hours!


▪ Unlimited capacity of subscribers


CRITICAL


HIGH


MEDIUM


LOW


NONE


INACTIVE


TLP:WHITE
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CyHy: Cyber Hygiene Scanning Report Card
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CISA Assessments’ Remote Penetration Test (RPT) Utilizes a dedicated 


remote team to assess and identify vulnerabilities and work with customers to 


eliminate exploitable pathways. RPTs are similar to risk and vulnerability 


assessments but focus only on externally accessible systems with a tradeoff 


made for more service capacity at the expense of assessment scope. 


▪ External Penetration Testing - Utilizes a dedicated remote team to assess and 


identify vulnerabilities and work with customers to eliminate exploitable pathways. 


Simulates the tactics and techniques of malicious adversaries.   


▪ External Web Application Testing – Evaluating web applications for potential 


exploitable vulnerabilities; the test can include automated scanning, manual 


testing, or a combination of both methods. 


▪ Phishing Campaign Assessment - Measures the susceptibility of an 


organization’s staff to social engineering attacks (specifically email phishing 


attacks) and provides a comprehensive assessment report is after its conclusion. 


CISA RPT – Remote Penetration Testing
TLP:WHITE
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CISA REGION 1 


RON FORD
Cybersecurity Advisor, Region 1 (ME, MA, NH, VT)


Cybersecurity and Infrastructure & Security Agency


EMAIL: Ron.Ford@cisa.dhs.gov 


CISARegion1@hq.dhs.gov


WEB: WWW.CISA.GOV


WWW.CISA.GOV/REGION-1


23


FBI’s 24/7 Cyber Watch (CyWatch) 


(855) 292-3937; CyWatch@fbi.gov


CISA CENTRAL - 24/7 Watch


(888) 282-0870;Central@cisa.dhs.gov 


Ron Ford


May 26, 2021


TLP:WHITE
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Poll


Are you familiar with USEPA cybersecurity tools and 


requirements?


25


Water and Wastewater Systems 


Cybersecurity Overview


25
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Topics


• Cyber Hygiene


• Cybersecurity Resources


• Incident Reporting


Cyber Hygiene


27
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• Cyber hygiene refers to 
activities that an organization 
can undertake to improve the 
cybersecurity posture of their 
IT/OT infrastructure. 


• Proactively implementing 
good Cyber hygiene 
principles can increase an 
organization’s ability to resist 
cyber threats and reduce the 
risk of a successful cyber 
attack


• Cyber hygiene is about the 
combination of using the right 
technology, best practices, 
and user education to 
establish a healthy internal 
security culture. 


Adopting Cyber Hygiene Principles


• Establish an Emergency Response Plan


• Conduct cybersecurity-based user awareness and education


• Maintain an updated inventory of hardware and software 


• Perform regular cyber threat and vulnerability monitoring 


• Establish strong passwords and a good password policy


• Use multifactor authentication


• Update or patch software regularly


• Utilize reputable antivirus and malware software


• Remove or disable unused features, ports, software, and devices


• Use network firewalls


• Limit remote connections to SCADA systems


Cyber Hygiene Principles
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Cybersecurity Resources


• Customizable checklist to help utilities prepare, respond, 


and recover from a cyber incident. 


EPA’s Incident Action Checklist


https://www.epa.gov/sites/production/files/2017-11/documents/171013-
incidentactionchecklist-cybersecurity_form_508c.pdf
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• Cybersecurity Brief for States 


– This guide can assist utilities with assessing cybersecurity practices 
and developing an improvement plan to reduce cyber risks.


• Water Sector Cybersecurity Training 


– Online courses that provides information on cybersecurity threats, 
vulnerabilities, consequences, best practices, resources, and 
program development. 


– The courses also includes guided response exercises for 
cybersecurity incidents


– Two-Day Online Training Workshops  


• September 2021


• October 2021


• November 2021


EPA Water Sector Cyber Resources


• Free Cybersecurity Assessment and Technical Assistance 


– EPA is providing free cybersecurity technical assistance to water and 
wastewater utilities to improve cyber incident preparation, response, and 
recovery in order to maintain critical operations and meet water quality goals


– Technical Assistance Provider performs a cyber assessment with utility staff


– Utilities receive an overview of their vulnerabilities and suggested best 
practices to remediate or mitigate the risk


– A customized Cyber Action Plan will be provided to each utility to assist 
them with implementing recommended best practices


– Two follow-ups to gauge progress and see if additional assistance is 
required


– To date, EPA has provided assistance to over 100 utilities 


– Information remains confidential. Only anonymized, aggregated data is 
shared with EPA


– To register your utility: 


www.horsleywitten.com/cybersecurityutilities 


EPA Water Sector Resources
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• Vulnerability Self-Assessment Tool 2.0 (VSAT Web 2.0)


– This online tool leads water and wastewater systems through an 


all-hazards risk assessment, including risks from cybersecurity 


incidents, and the assessment of costs and benefits


• Water Resilience Tabletop Exercise (TTX) Tool


– This tool provides water and wastewater systems with the 


resources to plan, conduct and evaluate tabletop exercises for 


all-hazards scenarios, including cybersecurity incidents. 


EPA Water Sector Cyber Resources


CISA Cyber Hygiene Services


• The Cybersecurity and Infrastructure Security Agency (CISA) offers several scanning and testing 


services to help organizations reduce their exposure to threats by taking a proactive approach to 


mitigating attack vectors. 


• Vulnerability Scanning: offers persistent scanning of internet-accessible systems for vulnerabilities, 


configuration errors, and use of risky services. 


• Web Application Scanning: Evaluates publicly-accessible websites for potential bugs and weak 


configurations and provides recommendations for mitigation.


• Phishing Campaign Assessment: Measures your organization’s propensity to click on email phishing 


lures. Results can be used to provide guidance for anti-phishing training and awareness.


• Remote Penetration Test: Simulates the tactics and techniques of real-world adversaries to identify 


and validate exploitable pathways. This service is ideal for testing perimeter defenses, the security of 


externally-available applications, and the potential for exploitation of open-source information.


• All services are available free-of-charge


• Services are available to federal, state, local, tribal and territorial governments, and public and private 


sector critical infrastructure organizations


• Results are kept confidential between the customer and CISA


• Email vulnerability_info@cisa.dhs.gov with questions or to get started
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15 Cybersecurity Fundamentals 


for Water and Wastewater Utilities


• Overview of important security 


measures


• Links to additional information 


about each measure


• Free resource


waterisac.org/fundamentals


Reporting to Members
• Security & Resilience Updates (SRUs)


– Twice-per-week (Tuesdays and Thursdays)


– Includes sections on cybersecurity incidents, 


threats, and tools and upcoming events


• Cyber Threat Web Briefings


– Monthly


– Presenters from CISA, leading cybersecurity firms, 


and WaterISAC


• Threat Notifications and Advisories


– As necessary


– Provide members with actionable information on 


urgent cybersecurity threats and incidents


WaterISAC (cont.)
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• AWWA offers free 


Cybersecurity workshops 


specifically targeted 


towards small systems 


attendees


Free Cybersecurity Workshops 


for Small Systems


https://www.awwa.org/Professional-Development/Small-Systems


Reporting Incidents
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Incident Response Roles & Responsibilities


• Presential Policy Directive 41 (PPD-41) 


– Established principles governing the Federal 


Government’s response to any cyber incident, whether 


involving government or private sector entities


– Federal agencies shall undertake three concurrent 


lines of effort: threat response; asset response; and 


intelligence support and related activities


• Threat Response - The Federal Bureau of 


Investigation (FBI)


– Activities include the law enforcement and national 


security investigation of a cyber incident


• Asset response – Cybersecurity & Infrastructure 


Security Agency (CISA)


– Activities include providing technical assets and 


assistance to mitigate vulnerabilities and reducing the 


impact of the incident


• Intelligence Support - ODNI Cyber Threat Intelligence 


Integration Center (CTIIC)


– Activities include intelligence collection in support of 


investigative activities, and integrated analysis of 


threat trends and events to build situational awareness 


• Sector Specific Agency (Water and Wastewater 


Systems Sector) - EPA


Unified Message for Reporting to the Federal Government


Report Cyber Events


Threat Response Asset Response


Local Law Enforcement


or


Cybersecurity & Infrastructure Security 
Agency (CISA)
888-282-0870 or central@cisa.gov


CISA Incident Reporting System
https://us-cert.cisa.gov/forms/reportFBI Field Office 


http://www.fbi.gov/contact-us/field 
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Who to Contact for More Information 


• General questions 


Carter.Brandon@epa.gov


• WaterISAC


info@waterisac.org


• CISA


Central@cisa.dhs.gov


• AWWA


https://www.awwa.org/contact-us


Poll


Does your PWS have staff/consultant who could run your 


system manually in case of a cyberattack?
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TLP:AMBER


TLP:AMBERMay 26, 2021


Presenter: Jennifer Lyn Walker, Lead Cyber Threat Analyst


Water and Wastewater Sector Cyber Incidents


Prepared for:


New England Water Sector 
Cybersecurity Forum


TLP:AMBER


TLP:AMBER


Discussion


▪ About WaterISAC


▪ Cyber incidents in the water and wastewater 


sector
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TLP:AMBER


TLP:AMBER


About WaterISAC
▪ Water Information Sharing and Analysis Center


▪ Est. 2002


▪ Nonprofit; membership/dues-based


▪ Created and governed by water and wastewater utilities


▪ Mission: enhance the security of water and wastewater 


utilities from all-hazards (IT and OT/ICS, terrorist, natural 


disasters, public health)


▪ Curated clearinghouse of advisories and resources


▪ Maintains partnerships across federal, non-federal, ISACs, 


and utilities


TLP:AMBER


TLP:AMBER


15 Cybersecurity Fundamentals for Water 
and Wastewater Utilities


1. Asset Management


2. Risk Assessments


3. Network Segmentation


4. User Access Control


5. Physical Access


6. Cyber-Physical Safety


7. Vulnerability Management


8. Cybersecurity Culture


9. Governance


10. Threat Detection


11. Business Continuity


12. Insider Threats


13. Supply Chain Risk


14. Smart Device Management


15. Information Sharing


Download the guide – https://www.waterisac.org/fundamentals
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TLP:AMBER


TLP:AMBER


Sector Incidents – OT/ICS
• Oldsmar, Florida


• Ellsworth County, Kansas


• Israeli water infrastructure


• Colonial Pipeline (OT/ICS impacting)


TLP:AMBER


TLP:AMBER


OT/ICS


▪ Insecure remote access (Team Viewer) exposed to 


internet (Oldsmar)


▪ Unauthorized remote access from former 


employee/insider (Kansas)


▪ Insecure SCADA directly exposed to internet (Israel)


15 Cybersecurity Fundamentals
1. Perform Asset Inventories
3. Minimize Control System Exposure
4. Enforce User Access Controls


11. Create and Enforce Cybersecurity 
Policies and Procedures
12. Tackle Insider Threats


Oldsmar; Ellsworth County, KS; Israel water 
infrastructure
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TLP:AMBER


TLP:AMBER


OT/ICS impacting


▪ Ransomware impacts everyone and everything


▪ Similar to Norsk Hydro’s LockerGoga (2019)


▪ Critical infrastructure “pipelines” rely on careful 


orchestration of control system components to protect 


life as we know it


15 Cybersecurity Fundamentals
3. Minimize Control System Exposure
4. Enforce User Access Controls
8. Create a Cybersecurity Culture


Colonial Pipeline (May 7, 2021)


TLP:AMBER


TLP:AMBER


Sector Incidents – IT/Business Enterprise


• Phishing/Impersonation/BEC/VEC – fraud (invoice, payroll, gift card) 


• Ransomware


• Insider threats


• Brute force attempts 


• Denial-of-Service (DoS/DDoS)


• Supply chain (SolarWinds)


• Unemployment fraud (misc)


Reporting Utility Types
• Very large drinking water


• Very large combined


• Large water/wastewater


• Large drinking water


• Large combined


• Medium combined
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TLP:AMBER


TLP:AMBER


IT/Business Enterprise Systems


▪ Payroll/direct deposit fraud


▪ Invoice/wire/payment account fraud


▪ Gift card fraud


15 Cybersecurity Fundamentals
8. Create a Cybersecurity Culture
9. Develop and Enforce Cybersecurity Policies and Procedures (Governance)
10. Implement Threat Detection and Monitoring


Utility types: ALL


TLP:AMBER


TLP:AMBER


IT/Business Enterprise Systems


▪ Ryuk (ONWASA, October 2018)


▪ ProLock


▪ Egregor*


▪ REvil/RagnarLocker/Avaddon


15 Cybersecurity Fundamentals
3. Minimize Control System Exposure
4. Enforce User Access Controls
8. Create a Cybersecurity Culture


Utility types: very large drinking, large wastewater, *large metro 
water, large drinking, associates
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TLP:AMBER


TLP:AMBER


IT/Business Enterprise Systems


▪ Contractors (unauthorized access)


▪ Remote employee accidentally downloaded malware to 


workstation (printer driver) 


15 Cybersecurity Fundamentals
4. Enforce User Access Controls
8. Create a Cybersecurity Culture
11. Secure the Supply Chain


Utility types: very large combined, very large drinking water


TLP:AMBER


TLP:AMBER


IT/Business Enterprise Systems


▪ Constant attempts to gain access through fake login 


information


15 Cybersecurity Fundamentals
3. Minimize Control System Exposure
4. Enforce User Access Controls (principle of least privilege; strict use of admin)
10. Implement Threat Detection and Monitoring


Utility types: medium combined utility


56


57







29


TLP:AMBER


TLP:AMBER


IT/Business Enterprise Systems


▪ Entire city impacted; email unavailable for several hours


▪ Impacted access to city and utility web pages


15 Cybersecurity Fundamentals
1. Perform Asset Inventories
9. Implement Threat Detection and Monitoring


Utility types: very large combined; very large drinking water


TLP:AMBER


TLP:AMBER


IT/Business Enterprise Systems


▪ DNS requests to the malicious domains


▪ Presence of malicious files


15 Cybersecurity Fundamentals
9. Implement Threat Detection and Monitoring (detailed logging)
13. Secure the Supply Chain


Utility types: very large combined, very large drinking water, large 
drinking, large combined
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TLP:AMBER


TLP:AMBER


Miscellaneous


▪ Victims: retired or temporary employees


15 Cybersecurity Fundamentals
8. Create a Cybersecurity Culture
9. Develop and Enforce Cybersecurity Policies and Procedures


Utility types: large drinking water


TLP:AMBER


TLP:AMBER


Jennifer Lyn Walker
Lead Cyber Threat Analyst
walker@waterisac.org
Mobile | 412.651.7409


Thank You
Website | www.waterisac.org


Incident Reporting Form | https://www.waterisac.org/report-incident


24 Hour Line | 866-H2O-ISAC


Email | analyst@waterisac.org
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Poll


Good password hygiene includes all of the following 


except:
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Peter Hunt


Chief Information Officer


Boston Water and Sewer Commission


Yvette Depeiza


Director, Drinking Water Program


MassDEP


Expert Panel Discussion


Premjith Lakshman Singh


Chief Information Digital Officer & VP Customer Care


South Central Connecticut Regional Water Authority
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PUBLIC WATER SYSTEMS 
AND CYBERSECURITY


MassDEP DRINKING WATER PROGRAM


Educate


Communicate


Assess


MassDEP-DWP 


Cybersecurity 


Strategy


Working together!


Assess
• Gather PWS cybersecurity info
• Evaluate risk
• Identify support tools


Educate
• Trainings
• Website


Communicate
• Posters
• Biweekly program emails
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General Tips


Software


Passwords


Phishing


EDUCATIONAL FLYER 
SERIES


Above average
7%


Average
62%


Below average


23%


Expert
1%


None
6%


Blank
1%


WHAT IS YOUR LEVEL OF 
UNDERSTANDING OF CYBERSECURITY? 


DEP PWS 
Cybersecurity Training 
Attendee Feedback


I don't know
27%


No
6%


Yes
67%


ARE YOU INTERESTED IN OTHER 
CYBERSECURITY CLASSES?


• Most people considered themselves average
• Almost 1/3rd were below average or none


• Clear desire for more training
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Egregor Ransomware Attack


Peter Hunt


Chief Information Officer


Boston Water and Sewer Commission


Business Continuity Planning and Best Practices


Premjith Lakshman Singh


Chief Information Digital Officer & VP 


Customer Care


South Central Connecticut Regional Water 


Authority 
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Questions?


Post Webinar Actions


Join the EPA Water Security Division mailing list to receive updates 


and other information.


Complete webinar evaluation.


Download Cybersecurity Resources Document.
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Thank You!


Jennifer Lyn Walker


Lead Cyber Threat Analyst


WaterISAC


walker@waterisac.org


Brandon Carter


Cybersecurity Analyst


USEPA, Office of Water, Water Security Division


Carter.Brandon@epa.govYvette Depeiza


Director, Drinking Water Program


MassDEP


Yvette.Depeiza@state.ma.us


Ron Ford


Cybersecurity Advisor


Department of Homeland Security, CISA


Ron.Ford@cisa.dhs.gov


Peter Hunt


Chief Information Officer


Boston Water and Sewer Commission


huntpk@BWSC.org


Jane Downing


Branch Chief, Drinking Water Program


USEPA, Region 1


Downing.Jane@epa.gov


Premjith Lakshman Singh


Chief Information Digital Officer


South Central Conn. Regional Water Authority


psingh@rwater.com
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Cybersecurity in the Water Sector – References and Resources 
(Acronyms, Terms, and Resources) 


 
Acronyms 
 
Abbreviations and acronyms used within the water sector and cybersecurity.  Much of this came from an AWWA 
acronym list.  The descriptions provided are intended to give a quick sense of what each item is about. 
 


Acronym Stands For Description 
AWIA America’s Water Infrastructure Act of 2018 Safe Drinking Water Act update w/ risk assessment section 
AWWA American Water Works Association Drinking Water focused organization 
C2 Command and Control Server(s) used by an adversary to interact w/ victim’s system 
CCE Consequence-driven Cyber-informed Engineering Designing systems to minimize adverse cyber consequences 
CI Critical Infrastructure Water is one of 16 CI sectors recognized in the US 
CIA Confidentiality, Integrity and Availability A goal of IT cybersecurity is to maintain data CIA 
CIE Cyber-Informed Engineering Engineering design with cybersecurity in mind 
CISA Cybersecurity and Infrastructure Security Agency Part of the Department of Homeland Security 
CISSP Certified Information Systems Security Professional One of many cybersecurity certifications 
CPSS Cyber-Physical Safety System Protects infrastructure from damage caused by a cyber attack 
DCS Distributed Control System A control system type, usually within a single plant or campus 
DMZ Demilitarized Zone Area separating 2 networks that have different levels of trust 
ERP Emergency Response Plan Part of the AWIA requirement for water utilities 
FOIA Freedom of Information Act Law providing for disclosure of non-protected federal records 
HIPAA Health Insurance Portability and Accountability Act Law with cyber components to keep patient data safe 
HMI Human Machine Interface Operator provided display that represents the water process 
ICS Industrial Control System Automated process control system such as SCADA and DCS 
INL Idaho National Laboratory National energy laboratory that works on cybersecurity 
IOC Indicators of Compromise Digital trail of evidence left by cyber adversaries 
ISA International Society of Automation Focuses on automation, instrumentation & control systems 
ISAC Information Sharing and Intelligence Center Helps CI sectors with security threat info and resilience  
ISRP Incident-Specific Response Plan A more focused AWIA response plan, as compared to the ERP 
IT Information Technology Hardware and software that runs your business network 
LAN Local Area Network Covers a fairly small area, often w/ in-house communications 
MFA Multifactor Authentication Using more than just a password to logon to an account 
MITRE MITRE  (not an acronym or abbreviation) Federally funded organization providing cybersecurity info 
MSSP Managed Security Services Provider A firm that monitors the security of your IT or OT system 
NIDS Network Intrusion Detection System Security software that monitors for malicious network traffic 
NIST National Institute of Standards and Technology Federal organization w/ many good cybersecurity standards 
OPSEC Operations Security Being careful about what you reveal about your system 
OSINT Open-Source Intelligence Information about your utility and staff that is on the Internet 
OT Operational Technology Hardware and software that runs your process operations 
PCI Payment Card Industry Cybersecurity standards associated with credit card usage 
PCS Process Control Systems Hardware and software to facilitate process automation 
PII Personally Identifiable Information Private information about people that is protected by laws 
PLC Programmable Logic Controller Industrial computer used to automate your water process 
RRA Risk and Resilience Assessment Part of the AWIA requirement for water utilities 
SCADA Supervisory Control and Data Acquisition Process monitoring and control system with remote sites 
SIS Safety Instrumented System Rigorous safety system typically used in hazardous industries 
SLA Service Level Agreement Contractually agreement specifying service quality, etc. 
SME Subject Matter Experts Individuals with expertise in specific fields 
SSO Single Sign On Logging on once, will give you access to multiple services 
TTP Tools, Tactics and Procedures Methods used by cyber adversaries 
VLAN Virtual Local Area Network A way to provide software defined network segmentation 
WAN Wide Area Network Over long distances, frequently w/ 3rd party communications 
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Common Terms 
 
Here are some common terms used in cybersecurity along with brief descriptions. 


 
Term Description 
Access Control The various ways of limiting user access to a system, including passwords 
Administrative Rights The highest level of access rights on a computer.  It gives the owner complete control.  
Business Continuity Sustaining the business or mission of the organization during a severe disruption 
Controls, Security Security controls are measures put in place to reduce cyber risk 
Data Diode Security device that only allows data communications in one direction 
Disaster Recovery In the IT world, this typically means activating infrastructure at a backup location 
End Point User device connected to a network, such as a computer or a cell phone 
Firewall Security device that helps you limit data communications to only what is required 
Governance Organizational oversight and control of something, in this case a cybersecurity program 
Hardening Configuring a computer or other device to make is less vulnerable to attack 
Hash Computer’s representation of a password, that cannot be converted back to the password 
Hovering Moving your mouse cursor over an Internet link to see the actual destination 
Jump Server Computer that is hardened and used as the access point to a more secure network zone 
Least Privilege Giving a user only enough access that is required to do their job 
Macro Computer code that can be run within Microsoft Office programs and be made malicious 
Password Spraying When an adversary tries to apply a few common passwords to multiple user accounts 
Phishing Social engineering technique to get a user to open a malicious file or link 
Policies Documents describing high level intent 
Procedures Documents detailing how to achieve policy goals 
Risk Management Identifying risks and determining what to do about them: mitigate, accept, transfer, etc. 
Sandbox Temporary virtual system isolated in your computer’s memory to safely run malicious code 
Segmentation Providing some level of separation between different parts of a network 
Supply Chain All of the external resources that go into supporting your system and operations 
Test Bed Computer network that you used to test new hardware, software or software patches 
Virus Malicious code that requires a used to take some kind of action 
Worm Malicious code that can propagate on its own 


 
 
Resources 
 


Small System Support 
 


• Cyber Readiness Institute –  Cyber Readiness Program 
• Global Cyber Alliance –  Cybersecurity Toolkit for Small Business 
• CISA –  Cyber Essentials 
• EPA –  Water Sector Cybersecurity Brief for States 
• EPA –  Incident Action Checklist – Cybersecurity 


 
Mitigations and Guidance 
 


• AWWA –  Water Sector Cybersecurity Risk Management Guidance & Cybersecurity Tool  
• NIST –  Cybersecurity Framework v.1.1 
• NIST –  SP 800-82 Rev.2, Guide to Industrial Control Systems (ICS) Security (2015) 
• WaterISAC –  15 Cybersecurity Fundamentals for Water and Wastewater Utilities 
• Australian Cyber Security Centre –  Essential Eight controls 
• Center for Internet Security –  Top 20 Controls 
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Security Assessments (free) 
 


• AWWA Cybersecurity Guidance and Tool –  American Water Works Association self-assessment aid 
• CISA Cyber Hygiene Services –  recurring external vulnerability scans 
• CISA Phishing Campaign Assessment –  live phishing tests 
• CISA CSET (Cyber Security Evaluation Tool) –  detailed ICS oriented self-assessment aid 


 
Security Training Resources 
 


• DHS CISA Virtual Learning Platform –  Idaho National Lab SCADA/ICS classes  (free) 
• S4 Highway videos –  SCADA/ICS lectures by knowledgeable people  (free) 
• NICE –  FedVTE, CISA, National Initiative for Cybersecurity Education, all categories; for federal, state, local 


gov employees  (free) 
• InfoSec Institute  ($300 / yr.) 
• SANS –  5-day classes with hands-on labs ($3k w/ MS-ISAC discount) 


 
Organizations to Consider Joining 
 


• WaterISAC –  Water Information Sharing and Analysis Center, monthly security related webinars  (annual fee, 
worth joining;  $261/yr. <20,000 people served, $524 combined water and wastewater;  $524/yr. <50,000 
people, $1,440 combined) 


• InfraGard –  Loose affiliation with FBI, Boston chapter, multi-sector critical infrastructure  (background check 
required, free) 


• MS-ISAC –  Multi-State Information Sharing and Analysis Center  (free) 
• MAWARN –  Massachusetts Water/Wastewater Agency Response Network (free) 
• E-ISAC –  Electricity Information Sharing and Analysis Center  (free) 


 
ICS Conferences & Meetings 
 


• ICSJWG –  semiannual Industrial Control System Joint Working Group meetings  (free) 
• Regional OT/IT Security Meetings –  held in New England with water and electric utilities, four times so far  


(free, send me an email if interested) 
• SANS ICS Security Summit –  good, held in Orlando  ($$) 
• S4 –  very good, held in South Beach near Miami  ($$) 
• CS3STHLM –  supposed to be a good one, held in Stockholm  ($$) 


 
Threat Intelligence and Vulnerability Announcements 
 


 SANS NewsBites –  twice a week email newsletter with editorial comments 
 SCADASEC list –  email list with commentary on current ICS events and topics 
 Dale Peterson’s Friday News and Notes – insightful information and opinions on ICS security 
 CISA US-CERT and ICS Alerts –  subscribe for both sets of alerts 
 HSIN (Homeland Security Information Network) –  for sensitive but unclassified information, submit a request 


to joint to the Critical Infrastructure COI (community 
 
 
 
 


 








Cybersecurity is a broad term that refers to the security 
of computer network infrastructure and data. A cyber 
attack is an attempt to undermine or compromise the 
function of a computer network or system, or an attempt 
to track the online movements of individuals without 
their permission.


What is the assessment and  
technical assistance?
With the U.S. Environmental Protection Agency,  
Horsley Witten Group (HWG) is offering free,  
confidential, cybersecurity assessments and technical 
assistance to interested water and wastewater utilities. 
The assessment consists of a questionnaire completed 
with HWG staff, and the technical assistance consists of 
developing a cyber action plan based on the results of 
your utility’s assessment focused on best practices to 
prepare for, respond to, and recover from a cyber incident. 
Adoption of these practices can reduce the likelihood 
that a cyber attack will be successful and allow the utility 
to recover from any cyber attacks faster and at a lower 
cost. Due to the COVID-19 pandemic, HWG is offering this 
assessment and technical assistance virtually.


What are the expected outcomes?
All individual utility information gathered during the 
assessment will be protected and remain confidential. 
Trends in the anonymized, aggregated data will be shared 
with other utilities and agencies so that lessons learned 
from the assessments may benefit all.
Participating utilities can expect to receive a straightforward  
overview of their vulnerabilities and suggested best 
practices to reduce risks to their business enterprise, 
SCADA, and communications systems. Additionally, the 
utility will develop their cyber action plan with HWG and 
work to implement any recommended best practices.


What does the utility need to prepare before 
the assessment and technical assistance?
The assessment will require input from management, IT, 
operations/control staff and engineers as appropriate. The 
utility will also need to compile and provide any existing 
system documentation/diagrams, policies, and procedures.


Is there any follow-up?
Yes, HWG will contact the utility on two separate occasions 
after the development of the cyber action plan to gauge 
progress and see if additional assistance is required.


How does my utility participate?
To date, we have worked with over 100 utilities across 
the United States providing free cybersecurity technical 
assistance. EPA plans to expand the program as 
resources allow. We are continuing to register interested 
utilities at the link below. If you would like more 
information about the program, contact Gemma Kite at  
gkite@horsleywitten.com, or (508) 833-6600.


To register your utility, please visit: 
www.horsleywitten.com/cybersecurityutilities


Free 
Cybersecurity 
Assessment 
and Technical 
Assistance
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Water Sector Cybersecurity Resources   
For EPA Cyber Forum on May 26, 2021 
 


 


Cybersecurity Resource Hub:  https://www.dhs.gov/cisa/cybersecurity-assessments   
Cybersecurity Resilience Review (CRR): https://us-cert.cisa.gov/resources/assessments  
Cybersecurity Toolkits: https://www.cisa.gov/publication/cyber-essentials-toolkits  
Factsheet on Cyber Risk Summary for Water and Wastewater Systems Sector: 
https://www.cisa.gov/water-and-wastewater-systems-sector  
Cyber safety video series (to use for training):  https://cyber.org/cybersafety  
 


 


Incident Action Checklist for 
Cybersecurity   https://www.epa.gov/sites/production/files/2017-11/documents/171013-
incidentactionchecklist-cybersecurity_form_508c.pdf     
EPA Water Sector Cybersecurity Sector Brief for States 
https://www.epa.gov/sites/production/files/2018-
06/documents/cybersecurity_guide_for_states_final_0.pdf 
AWIA and Cybersecurity: EPA Guidance for Small Community Water Systems (CWS) on Risk 
Resilience Assessments (RRAs) under AWIA   Cybersecurity is only a small part of this 
resource, but this is one simpler tool that small systems can use to comply overall with 
America’s Water Infrastructure Act (AWIA), section 2013. 
 


 


WaterISAC 15 Cybersecurity Fundamentals for Water and Wastewater 
Utilities  https://www.waterisac.org/fundamentals 
 


 


 


AWWA Tools:  https://www.awwa.org/Resources-Tools/Resource-Topics/Risk-
Resilience/Cybersecurity-Guidance  
AWWA Water Sector Cybersecurity Risk Management Guidance (2019): 
https://www.awwa.org/Portals/0/AWWA/ETS/Resources/AWWACybersecurityGuidance201
9.pdf?ver=2019-09-09-111949-960  
AWWA Cybersecurity Risk & Responsibility in the Water Sector:    
https://www.awwa.org/Portals/0/AWWA/Government/AWWACybersecurityRiskandRespon
sibility.pdf  
 


 


Massachusetts DEP Cybersecurity Tips for Water Sector:  


https://www.mass.gov/info-details/public-drinking-water-system-operations#cybersecurity- 


 


Cybersecurity Tools to Understand, Evaluate, and Mitigate Risks For Maine Public Water 
Systems (October 2019)  
https://www.maine.gov/dhhs/mecdc/environmental-
health/dwp/wrt/documents/CybersecurityToolsUnderstandEvaluateMitigateRisks.pdf  
 


 



https://www.dhs.gov/cisa/cybersecurity-assessments

https://us-cert.cisa.gov/resources/assessments

https://www.cisa.gov/publication/cyber-essentials-toolkits

https://www.cisa.gov/water-and-wastewater-systems-sector

https://cyber.org/cybersafety

https://www.epa.gov/sites/production/files/2017-11/documents/171013-incidentactionchecklist-cybersecurity_form_508c.pdf

https://www.epa.gov/sites/production/files/2017-11/documents/171013-incidentactionchecklist-cybersecurity_form_508c.pdf

https://www.epa.gov/sites/production/files/2018-06/documents/cybersecurity_guide_for_states_final_0.pdf

https://www.epa.gov/sites/production/files/2018-06/documents/cybersecurity_guide_for_states_final_0.pdf

https://www.epa.gov/sites/production/files/2020-05/documents/guidance_for_small_community_water_systems_on_risk_and_resilience_assessments_under_awia_final.pdf

https://www.epa.gov/sites/production/files/2020-05/documents/guidance_for_small_community_water_systems_on_risk_and_resilience_assessments_under_awia_final.pdf

https://www.waterisac.org/fundamentals

https://www.awwa.org/Resources-Tools/Resource-Topics/Risk-Resilience/Cybersecurity-Guidance

https://www.awwa.org/Resources-Tools/Resource-Topics/Risk-Resilience/Cybersecurity-Guidance

https://www.awwa.org/Portals/0/AWWA/ETS/Resources/AWWACybersecurityGuidance2019.pdf?ver=2019-09-09-111949-960

https://www.awwa.org/Portals/0/AWWA/ETS/Resources/AWWACybersecurityGuidance2019.pdf?ver=2019-09-09-111949-960

https://www.awwa.org/Portals/0/AWWA/Government/AWWACybersecurityRiskandResponsibility.pdf

https://www.awwa.org/Portals/0/AWWA/Government/AWWACybersecurityRiskandResponsibility.pdf

https://www.mass.gov/info-details/public-drinking-water-system-operations#cybersecurity-

https://www.maine.gov/dhhs/mecdc/environmental-health/dwp/wrt/documents/CybersecurityToolsUnderstandEvaluateMitigateRisks.pdf

https://www.maine.gov/dhhs/mecdc/environmental-health/dwp/wrt/documents/CybersecurityToolsUnderstandEvaluateMitigateRisks.pdf





